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Abstract

Dehugging is a laborious, manual activity that often
involves the repetition of commonopemtions. Ideally,
uses shouldbe able to describetheserepetitiousopera-
tions as little programs. Deluggers shouldtherefore be
programmable or scriptable The opemating ervironment
of thesescripts, howerer, imposesnterestingdesignchal-
lengesonthe programminglanguage in which thesescripts
will bewritten.

This paperpresentur designof a language for script-
ing deluggers. Thelanguage offers powerfulprimitivesthat
canpreciselyandconciselycaptuie manyimportantdehug-
ging and compehensionmetaphos. The paper also de-
scribesa dehugger for the Java language built in accor
dancewith theseprinciples. We haveimplementedhis de-
bugger to run alongsidethe Java Virtual Machine Thepa-
perincludesconceteexamplef applyingthis dehuggerto
programs.

1. Intr oduction

Dehuggingis a laboriouspart of the software develop-
mentprocess. Its unpleasantness exacerbatedy mary
contemporandehuggerswhich offer only primitive capa-
bilities. Indeed,evenwith the growing sophisticatiorof vi-
sualprogrammingervironmentsthe underlyingdehugging
toolsremainfairly primitive.

Dehuggingis a comple actvity becausehereis often
a gooddealof knowledgeabouta programthat is not ex-
plicitly representech its execution. For instancejmagine
aprogrammetrying to dehug alarge datastructurethatap-
pearsnotto satisfyaninvariant. He might seta breakpoint,
examinea value, compareit againstsomeothersand, not
nding aproblem,resumesxecution,perhapsepeatinghis
procesdozensof times. This is bothtime-consumingand
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dull; furthermore a momentaryjapseof concentratiormay
causehim to missthebug entirely.

Theheartof automatedoftwareengineerindiesin iden-
tifying suchrepetitve humanactvitiesduringsoftwarecon-
structionand applying computationapower to ameliorate
them. For deluggers pneeffective way of eliminatingrep-
etition is to make them scriptable so userscan capture
commonpatternsandreusethemin the future. The prob-
lem thenbecome®neof designingeffective languagegor
scriptingdehuggers.

Dehuggingscriptsmusteasilycapturethe programmers
intentandsimplify the burdensomespectof the activity.
To dorthis, they mustmeetseveralcriteria. First, they must
matchthe temporal,event-orientedview that programmers
have of the dehuggingprocess.Secondthey mustbe pow-
erful enoughto interactwith and monitor a programs ex-
ecution. Third, they shouldbe written in a languagethat
is sufciently expressve thatthe act of scripting doesnot
becomeonerous. Finally, the scripting languagemustbe
practical: usersshould,for instance,be ableto construct
program-speci cmethodf analyzingandcomprehending
data. This calls for a library of 1/0O and other primitives
more commonlyfound in general-purpostanguageghan
in typical domain-speci clanguages.

In this paper we presenthe designandimplementation
of aninteractve, scriptabledetuggerfor Java. Our dehug-
gercommunicatesvith aJava Virtual Machineto pauseand
resumeexecution, query the valuesof variables,and dy-
namically changethe dehuggingscripts. Thesescriptsare
writtenin a highly expressve functionallanguagewith sup-
port for statefuloperations. The languagehasa data ow
evaluation semanticswhich is a natural t for receving
eventsfrom external entities,suchas programsrunningin
adehugger In addition,the languagehasaccesgso a large
collectionof practicallibraries,andevaluatesn aninterac-
tive programmingervironment,DrScheme.



class DijkstraSolver f

public HashMap backtrace = new HashMap();
private PriorityQueue q = new PriorityQueue ();

public DijkstraSolver (DirectedGraph graph,
Node source) f
source.weight = 0.0;
q.addAll (graph.getNodes());

while(!q.isEmpty ()) f
Node node = (Node)q.extractMin ();
List successors = graph.getSuccsOf (node);
for (Iterator succlt = successors.iterator ();

succlt.hasNext(); )
relax (node, (Node)succlt.next());
g
System . out. println (" Result_backtrace:nn” +
backtrace . keySet ());
9

public void relax (Node origin ,
double candidateWeight =
origin.weight + origin.distanceTo(dest);
if (candidateWeight < dest.weight) f
dest .weight = candidateWeight ;
backtrace . put(dest, origin);
9
g
9

Node dest) f

Figure 1. Dijkstra' s Algorithm Implementation

2. A Motivating Example

Figure 1 shawvs a Java transcriptionof Dijkstra's algo-
rithm, aspresentedh Introductionto Algorithms[9]. Recall
thatDijkstra's algorithmcomputeghe shortespathfrom a
sourcenodeto all the othernodesin a graph. It is similar
to breadth- rstsearchexceptthatit enqueuethenodesac-
cordingto thetotal distancenecessaryo reachthem,rather
thanby thenumberof steps Thelengthof theshortespath
to anode(sofar) is storedin theweight eld, whichis ini-
tializedto the oating pointin nity . Thealgorithmrelieson
thefactthatthe shortest-patlestimatefor the nodewith the
smallestweight is provably optimal. Accordingly, the al-
gorithmremovesthat nodefrom the pool (via extractMin),
thenusesthis optimal pathto improve the shortespathes-
timateof adjacentnodes(via relaX. The algorithmmakes
useof a priority queuewhich we alsoimplemented.

Figure 2 shows a concreteinput graph(whereS, at lo-
cationhl0G; 125, denoteghe sourcefrom which we want
to computedistancespndthe outputthatresultsfrom exe-
cuting this algorithmon that graph. The outputis a setof
nodedfor whichthealgorithmwasableto computea short-
estpath.For eachnode the outputpresentshenodesnum-
ber, its coordinatesandits distancefrom the sourcealong

1 3 4 5

O
Result  backtrace:
[[node 1 : x 150 y 100 weight 55],
[node 2 : x 150 y 150 weight 55],
[node 3 : x 200 y 100 weight 105]]

Figure 2. Sample Input and Output

theshortespath.

As we can see,this outputis incorrect. The algorithm
fails to provide outputsfor the nodesnumbered, 5 and6,
eventhoughthe graphis clearly connectedsothesearea

nite distancefrom S.

Sincetheimplementatiorof Dijkstra's algorithmis a di-

recttranscriptionfrom thetext (asavisualcomparisorcon-
rms), but we implementecthe priority queue,we might
initially focus our attentionon the latter Since checking
theoverall correctnessf the priority queuemightbe costly
anddif cult, we might rst try to verify a partial correct-
nesscriterion. Speci cally, if we call extractMin twice in

successionwith no insertionsin-between the secondele-
mentshouldbe atleastaslarge asthe rst.

Unfortunately mostexisting deluggersmake it dif cult
to automatethe checkingof suchproperties.For example,
in gdb [23], we couldsetbreakpoint®ninsertandextract-
Min andobsene asvaluesenterandleave the queue.How-
ever, checkingthatsuccessie callsyield valuesin theright
order would require careful coordinationbetweenbreak-
point handlers.ldeally, we insteadwantto createa redun-
dantmodelthat mirrorsthe queues intendedbehaior and
write predicateshatcheckthe programagainsthis model.
Upondiscoveringa discrepang, we might wantto interac-
tively explore the causeof failure. Furthermorewe might

nd it valuableto abstracbverthesanodelsandpredicates,
bothto dehug similar errorslaterandto build moresophis-
ticatedmodelsandpredicategstheprogramgrowsin com-

plexity.

In principle,thisis whatscriptabledetuggingshouldac-
complishwell. Unfortunately this appeardo be dif cult
for existing scriptabledeluggers. For example,Coca[12]
offers a rich predicatelanguagefor identifying interesting
dataandpointsin theexecution,but it doesnotoffer afacil-
ity for relatingvaluesacrosdifferentpointsin time, sothe
programmewouldstill needto monitorthiscriterionmanu-
ally. UFoO [6] supportscomputatiorover event-streamshut
doesnot supportinteraction. Dalek [22] is interactive and
offers the ability to relate executionacrosstime, but pro-
videslimited abstractiongapabilities,sowe could not use



it to build the predicateslescribedn this paper In general,
existing scriptabledeluggersappearto be insufcient for
our needswe discusghemin moredetailin section9.

In this paperwe presenta new languageandinfrastruc-
ture that addresshe weaknessefound in existing delug-
gers. In section3, we describethe goalsand obsenations
that have guidedour work, andin section4, we introduce
the data ow languageFrTime, on top of which we have
built our deluggerscriptinglanguage We returnto our ex-
amplein section5 anddescribethe useof our languageto
isolatethe problem.

3. Desiderata

We believe that usersfundamentallyview deluggingas
a temporalactivity with the runningprogramgeneratinga
streamof events(enteringandexiting methodssettingval-
ues,andsoon). They useconstructssuchasbreakpoints
to make theseeventsmanifestandto gain control of exe-
cution, at which point they caninspectand setvaluesbe-
fore againrelinquishingcontrol to the target program. To
be maximally usefuland minimally intrusive, a scriptable
dehuggershouldview the dehugging procesgust asusers
do, but malke it easyto automatdediousactiities.

Concretely the scripting languagemust satisfy several
importantdesigngoals.

1. While detuggersoffer somesetof built-in commands,
uses oftenneedto de ne problem-speci ccommands
In the precedingexample, we wantedto check the
order of elementsextractedfrom a queue;for other
programs,we can imagine commandssuchas “ver-
ify thatthis treeis balanced”. While obviously a de-
buggershouldnot offer commandgsustomizedo spe-
ci ¢ programs,it shouldprovide a powerful enough
languagdor programmergo capturetheseoperations
easily Doing sooftenrequiresarich setof primitives
thatcanmodelsophisticatediata,for instanceo track
theinvariantsof a programs data.

2. Programsoften containimplicit invariants. Validat-
ing thesenvariantsrequiregmaintainingauxiliary data
structuresstrictly for the purposeof monitoring and
dehugging. In our example, although Dijkstra's al-
gorithm dependson nodesbeing visited in order of
weight, thereis no datastructurein the programthat
completelycapturesthe orderedlist of nodes(a pri-
ority heapsatis es only a wealer orderingrelation).
Lacking a good delugging framework, the developer
who wantsto monitor monotonicity thereforeneeds
to introduce explicit datastructuresinto the source.
Thesedatastructuresnay changehe space-andtime-
compleity of the program,so they mustbe disabled

during normalexecution. All thesedemandsompli-
cate maintenanceand programcomprehension.lde-
ally, a delugger shouldsupportthe representatiorof
sud invariants outsidethe program's source. (In re-
latedwork, we explain why approachetik e contracts
andaspectg¢5] areinsufcient.)

3. Deluggingis often a processof generatingand falsi-
fying hypothesesProgrammes musttherefore havea
corvenientwayto genematenew hypothesewhile run-
ning a program. A techniquethatinvolvesmodifying
theprogramssourceand/orrequiresstaticcompilation
is highly disruptive to this exploratoryprocessin that
respectspectscontractsandunit testingframeworks
arenotappropriatdor dehuggingtasks.

4. Sincethetargetprogramis a sourceof eventsandde-
buggingis anevent-orientedactivity, thescriptinglan-
guage mustbe designedo actasa recipientof events
In contrastfraditionalprogrammindanguagesirede-
signedfor writing programghatare“in control™—i.e.,
they determinethe primary ow of execution. This
posesa challengefor programmindanguagedesign.

5. As a pragmaticmatter dehuggers should have con-
venientaccessto the rich 1/O facilities provided by
modern consolesso they can, for instance,imple-
ment problem-speci c interfaces. Domain-speci ¢
languageshatarebuilt in isolationinvariably provide
only limited supportfor suchactiities. In contrastthe
existenceof rich programminglibrariesis important
for thewidespreacdoptionof adelugginglanguage.

To accomplishthesegoals,a dehugginglanguagemust
address con ict centralto all languagedesign:balancing
the provision of powerful abstractionsvith restrictionsthat
enableef cient processingMostof theprior work (seesec-
tion 9) hastendedtowardthe latter, while this paperbegins
with a general-purposknguagesoasto explorethespace
of expressiormorethoroughly This resultsin somelossof
machine-lgel ef ciency, but maygreatlycompensatéor it
by saving users'time. Furthermorethefunctionalstylewe
adoptcreatesopportunitiesfor mary traditional compiler
optimizations.

4. The FrTime Programming Language

Insteadof implementingour delugging languagefrom
scratch, we have built it atop the languageFrTime—a
data ow languaggwith Lisp-inspiredsyntax)thatsupports
stateful operationsand provides a library of data struc-
turesandprimitivesfor mostcommonprogrammingactiv-
ities [8]. Thelanguageis inspiredby work on Functional
Reactve Programming13], whosemotivation s to allow
declaratve expressiorof reactve systems.



Figure 3. Screenshots of FrTime in Action

Themotivationfor FrTime is easyto explain with asim-
ple example. Most programminganguagesave a library
primitive for accessinghe currenttime. A variable that
holdstheresponsdrom this primitiveis, however, assigned
only when the primitive returns; the value becomesout-
datedasexecutioncontinuesunlessthe programexplicitly
performsoperationgo keepthe valuecurrent. In contrast,
FrTime provides built-in supportfor time-varyingvalues
calledbehavios, thatautomaticallyupdatewith thepassage
of time. For instance the expressionsecondss a built-in
behaior whosevalueupdategvery secondn lockstepwith
thesystenmclock.

Any expressionthatusesa time-varyingvalueitself be-
comestime-varying. For instance,the expression(even?
secondy recomputesvery time the value of secondsup-
dates(i.e., every second),alternatingbetweenthe values
true andfalse. Theimplementatiorof FrTimeis responsi-
ble for automaticallytrackingdependenciebetweerprim-
itive signalsandexpressionghatdependon them,ordering
thesedependenciegprcing freshcomputationand propa-
gatingvalueswheneer signalschange Behaviors cantake
valueunde ned which actsasabottom.Any operationap-
pliedto unde nedalsoreturnsunde ned

FrTime offers run-time supportthroughthe DrScheme
programmingervironment[14]. Figure 3 shavs the same
DrSchemesessiongdisplayingseveral FrTime expressions,

(de ne c (start-vm" DijkstraTest" ))
(de ne queug(jclassc PriorityQueusd)

(de ne inserts
(trace ((queue. jdot . add) . jloc . entry)
(bind (item) (item. jdot . weigh))))
(de ne remwes
(trace ((queue. jdot . extractMin) . jloc . exit)
(bind (resul) (result. jdot . weigh)))

(de ne violations

(not-in-order (meige-eremoves(inserts. -=>
(de ne latest-violation(hold false violations)
(de ne (nv)

(set-running!(hold true (violations. -=> . false))))

. 'reset))))

Figure 4. Monitoring the Priority Queue

capturedwenty- ve secondspart. The DrSchemegrompt
recognizebehaiors andautomaticallyupdateghe display
of their valuesasthey changeover time. In addition, the
rich librariesof DrSchemeareavailablefor FrTime,andare
automaticallylifted to the time domain,sothey recompute
whentheirargumentuupdate.

In addition to behaiors, FrTime also has events
Whereadehaiorshave avalueatary pointin time, events
are discrete: for instance,the event key-stiokes is an in-
nite streamthat yields a new value every time a key is
pressed. FrTime provides a set of functional combina-
torsthat processavent-streamsfor instance hold corverts
event-streamto behaiors by consuminganevent-stream
andreturninga behaior whosevalueis alwaysthe mostre-
centvaluein thestream.Thus,(hold' none-yet key-stiokeg
is abehaior whosevalueis initially the symbol' none-yet
and,from the rst keystroke onwards,the valueof thelast
key pressed.

Theinterestedeadercanlearnmoreaboutthe language
from a companionpaper[8] or by experimentingwith the
implementatiorf1].

5. Debugging the Motivating Example

We are now readyto returnto our examplefrom sec-
tion 2. As we explained previously, our implementation
of Dijkstra's algorithmemploys a priority queuecodedby
us. In addition,we notedthat ourimplementatiorof Dijk-
straSolveris a directtranscriptionof the pseudocodé the
book. We hypothesizedhatthe bug might bein theimple-
mentationof the priority queue,andthatwe shouldthere-
fore monitorits behaior. Recallthatthe partialcorrectness
propertywe wantedto verify wasthat consecutie pairsof



(de ne (not-in-ordere)
(lter-e
(matd-lambda
[(reset ) false]
[(-"'reset) false]
[(previouscurrenf) (> previouscurrenf)])
(history-ee 2)))

Figure 5. The Monitoring Primitive

elementgxtractedfrom thequeuearein non-decreasingr-
der.

Figure 4 presentsa dehugging script that detectsviola-
tions of this property In the script, the variablec is bound
to a dehugging sessiorfor DijkstraTest a classthat exer-
cisestheimplementatiorof Dijkstra's algorithm. Theinvo-
cationof start-vminitiatesthe executionof the Java Virtual
Machine(avm) on this class,andimmediatelysuspendgs
executionpendingfurtherinstruction.

Theexpressior(jclassc PriorityQueud createg FrTime
proxy for the PriorityQueueclassin Java. SinceJava dy-
namically loads classeson demand,this proxy is a time
varying value: its valueis unde nedat rst, andstaysso
until the classis loadedinto the s3vM. The operatorjclass
treatsits secondargumentspecially: PriorityQueueis nota
variablereferenceput simply the nameof the target class.
In Lisp terminology jclassis a specialform. So are jdot
(whichreturnsthevalueof a eld), jloc (whichselectsalo-
cationwithin amethod)andjval (which returnsavariables
valuein therunningprogram).

Next, we install tracing aroundthe methodsadd and
extractMin of the priority queue. A tracepointis a Fr-
Time event-streanspeci cally designedor dehugging:the
streamcontainsa new valueevery time the Java programs
executionreacheghe location marked by the tracepoint.
Concretelythe expression

(de ne inserts
(trace ((queue jdot . add) . jloc . entry)
(bind (item) (item. jdot . weigh))))

installs a tracepointat the entry of the add method of
queue! The tracepointbinds the FrTime identi er item
to the variable of the samenamein that method? The
body of the tracepointextractsthe weight eld from this
item. Theidenti er insertsis thereforeboundto a FrTime
event-streantonsistingof the weightsof all nodesinserted
into the priority queue. The identi er remwesis corre-
spondinglyboundto the weightsof nodesremoved from

IHereandin therestof this paper we usethein x notationsupported
by FrTime: (x. op.y) is thesameas(op x y) in traditionalLisp syntax.

2Becausdracepointsind by name ratherthanby aggumentposition,
thecodeis morerobustto smallchangesn argumentorderandcount.

thequeueby extractMin.

We initially wantto performalightweightcheckthatde-
termineswhetherconsecutie remores (not separatedy an
inser) are non-decreasingTo do this, we memge the two
event-streamsinsertsandremares Sincewe areonly in-
terestedn consecutie, uninterruptedemovals, the moni-
tor resetsuponeachinsertion. The following FrTime code
usesthe combinator-=> to mapthe valuesin the inserts
streanto theconstantreset, whichindicateshatthemon-
itor shouldreset:

(mege-eremaes(inserts. -=> . 'reset))

Theresultof this expressioris a singleevent-streanwhose
eventsarein theorderthey areencountereth the program.
The inserteventshave beenmappedo the constantwhile
theremoveeventsarerepresentetly theweightof thenode.

This streamis passedo the core monitoring primitive,
not-in-order, shavn in gure 5. This useshistory-eto ex-
tract the two mostrecentvaluesfrom the streamand pro-
cesse®achpairin turn. It Iters outthosepairsthatdo not
exhibit erroneoudehaior, namelywhenoneof the events
isa'reset or whenbotheventsre ect extractedwveightsthat
arein theright order The resultis a streamconsistingof
pairsof weightswherethe weightiernodeis extracted rst,
violating the desiredorder We call this streamviolations

The FrTime identi er latest-violationis boundto a be-
havior that capturesthe last violation (using the FrTime
combinatorhold). If the priority queueworks properly
this behavior will retainits initial value, false. If it ever
changeswe wantto pauseheJvm sothatwe canexamine
thecontet of theviolation. To dothis, we usetheprimitive
set-running! which consumes boolearbehaior; the Jvm
pauseswvheneer this behaior's value is false, and runs
otherwise. Sincewe anticipatewantingto obsene numer
ousviolations,we de ne the (conciselynamed)abstraction
nv, which tells the 3vm to run until the next violation oc-
curs.

At theinteractve prompt,we type (nv). Soonafterward,
theavm stops,andwe querythevalueof latest-violation

> (V)

> |atest-violation
(+inf.0 55.90169943749474)

This output indicatesthat the queue has yielded nodes
whoseweightsare out of order This con rms our suspi-
cionthatthe problemsomehav involvesthepriority queue.

Continuing Exploration Interacti vely

To identify the problemprecisely we needto re ne our
model of the priority queue. Speci cally, we would like



(de ne insertes
(inserts. ==> . insert-in-modé))
(de ne remwers
(remaves. ==> . remore-from-mode))

(de ne model

(accum-h(mege-einsertes removers)
(corvert-queue-to-listhere . jval . q))))

Figure 6. The Redundant Model

to monitorthe queues completeblack-boxbehaior, which
might provide insightinto theactualerror.

With theavm pausedwe enterthecodein gure 6 tothe
running FrTime session.This codeduplicatesthe priority
gueuesimplementatiorusinga sortedlist. While slower, it
providesredundang by implementingthe samedatastruc-
ture throughan entirely differenttechnique which should
helpidentify thetrue causeof the error?

The valueinsertes is boundto an event-streanof Fr-
Time procedureshatinsertthe valuesaddedto the priority
gueueinto the FrTime model(==> appliesa givenproce-
dureto eachvaluethatoccursin anevent-stream)similarly,
remaoers is boundto a streamof procedureghat remove
valuesfrom thequeue.Thecode

(accum-h(meige-einsertess remorers)
(corvert-queue-to-listhere . jval . q)))

meigesthe two streamsof proceduresisingmeige-e and
usesaccum-hto applythe procedureso theinitial valueof
the model. accum-baccumulateshe resultasit proceeds,
resultingin an updatedmodelthatre ects the application
of all the proceduresn order accum-breturnsa beha-
ior that re ects the model after eachtransformation. We
mustinitialize themodelto the currentconteniof thequeue.
Theprede nedbehaior hereis boundto thetop-moststack
frameof the mainthread,from which jval extractsthe cur-
rentbinding of the variableq. The userde ned procedure
convert-queue-to-lis(elided herefor brevity) corvertsq's
internalrepresentatioto alist.

Having installedthis codeandinitialized the model,we
resumeexecutionwith nv. At the next violation, we inter-
actively apply operationsto comparethe queues content
againsits FrTime model(thelist). We nd thatthequeues
elementsare not in sortedorderwhile thosein the model
are.Morerevealingly thequeueselementarenotthesame
asthosein the model. A little further studyshows thatthe
bug is in our usageof the priority queue: we have failed
to accountfor the fact that the assignmento dest.weight

3Since the propertywe are monitoring dependsonly on the nodes'
weights,not their identities,the model avoids potentialorderingdiscrep-
anciesbetweerequally-weightedodes.

in relax ( gure 1) updatesthe weightsof nodesalreadyin
the queue.Becausdhe queueis not sensitve to theseup-
dates,whatit returnsis no longerthe smallestelementin
thequeue.

On further reading,we tracethe error to a subtledetail
in thedescriptiorof Dijkstra'salgorithmin Cormengetal’s
book[9, page530]. The book permitsthe useof a binary
heap(whichis how we implementedhepriority queue)or
sparsegraphs but subsequentlamendshe pseudocodéo
say that the assignmento dest.weightmust explicitly in-
voke a key-decremenbperation.Our error, therefore was
not in the implementationof the heap, but in using the
(faster)binary heapimplementatiorwithout satisfyingits
(stronger)contract.

6. Re ections on the Example

While progressinghroughthe example, we encounter
severalpropertiesmentionedn thedesideratéhatmalke Fr-
Time a good substratdor scripteddehugging. We review
themhere,pointby point.

1. The DrSchemeenvironmentallows the userto keep
andreuseabstractionscrossnteractize sessionsFor
instanceto monitorthe priority queuewe de ne pro-
ceduressuch as not-in-order and corvert-queue-to-
list. Suchabstractionsihichmanipulatgprogramdata
structuresn acustomfashionmaybeusefulin nding
and xing similarbugsin thefuture. They canevenbe-
comepartof theprogramsdistribution, assistingother
usersand developers. In general,delugging scripts
can capturesomeof the ontolagy embeddedbut not
alwaysexplicated)in theprogram.

2. We discover the bug by monitoring an invariant not
explicitly representeth the program.Speci cally, we
keepa sortedlist that mirrors the priority queue,and
we obsenethatits behaior doesnotmatchtheexpec-
tationsof Dijkstra's algorithm. However, thelist uses
alineartime insertionprocedurewhich eliminateshe
performancebene t of the (logarithmictime) priority
gueue Fortunately by expressinghisinstrumentation
asa dehuggingscript, we cleanlyseparatet from the
programs own code,and hencewe incur the perfor
mancepenaltyonly while detugging.

3. Theinteractveconsoleof DrSchemein whichFrTime
programsun, enablesusersto combinescriptingwith
traditionalinteractive dehugging. In the example,we

rst probethe priority queueat a coarselevel, which
narrons the scopeof the bug. We then extend our
scriptto monitorthequeuein greateretail. This abil-
ity to exploreinteractiely savesthe programmefrom



havingto restartheprogramandmanuallyrecreatéhe
conditionsof theerror.

4. Thedata ow semantic®f FrTime makesit well suited
to actasarecipientof eventsandto keepmodelsin a
consistenstate,evenasthe scriptis growing. During
the executionof the Dijkstra solver, FrTime automati-
cally propagatesmformationfrom thevariablesnserts
and remoresto their dependentsthe violations vari-
ableandtheset-running!directive. Also, whenwe add
thevariablemode| FrTime keepsit synchronizedvith
violationswithoutany changeto the previouscode.

5. Thelibrariesof FrTime arerich enoughto communi-
catewith externalentities. The programmemalso has
accessto the programmingconstructsof DrScheme
(higherorder functions, objects, modules, pattern-
matching etc.),which have rigorouslyde ned seman-
tics, in contrastto the ad-hocconstructghat populate
mary scriptinglanguages.Further sinceFrTime has
accesso all thelibrariesin DrSchem¢g14], it cangen-
eratevisual displaysandsoon, aswe will seein sec-
tion 8.

Finally, FrTime'ssupportfor bothstate(suchashashtables)
andtime (suchas clocks) make it easyto efciently and
concisely capturevarious temporal monitoring concepts.
For instance py exploiting both hash-tablesindthe clock,

we canimplementastatisticapro ler in underadozenlines

of code.

7. Implementation

The Java standardprovidesa language-independede-
bugging protocol called the Java Debug Wire Protocol
(JowP), designedto enablethe constructionof out-of-
processdeluggers. Typically, the out-of-processdehug-
gerconnectgo the 3vM runningthe programvia a Tcp/IP
stream We adapta JbwP clientimplementationn Ruby|[2]
by compiling its machine-readablelescriptionof Jjowp
pacletsinto FrTime encoderanddecoders.

Our dehuggersupportsa subsetof the event language
de ned by the JbwpP. The main primitive we supportis
trace, which createsa FrTime event-streanwhoseoccur
rencegepresenpointsof executionthatreacha locationof
interest.Locationsareidenti ed by amethodandaline off-
setfrom the startof thatmethod,asspeci ed by the Jowep.

A trace expressioninstructsthe deluggerto install a
breakpointat the givenlocationin the svM. Whenexecu-
tion reacheshebreakpointthevirtual machinesuspendall
threadsandsendsa messagéo thedetugger Thedelugger
gueriesthe valuesof all variableslistedin the bind clause
andevaluatesthe expressionin an ervironmentcontaining
thesebindings. The body of the bind canuseadditional

primitivesfor inspectingthe stacksof threadsandfor ex-
tractingvaluesfrom their frames suchasjval.

The value resulting from the evaluation of the bind
clauseappearsn the FrTime event-streamThis valueau-
tomatically propagatedo all expressionghat refer to the
trace statementgdirectly or indirectly, in accordancavith
FrTime's data ow semanticsAfter all consumersiave n-
ishedprocessingheevent,thedehuggercommandshevir-
tual machineto resume.This providessynchronizatiorbe-
tweenthedehuggingscriptandthe dehuggedprogram.

Performance

We analyzethe performanceof the Dijkstra's algorithm
monitorshavn in gures 4 and5. This examplehasa high
breakpointdensity(approximately500 eventsper millisec-
ond), so the time spentmonitoring dominatesthe overall
computationn generaltheimpactof monitoringdepends
heavily on breakpointdensity and on the amountof pro-
cessingperformedby eachbreakpoint.

We measurethe running time of the the Dijkstra's al-
gorithm monitor shavn in gures 4 and5. Excludingthe
JVM startuptime, it takes 3 minutes42 second€o moni-
tor onemillion heapoperationgeitheradd or extractMin),
whichrepresent2.217millisecondsperoperation We par
tition this time into four parts: First, the virtual machine
executesthe call to either add or extractMin (0.002 mil-
lisecondsper operation). Second the Jbwp transmitsthe
contet informationandFrTime decodest (0.783millisec-
ondsperoperation).Third, FrTime schedulesherecompu-
tationaccordingo data ow dependencidsetweerprogram
values(0.581 millisecondsper operation). Fourth, FrTime
evaluatesthe script which monitorsthe partial correctness
propertyin gure 4 (0.851millisecondsperoperation).

According to thesemeasurementsearly one-third of
the deluggingtime is devotedto JowP encodingand de-
codingandto the context-switch. This is consistentwith
the penaltywe might expectfor usinganout-of-processle-
bugger Thetime spentin FrTime can, of course be arbi-
trary, dependingon the compleity of the monitoringand
dehuggingscript. Obviously, the deluggeris not yet ef -
cientenoughfor intensve monitoring;we discusghisissue
briey in section10. A two millisecondresponsdime is,
however, nggligible whenusingthe detuggerin aninterac-
tive mode.

All time measurementare for a 1.8GHzAMD Athlon
XP processorunningSun's 3vM versionl.4for Linux.

8. Example: Minimum SpanningTrees

Becauseour scriptabledeluggerhasthe full power of
FrTime, userscan take advantageof existing libraries to
help themunderstangrograms.For example,the FrTime



Figure 7. Spanning trees computed correctl y
(left), without detecting cycles (middle), and
without sorting edges (right)

animationlibrary allows speci cation of time-varying im-
ages(i.e., imagebehaiors) that respondto events. Since
our dehuggergenerategventsby tracing programexecu-
tion, userscanvisualizeprogrambehaior by appropriately
connectingheseeventsto theanimationlibrary.

An intuitivevisualrepresentationanbeaneffective way
of gaininginsightinto a programs (mis)behaior. More-
over, mary programdend themselesto naturalvisualiza-
tions. For example,we considemproblemof computingthe
Minimum Spanninglree(MsT) for acollectionof pointsin
theplane.

A simple greedyalgorithm for the msT works by pro-
cessinghe edgesn orderof increasingength,takingeach
edgeif andonly if it doesnotintroducea cycle. Thoughthe
algorithmis straightforvard, the programmemight forget
to do somethingmportant,suchascheckingfor cyclesor

rst sortingtheedgesy length.

The programmercould write codeto isolatethe source
of sucherrors,but a simplevisualizationof the programs
outputis muchmoretelling. In Figure7, we show visualiza-
tions of threeversionsof anMsT program.Ontheleft, we
shav the correctMsT, in themiddle, an edgesetcomputed
without cycle detection,and on the right, what happensf
we forgetto sortthe edges.

In Figure 8, we shav the delugging script that imple-
mentsthis visualization.Its salientelementsare:

tr ee-start-event occurseachtimetheprogrambeginscom-
putinganew MST, yielding anemptyedgelist

tree-edge-eent occurs eachtime the algorithm takes a
new edge addingthe new edgeto thelist

tr ee buildsamodelof thetreeby accumulatingransforma-
tionsfrom theseevent-streamsstartingwith anempty
tree

display-lines displaysthecurrenttree

Thoughwe have not shovn the implementationof the
MST algorithm, oneimportantcharacteristids thatit does
not maintainthe setof edgest hastaken: it only accumu-
latesthe costof theedgesandkeepstrack of whichvertices

(de ne tree-start-gent
(trace ((tsp. jdot. ms) . jloc . entry)
(bind () (lambda (prev) empty)))
(de ne tree-edg-event
(trace ((tsp. jdot. ms}) . jloc . 80)
(bind (e)
(lambda (prev)
(cons(male-ede (e. jdot . v1)
(e.jdot.v2)
prev)))))
(de ne tree
(accum-b(mege-etree-start-gent
tree-edg-eveny
empty)
(display-linestree

Figure 8. Recording MST Edges

arereachabldérom eachother In building anexplicit model
of the tree, our script highlightsan importantcapability of
ourdehuggingsystem—itcancapturaenformationaboutthe
programsstatethatis notavailablefrom theprogramsown
datastructures.To implementthe samefunctionality with-
outascriptabledehugger theuserwould needto amendhe
programto makeit storethis extrainformation.

9. Related Work

Therearetwo main branchesf researclthat relateto
our work andfrom which we have dravn inspiration. We
describethesein turn: rst, programmableehugging,and
secondprogrammonitoringandinstrumentation.

Dalek [22] is a scripteddeluggerbuilt atop gdb that
generategventscorrespondingo pointsin the programs
execution. Eacheventis associatedvith a callbackproce-
durethatcan,in turn, generatetherevents thussimulating
adata ow styleof evaluation.Whenthe propagatiorstabi-
lizes,Dalekresumegprogramexecution.

Our dehuggerhasseveralimportantfeaturesot present
in Dalek. A key differencethat a userwould notice is
thatwe rely on FrTime to automaticallyconstructhe graph
of data ow dependenciesyhereasn Dalek, the program-
mer must constructthis manually Dalek's eventsare not
rst-classvalues,soprogrammersnusthard-wireeventsto
scripts,andthereforecannoteasily createreusabledebug-
ging operationsuchasnot-in-order.

In Dalek, eacheventhandlercansuspendr resumethe
executionof the target program,but thesecan contradict
eachother Dalekappliesa x edruleto arbitratethesecon-
icts. In contrast,we let authorsuseset-running!to cre-
ate e xible, application-speci crules (for instance by us-
ing and, or andricher connectvesin the expressionthat



guardsexecution). Indeed,using a behaior asthe guard
expressiorhighlightsthe power of usingFrTime asthebase
languagdor the dehugger sincewe caneasilyreconstruct
Dalek’s policy in our delugger This designaddressean
importantconcernraisedin ananalysisof Dalek by Craw-
ford, etal.[10].

TheAcid detuggenf24] providestheability to respondo
breakpointtommandsand stepcommandswith small pro-
gramswritten in a deluggingscriptlanguagevery closeto
C. Deet[16] providesa scriptinglanguagebasedn Tcl/Tk
alongwith avariety of the graphicalfacilities. Dispel[18]
de nesits own ad-hoclanguage .Generalizegathexpres-
sions[7] specify break conditionsas regular repressions
appliedto eventtraces. The regular expressionsare aug-
mentedwith predicatethat can checkfor base-alue re-
lations. In theseprojects,the programmemust respond
to eventsthrough callbacks,and thereis no notion of a
data ow evaluationmechanismEachretainstheinspection
andcontrolmechanisnof command-prompdehuggers.

DUEL [15] extendsgdb with an interpreterfor a lan-
guageintendedto be a supersebf C. It provides several
constructssuchaslist comprehensionandgeneratorsfor
inspectinglarge datastructurednteractively. They do not,
however, addresiow to control the targetprogramor how
to respondo eventsgeneratediuringthe execution.

The Cocadehuggerby Ducasg [12] offersa conditional
breakpointanguagebasedon Prolog. Cocausesthe back-
trackingevaluationmechanisnof Prologto identify poten-
tially problematiccontrolanddatacon gurationsduringthe
execution,andbringstheseto the users attention.As such,
Prologpredicatessene asboth the conditionalbreakpoint
languageandthe data-matchinganguage.However, since
each predicateapplicationhappensin isolation from the
other, thereis no way to accumulatea modelof the execu-
tion asit happenshroughtime, suchasconstructingatrace
history or building anexplicit representationf anmMsT (as
we have donein this paper).

Like Coca,on-the-y query-basedletugging[19, 20|
enableausersto interactively selectheapobjects. The ob-
jectsarespeci ed usinga SQL-like languagesvaluatedus-
ing anef cient on-linealgorithm.It doesnot offer asophis-
ticatedscriptingmechanismLik e Coca,thisapproachdoes
notsupportrelatingdatabetweerpointsin time.

Parasighti4] allows usersto insertC codeat tracepoint
locations.The C codeis compiledandinsertednto therun-
ningtargetprogramsprocessn awaythathasminimalper
formancempact. Theinsertedcodemust,however, adopta
callback-styleo respondo events.While adaptingherun-
ning programhasperformancéene ts, it alsocomplicates
the procesf usingmoreexpressve languageso perform
monitoringanddehugging (andindeed,Parasightdoesnot
tacklethisissueatall, usingthe sameanguagédor boththe
targetprogramandthescripts).

Alamo [17], like Parasight,instrumentshinary objects
with in-processC code. While the scripts do not take
the shapeof callbacks,they must manuallyimplementa
programmingpatternthat simulatesa coroutine(which is
handledautomaticallyin FrTime by the evaluationmecha-
nism). The urFo dehugger[6] extendsAlamo with a rich
pattern-matchingyntaxover eventsin termof grammatical
elementsin the target language. While our dehuggerof-
fersarich, general-purposknguagdor processingvent-
streamsthey ef ciently handlea specialcase,namelylist
comprehensiofollowedby folding.

Thereare several projectsfor monitoring programexe-
cution,asDiasandRichardsors taxonomydescribeg11].
Monitorsdiffer from detuggersby virtue of notbeinginter-
active,andmostdo not provide scriptingfacilities. Instead,
mary of thesesystemshave betterexploredthe trade-ofs
betweenexpressienessconcisenesand ef ciency in the
speci cationof interestingevents.Our detuggersimply re-
lies on the powerful abstraction®f FrTimeto Iter events,
but atthe costof ef ciency.

We have arguedthatthe deluggingcodeshouldremain
outsidethe programs sourcecode,to avoid complicating
maintenanceand introducing time- and space-compbaty
penalties. The dehugging script is thus a classic“con-
cern” thatwarrantsseparatiorfrom the core program. We
could useaspect-lile mechanismg5] to expressthis sep-
aration. However, usingthemfor our purposesvould not
be straightforvard. Mostimplementation®f aspecimech-
anismsrely on staticcompilation,which malkesit impossi-
ble to changethe setof dehuggingtaskson-the-y. More
importantly they force the detuggingscriptandmain pro-
gramto bein the samelanguagemakingit dif cult to use
moreexpressve languagesor scripting. We thereforeview
thesemechanismasorthogonalto our work, andaspossi-
ble routesfor implementingour delugginglanguage.

Contractg21] alsocaptureinvariants,but they too suf-
fer from the needfor staticcompilation. In addition, data
structuressometimebey a strongercontractin a speci ¢
contet thanthey do normally. For instance,in our run-
ning example,priority heapspermitkeys to changewhich
meansthereis no a priori orderon a key's values. As we
sav, however, Dijkstra's algorithminitializeskeysto1 and
decreasethemmonotonicallyjimportantly failureto doso
resultsin anerror. The topicality of the contractmeansit
shouldnotbeassociatedvith the priority heapin general.

Finally, unit testing frameworks provide a mechanism
for checkingthat output from a function matchesthe ex-
pectedanswer With respecto dehugging,unit testingsuf-
fers from the samelimitations as contracts. Namely they
operatestaticallyandonly alonginterfacelines.



10. Conclusionand Futur e Work

We have presentedhe designandimplementatiorof a
scriptablejnteractive detuggerfor Jaza, andshovn several
instance®f its application.Thescriptinglanguagehassuf-

cient library supportto permitconstructionof a wide va-

riety of applicationgancluding monitorsandvisualizations,
andis powerful enoughto make theseconciseto express.
Along theway, we havedemonstratethatourdeluggercan

provide program-speci cviews of rich data,andcaneasily
monitorimplicit invariants.

The mostimportantdirectionfor future work is to im-
prove the deluggers performance As we have seensome
of this overheads directly attributableto having anout-of-
coredelugger We intendto incorporatesomeof the opti-
mizationsdiscussedh relatedwork to reducethis overhead,
andwill alsoconsidercompilationstratgiesthat generate
Java codethat canbeinlined directly usingbinary adapta-
tion andotherinstrumentatioomethods.

Our scriptinglanguagés differentenoughin semantics
from Jarato engendesereralimpedancenismatchessuch
asdifferencein datatypesand invocationsemantics. The
Silk [3] projecthasinvestigatedheseissuesn theinterac-
tion betweenSchemeand Java. We intendto incorporate
someof theirlessonsnto our dehugger

Finally, we will link the detuggingscript more closely
with thetargetprogram.Concretelyausershouldbeableto
constructa FrTime behaior thattrackschangeso a eld in
the JvM. Also, usersshouldbe ableto receive aneventfor
eachsingle executionstepwithin a given scope. This will
male FrTime anevenmorenaturallanguagdor expressing
monitoringanddeluggingactities.
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