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Abstract or packets are lost according to some predefined random
patterns (e.g., [12, 19, 24, 29]) or no packet injections oc-
We study a general version of the multicast authentica- cur (e.g., [20, 21]). Thus, most of the previously proposed
tion problem where the underlying network, controlled by schemes only toleratrroneousnetwork behavior and are
an adversary, may drop chosen packets, rearrange the or-not resilient against aadversarialbehavior of the network.

der of the packets in an arbitrary way, and inject new pack-  Of course, if each packet were signed by the sender,
ets into the transmitted stream. Prior work on the problem then the only damage the adversarial network could inflict
has focused on less general models, where random, rathejig packet loss, as the receiver would simply reject pack-
than adversarially-selected, packets may be dropped andets whose signature is not verified. However, this simple
altered, or no additional packets may be injected into the “sjgn-all” solution is undesirable because of the repeated
stream. We describe an efficient and scalable authentica'use by the sender of the critical and Computationa"y ex-
tion SCheme that iS based ona nOVeI Combination Of error- pensive Sign pr|m|t|ve for each transmitted packet and the
correcting codes with standard cryptographic primitives. heavy communication overhead caused by the addition of
We prove the security of our scheme and analyze its per- signature to each packet. Additionally, this solutior+ suf

formance in terms of the computational effort at the sender fers by a simple denial-of-service attack at the receiveg; o
and receiver and the communication overhead. We also dis-signature verification must be performed for each received

cuss specific design and implementation choices and compacket, valid or not.

pare our scheme with previously proposed approaches. In this paper, we formally define a general model for

multicast authentication where an adversary can perform

various attacks on the transmitted streams. In this model,
1. Introduction two parameters of the network, tlseirvival rateand the

flood rate characterize the power of the adversary. We de-

The authentication of multicast transmissions of data Scribe an efficient authentication scheme for this model tha
streams over the Internet is a challenging problem. IP mul- gives almost the same security guarantees as if each packet
ticast is implemented with a best-effort delivery mechamis ~ Were individually signed, but requires only one signature
over the UDP transport protocol, where packet losses areoperation for the entire stream and adds only a constant size
tolerated. Thus, the received stream may differ from the authentication overhead per packet. Our technique uses a
transmitted one. Any authentication scheme for multicast "ovel combination of Reed-Solomon error-correcting codes
streams should verify as many as possible of the receivedWith standard cryptographic primitives, such as collision
packets without assuming the availability of the entirgrori  resistant hashing and digital signatures. The use of error
inal stream. In addition,. it should resist against any $ype correcting codes for multicast authentication was inspire
of attacks by an adversary, even when the adversary conbdy the previous use of erasure codes, as in [20, 21], for this
trols the underlying network. problem.

In the multicast authentication problemve wish to au- In the rest of this section, we introduce our model,
thenticate a packet stream transmitted over a network thatsummarize our contributions and review previous work on
may adversarially drop packets, arbitrarily rearrangeothe  multicast authentication. The cryptographic primitivesl a
der of the packets, and inject new packets into the streamerror-correcting codes used in this paper are reviewed in
Prior work on the subject has focused on a network model Section 2. In Section 3, we describe in detail our adversar-
where either all the received packets are valid (authentic)ial network model and multicast authentication framework.



Section 4 describes our multicast authentication schemhe an and compare it with previous approaches. In particu-
gives proofs of correctness and security. In Section 5 we an- lar, we show that our scheme adds to each transmitted
alyze the performance of our scheme and compare it with packet only a small amount of authentication informa-
various other proposed schemes in terms of security as- tion, proportional tg3 /a2, and that all the valid pack-
sumptions, underlying network model, resilience to packet ets received are recognized, while all the invalid pack-
loss and injection, computational effort at the sender and r ets are rejected.

ceiver, and communication overhead. Conclusions and fu-

The only prior approach that provides security in our ad-
ture work are given in Section 6. P bp b y

versarial model and is the inefficient “sign every packet” so
lution, which consists of eith€l) singing each packet indi-
1.1. Model and Contributions vidually or (i7) using a Merkle hash tree [30]. The trivial so-
lution of signing each packet individually is not viable due
We consider the pr0b|em of authenticating a stream to heaVy Computational Operations at both the sender and
of packets transmitted over fally adversarial network. the receiver, but also because secret-key operations are ex
Name|y, the network is controlled by an adversary who can pensive in terms of the Security architecture as well. The
destroy packets of her choice, arbi[rar"y rearrange tderor Merkle-tree-based authentication scheme has the drawback
of the packetsl and inject new, arbitrar"y Constructe«tkpa that the communication overhead (Signature and hash val-
ets. We limit the power of the adversary to modify a stream Ues) grows with the number of packets sent.
of n packets transmitted by the sender by introducing two
parameters of the network, tservival ratea, 0 < o < 1, 1.2. Prior and Related Work
and theflood rates3, 5 > 1, which are assumed to be con-
stants. A network with these two parameters, which we call ~ Previous work on multicast authentication consid-
an (o, 8)-network guarantees that despite the presence of €S both unconditionally secure and computationally
the adversary, at least: packets in the received stream are Secure authentication. Approaches based on the informa-
valid and the received stream contains at nmibspackets.  tion theoretic model (see, e.g., [8, 28]) tend to be less
The model is formally described in Section 3. For now, we Practical. In the rest of this section, we overview ap-
justify the introduction of the survival and flood rates with Proaches that use computationally secure authentica-
the following observations. If too many packets are dropped 10N
or corrupted by the adversary, then the main problem is theMAC-Based Approached/arious approaches use message
loss of data, as the small number of valid packets receivedauthentication codes (MACs) and secret-key cryptography.
may be useless even if authenticated. On the other hand, ifThe trivial solution here is having the multicast group mem-
the adversary can inject a very large number of packets, therbers (i.e., all the receivers) sharing a secret key anddiaclu
we have a denial-of-service attack. No need for authentica-ing a MAC into every packet sent, but this scheme is not se-

tion really exists in both of these extreme cases. cure, as any user can spoof packets. In another MAC-based
The contributions of our work can be summarized as fol- trivial solution, each receiver has her own secret key aad th
lows: sender possesses all such keys. To authenticate a stream, th

sender adds to each packet a MAC for every receiver. This
e We provide a formal definition of multicast authenti- approach is not scalable because of the high communica-
cation over an«, 3)-network, where arbitrary pack- tion cost.
ets are lost, injected, and rearranged, subjectto a given |n [4], a MAC-based scheme is described that is secure
survival ratea and flood rate3. We also give the re-  with high probability against any coalition af corrupted
quirements for an authentication scheme tacbeect users and wher€(w) MACs are appended to each packet.
andsecure This scheme is not fully scalable due to its communication
overhead. In [24], another scheme that uses MACs is pro-
posed, where a MAC is appended to every packet and the
key of the MAC is provided in some subsequent packet. To
tolerate packet losses, the keys are generated by means of
a hash chain. This approach has low communication over-
head. However, it requires time synchronization between
the parties. Two MAC-based schemes that make explicit
use of the topology of a multicast tree are proposed in [31]
e We prove the correctness and security of our scheme,by Xu and Sandhu. Both schemes are similar in concept
analyze its performance in terms of various cost pa- to [23] and take denial-of-service and access control into
rameters, discuss design and implementation choicesgconsideration (namely, a corrupted packet is filtered out as

e We present the first efficient and scalable multi-
cast authentication scheme for @n )-network. Our
scheme is based on digital signatures, cryptographic
hash functions and Reed-Solomon error-correcting
codes. This last feature of our scheme provides a new
interesting connection between coding theory and se-
curity.



soon as possible in the multicast tree and only legitimate vided packet losses occur randomly (i.e., they are not ad-
group subscribers can authenticate the multicast packets)versarially selected). In particular, they require that $ig-
Both schemes assume the existence of secure and trusteghture packet will reach the receiver intact. Two packet los
routers at the nodes of the tree. In addition, the first schemepatterns have been studied: the uniform model, where each
uses clock synchronization, whereas the second scheme repacket is lost with a fixed probability and independently
lies on the existence of secure channels between the sourcef other packets being lost, and the bursty model, where a

and each of the receivers. packet is lost with a fixed probability and then a given num-
Boneh et al. [1] generalize MACs to a multicast set- ber of successive packets are also lost.
ting by defining a new primitive for multicast authentica- In [24], G is an augmented-chain graph, consisting of

tion called Multicast MAC (MMAC). They show that any a path plus additional edges that connect vertices at var-
MMAC scheme can be transformed into a digital signa- ious distances. In [12], another augmented-chain graph is
ture scheme of almost the same efficiency. Thus, any mul-designed specifically to tolerate bursty packet losses: Ran
ticast authentication scheme not relying on additional as-dom graphs and a new scheme that is resilient to multiple
sumptions on the network (such as synchronization, trustedoursty losses are studied in [19]. Finally, in [29], expande
routers, or secure channels) may as well use a signaturgraphs are used. The efficiency of graph-based authentica-
scheme! This brings us teignature amortizationOther tion schemes is analyzed in [5] and experimentally studied
research efforts have focused on building faster signaturein [7].

schemes for signing every packet separately (e.g., [10, 27Erasure CodesIn [21] and [20], erasure codes (.g., [16,

22)). . L

_]) o 17, 25]) are used for multicast authentication to tolerate
Signature AmortizationOther approaches use the mecha- adversarially-chosen packet losses and disperse one signa
nism of signature amortization, where a single digital sig- tyre over the packets in a group. The constructions are ef-
nature is used for the authentication of multiple packets. A ficient in terms of communication cost and similar in prin-
first scheme that uses signature amortization over a hanbipIe. The two schemes only differ in that in [20], encod-
chain appears in [10]. Each packets augmented with au-  ing is performed twice to reduce the size of the authenti-
thentication informatior,;, which is recursively defined as  cation information. Both schemes are, however, vulnerable
the hash ofp;;1 © a;1 (o denotes concatenation). Also, tg a very simple attack: a single injected packet can com-

the augmented first packet o a, is digitally signed. This  promise the correctness of the decoding procedure at the re-
scheme has constant authentication overhead per packet biggjyer.

does not tolerate packets losses. In [30], a Merkle hashtree |, [15], a “binding” of the valid packets through the use

is used to amortize a signature ovepackets. Namely, &  of 5 Merkle hash tree has been recently proposed to toler-
hash tree is built on top of the hashes of the packets andyte packet injections: each packet carries also the Merkle-
the root hash value is digitally signed. Each packet is aug-tree authentication information so that blocks of validipac

mented with authentication information that consists ef th gi5 gre grouped together and blocks of invalid packets are

signed root hash and the hashes of the siblings of the nodegiered out. This scheme suffers from highot constant
on the path between the root and the leaf associated with thﬁber-packet communication overhead.

packet. The scheme tolerates packet losses but has lagarith
mic communication overhead per packet. In contrast, our o
approach, which also uses signature amortizationches 2. Preliminaries

stantcommunication overhead.
In this section, we introduce some notation (mostly

from [18]) and define the cryptographic and coding primi-
ives that we use in our construction.

Graph-Based AuthenticatiorGraph-based authentication
[12, 19, 24, 29] generalizes the idea of amortizing a sig-
nature over a hash chain in such a way as to tolerate packe
losses. A single-sink directed acyclic graph (DAG)s de-
fined, where each vertex corresponds to a packet. A directed2.1. Notation

edge from packep; to packetp; indicates that the authen-

tication informationa; of packetp; includes the hash of Let A be an algorithm. ByA(-) we denote thatd has
p; o a;. Also, the augmented packet o a; of the sink of one input (resp., by(-,...,-) we denote thad has sev-
the DAG is digitally signed. The validation of packets pro- eral inputs). Byy < A(x), we denote thay was obtained
ceeds backward along the edges of the graph. Namely, ifoy runningA on inputx. If A is deterministic, then thig
packetp; has been validated and edgg, p;) exists inG, is unique; if A is probabilistic, thery is a random variable.
then the validity of packep; can be determined using the If S is a finite set, thery < S denotes thay was cho-
authentication information; of p;. Graph-based authenti- sen from.S uniformly at random. Byy € A(z) we mean
cation schemes offer probabilistic security guarantees pr that the probability thag is output byA(x) is positive.



By A°(-), we denote an algorithm that makes queries to tion' v (k) such that
an oracleO. l.e., this algorithm (Turing machine) will have _
an additional (read/write-once) query tape, on which it wil Pr[(PK,SK) «— G(1%);(Q,m,0) « Az'g“sx(')(lk) :
write its queries in binary; once it is done writing a query,  Verify pi(m,0) = 1 A =(30’ | (m,0’) € Q)] = v(k).
it inserts a special symbol “#”. By external means, once the ) o
symbol “#” appears on the query tape, oradlés invoked . For co_mpletengss, we give a stgndard definition of a fam-
and its answer appears on the query tape adjacent to the “##y of collision-resistant hash functions.

symbol. ByQ = Q(A°(z)) — A°(x) we denote the con-  Definition 2.2 (Collision-resistant Hash Function). LetH
tents of the query tape oncé terminates, with oracle® be a probabilistic polynomial-time algorithm that, on irtpu
and inputz. By (¢, @) € Q we denote the eventthatvasa 1%, outputs an algorithnfl : {0,1}* — {0,1}*. ThenH
query issued byl, anda was the answer received from or-  defines a family of collision-resistant hash functions if:

acleo. _ Efficiency. For allH € H(1%), for all z € {0,1}*, it takes
Let b be a boolean function. Byy — A(z) : b(y)),  polynomial time ink + || to computef (z).
we denote the event thaty) is TRUE aftery was gen-

erated by runningd on inputz. The statemenPr[{z; «—
Ai(yi) }1<i<n @ b(zn)] = a means that the probability that
b(x,) is TRUE after the value:,, was obtained by running
algorithmsAy, ..., A, oninputsy, ..., y,, iSa, where the Pr[H — H(lk); (21, 22) — Ap(H) :
probability is over the random choices of the probabilistic w1 % o A H(z,) = H(w)] = v(k).
algorithms involved.

Collision-resistance. For all families of probabilistic
polynomial-time Turing machingsA; }, there exists a neg-
ligible functionv (k) such that

2.3. Error Correcting Codes

2.2. Cryptographic Primitives Error correcting codes allow recovering a message that is
transmitted over a noisy channel. lget 2 be the size of al-
The following definition is due to Goldwasser, Micali, phabetq] = {1,2, ..., q}. An error correcting cod€gn, k],
and Rivest [11], and has become the standard definition ofis a functionC : [¢]* — [¢]", that processes k-length
security for signature schemes. Schemes that satisfy it aranessager over [¢] and adds redundancy to form a longer
also known as signature schemes secure agatfeghtive  n-length codeword’(x). The processing and the added re-

chosen-message attack dundancy help correcting up werrors of the codeword
C(x); that is, given a received worg € [¢]" such thaty
Definiton 2.1 (Signature  scheme). Probabilis-  andC(z) differ in at moste characters of the alphabet, we
tic polynomial-time algorithms (G(-),  Sign(,(), can unambiguously correct (decodejo C(z). The value
Verify(,(-,-)), where G is the key generation algo- ¢ depends on the code. If only redundancy is added by a
rithm, Sign is the signature algorithm, anWlerify the ver-  codeC, i.e., if all symbols ofr appear also among the sym-
ification algorithm, constitute a digital signature scheme pols of C(x), then the code isystematicList-decodingal-
for a family (indexed by the public ke’ K) of mes-  |ows to ambiguously correct even more errors. Given that
sage spaces ., if the following two hold: C(z) is received as worg € [¢]", list-decoding provides a

list of candidate messages, such théelongs in this list.
Reed-Solomon cod¢®6] are a family of codes that are
based on properties of univariate polynomials over finite
fields. We next define thp, k + 1], Reed-Solomon code,
wheren, k andq are positive integers and parameters of the
code, withk < n < ¢. We present here a slightly modified
A ) definition of Reed-Solomon codes than the one commonly
Pr((PK, SK) «— G(1%);0 «— Signgg(m) : used in the literature, so that, by definition, Reed-Solomon
m — Mpg A =Verify pg(m, o) = 0. codes considered in this paper are systematic. This psopert
is not necessary for the correctness of our scheme, but of-
Security. Even if an adversary has oracle access to thefers an extra desired property in our construction, disediss
signing algorithm that provides signatures on messages ofin Section 5 and requires no extra computational effort at
the adversary’s choice, the adversary cannot create a valid the encoder.
signature on a message not explicitly queried. More for-
mally, for all families of probabilistic polynomial-timer-o 1 Afunctionv : N — R is negligible if for every positive polynomial

acle Turing machinegA\’}, there exists a negligible func- p(:) and for sufficiently largd:, v (k) < ;-

Correctness. If a message is in the message space for a
given public keyP K, and SK is the corresponding secret
key, then the output &ign g, (m) will always be accepted
by the verification algorithnVerify » ;.. More formally, for
all valuesm andk:




Definition 2.3 (Reed-Solomon code)A [n, k + 1], Reed-
Solomon code consists of the following components:

Alphabet. The alphabet is a finite fielt} of sizeq > n,
with ¢ being a prime power.

Encoder. The code is a functidri : IF’;“ — [y, where
n > k. In more detail, the encoder:

1. takes as input the parameteraindk, andk + 1 points
(i,yi),iEFq,yi E]Fq,l <i<k+1,

2. finds a unique univariate polynomigle F,[x] over
elements off, and of degree at most, such that
p(i) =y, 1 <i<k+1,and

3. outputs pointsi, p(i)), for 1 < i < n. The ratio <
1 is called therateof the code.

We have tha€' is a systematic code.
Decoder (GS-Decoder). L8t< € < 1 be a parameter that

contains all univariate polynomials € F,[x] of degree
at mostk such thaty; = p(z;) for at leastt values ofi,

1 < i < n. Polynomial reconstruction and Reed-Solomon
list-decoding are equivalent problems [13]. Namely, tHe fo
lowing corollary is equivalent to Corollary 2.2.

Corollary 2.3. For any constantg € (0,1) andp < 1
such that,/(1 + €)p < 1, polynomial reconstruction on in-
put pn, t, andn points inF, x F, can be solved i (n?)
time, providedt > /(1 + €)pn, whereO(n?) field opera-
tions are performed and the output list h@$l) size.

3. Network Model and Authentication Frame-
work

A sender transmits a data stream, consisting pack-
ets marked with aroup identification tag (GID) to a re-
ceiver over an underlying “best-effort” network. No guaran

controls the performance of the decoder. The decoder takesees about the delivery of the packets exist in general. Fur-

as input parameters and k, the maximum number of er-
rors e that may occur, ana points(z;,y;), 1 <i < n, and
list-decodes, i.e., it outputs a list of all univariate potymi-
alsp € F,[z] of degree at most such thaty; # p(x;) for
less thare values ofi, 1 < i < n.

For a[n, k + 1], Reed-Solomon code, we use a decoder
that runs in polynomial time and is due to Guruswami and
Sudan [13, 14]. We refer to this decoder as GS-Decoder.

Theorem 2.1 (Guruswami-Sudan).Consider gn, k+1],
Reed-Solomon code. For aa¥ (0, 1), givenn points with
at moste = n — /(1 + €)kn errors, GS-Decoder outputs
alist of sizeO (e~ 1\ /n/k) in O(n2e~? log? ¢log® M log ¢)
time, performingD (n?e =5 log q) field operations.

We viewe as a parameter of the GS-Decodek, € < 1,
and useGSDecode,(n, k, e, {(zi,y:)|1 < i < n}) to de-
note that GS-Decoder runs with parametdraving as in-
put parameters the integets k, e and the pointgxz;, y;),
1<i<n.

In practice, codes with constant expansion are used,
wherek = pn for some constant < 1, with p being the
rate of the code in use. In particular, our construction raake
use of gn, pn + 1], Reed-Solomon code, with< 1, over
some large alphabet of size = 2¢ for some constant.
From Theorem 2.1 we have the following.

Corollary 2.2. For any[n, pn+1], Reed-Solomon code, for
any constants € (0,1) andp < 1 such that,/(1 + €)p <

1, on an input with at most = (1 — /(1 + €)p)n errors,
GS-Decoder outputs a list (1) size inO(n?) time, per-
forming O(n?) field operations.

GS-Decoder is based on an algorithm that solves the
polynomial reconstructioproblem: giverk, t, andn points

{(xs,9:),1 < i < n}, wherez;,y; € F,, find a list that

thermore, the network is an adversary of great, yet not un-
limited, power. In our model, packets may adversarially
lost, altered, delayed, or injectetowever, this adversary

is not given complete freedom — if it were, then no mes-
sages would ever get delivered, and so our task would be
hopeless.

3.1. The(«, 5)-Network Model

We model the network as aadversarialentity, i.e., an
entity that cansimultaneouslyinflict any possible typef
attack to the transmitted data stream. The repertoire of at-
tacks consists of packébsses injections alterationsand
rearrangementsThese modifications of the data stream are
adversarially chosen so that the adversary can cause #e los
of any selected packets. The ability to tolerate packetlss
has been widely considered an important property of multi-
cast authentication schemes [12, 19, 21, 24, 29, 30]. How-
ever, only a few previous schemes [21, 30] toledger-
sarial lossesi.e., the capability by the adversary to choose
which packets are dropped and which survive.

Also, the adversary can inject packets of random or ma-
licious structure into the stream. This type of network-fail
ure has not been studied as widely in the context of mul-
ticast authentication. In contrast, we develop robust-tech
niques for dealing with it.

Conventionally and without loss of generality, we considata
streams consisting aof packets, that is, at the sender, the data for
transmission is arranged in groups of sizeThe GID adds no new
assumption about the transmitted stream. It corresponds to asmea
for the packets to be grouped together, which in practicebeapro-
vided by any network-layer transmission protocol in use unframe-
work, theGID is used as an abstract quantity of constant size; in prac-
tice, it is a string of some small constant size, e.g., the dizetmsh
value (20 bytes for SHA-1).



Finally the adversary can arbitrarily modify, delay or re-

network and is the basis for our multicast authentication

arrange packets. Note that changing a packet corresponds tramework.

destroying (losing) it and injecting a new packet.

An adversarial network modelled with the above capa-
bilities in terms of how the adversary is acting is what we
call afully adversarial network

Definition 3.1 (Fully adversarial network). Afully adver-
sarial networkis a network that is used for the transmission
of a data stream and isontrolledby an adversary. In par-
ticular, the adversary can:

e cause packets dfer choiceo be lost;

e inject packets (eitherandomones or with aspecific
malicious structurg and

e arbitrarily alter, delay or rearrange packets.

Definition 3.3 ((«, 3)-network). An («, 5)-networkis a
fully adversarial network with survival rate: and flood
rate (.

3.2. Authentication Framework

We describe a new multicast authentication framework
that is based on thé&y, 3)-network model. Our definition
of amulticast authentication schemssentially mimics the
classical definition of security for signatures [11]. (This
not surprising since in [1] it is shown that the two problems
are equivalent.) A signature scheme consists of key gen-
eration, signature, and verification algorithms (see Defini
tion 2.1). Similarly, we have key generation, authentaati

Itis realistic to assume that even if an adversary controls and decoding algorithms, specified below. The key genera-
part of the network, there are still some honest routers &ind ation algorithm is run in advance to produce the private and

least a fraction of the data packets goes through them. Thuspublic keys used by the involved parties, the sender and the

we expect someeliability from the network ; namely, the
network will faithfully deliver at least a constant fraatiay,

receiver. The other two algorithms, authenticakath and
decodeDecode, are executed by the sender and the receiver

of all the packets of a given stream. This assumption is alsorespectively. The sender ruraith to process data pack-

justified by the fact that if fewer than a constant fraction of
the packets survive, then it is unlikely that meaningfubinf

ets and create the authenticated packets. The receiver runs
Decode to decode the received packets and recognize the

mation can be extracted from the surviving packets. Also, in valid ones.

modelling the ability of the adversary to maliciously irfjec
invalid packets, we take the following into consideratidin:
the adversary injects packets at too high a rate, this will re
sult in a denial-of-service attack. In this case, the resrégv
primary concern is unlikely to be authentication. Thus, we

Key Generation: The key generation algorithrKeyGen

is a probabilistic polynomial-time algorithm that takes as
input the security parametdf, and outputs the key pair
(PK,SK). We write (PK, SK) «— KeyGen(1*). We as-
sume that the sender knows both the public k& and

assume that authentication is useful when the stream is exthe secret keyS K and that the receiver knows the public

panded by no more than a constant fagtahrough adver-
sarial packet injections.

key PK.
Authenticator: The authenticator algorithrAuth takes as

Our two assumptions about the power of the adversaryinput:

to modify a stream ofi packets transmitted by the sender
are expressed by twmarameter®f the adversarial network:
the survival ratea and theflood rates. In this paper, both
rates are considered to be constants.

Definition 3.2 (Network parameters). Consider a net-
work through which a stream of packets is transmitted
by the sender.

e Thesurvival ratea, 0 < o < 1, is the minimum frac-

tion of the packets that are guaranteed to reach the re-

ceiver unmodified. l.e., at leastn packets in the re-
ceived stream are valid.

e Theflood rate, 3 > 1, is the maximum factor by

e (SK, PK): the secret key and the public key.
e GID: the group identification tag of the data stream.
e n:the number of packets that need to be authenticated.

e «, (: the survival and flood rates (at least packets
are valid and at mostn packets claim to belong to a
givenGID).

e DP = {pl, e
authenticated.

,pn }: thedata packetshat need to be

The output of the authenticator algorithm is the setof
thenticated packetd P = {a1,...,a,}. We write: AP —
Auth(SK, PK,GID,n, o, 3, DP).

which the size of the received stream may exceed thepecoder: The decoder algorithecode takes as input:

size of the transmitted stream. l.e., at m@st pack-
ets are in the received stream.

A network with the above characteristics in terms of ad-
versarial behavior and reliability is what we call ém, 3)-

e PK:the public key.
e GID: the group identification tag of the data stream.
¢ n:the number of the original data packets.



e «, (3. the survival and flood rates.
e RP={rq,..

The decoder eitheejectsthe input (when less thamn of

the received packets are valid, or more tfi&r- a)n pack-

ets are injected by the advers3ryor produces theut-

put packetsOP = {p},...,pl,}. Some of these packets
may be empty — an empty output packet is denoted by
@, and corresponds to the event that the decoder did not
receive the corresponding authenticated packet. We write:
{OP,reject} « Decode(PK,GID,n,«, 3, RP). A signa-

ture scheme has two requirements: correctness and secu-
rity. We have similar requirements for a multicast authenti
cation scheme. A multicast authentication schenfe is)-
correctif, whenever at leastn correct authenticated pack-
ets are received among total packets, all and only the
valid received packets will be decoded correctly, i.e., the
corresponding data packets will be among the output pack-
ets. A multicast authentication schemesexureif, even if

the adversary is allowed to query the authenticator on any
number of chosen inputs, the adversary cannot make the de-
coder output a non-authenticated set of packets.

., "m }: the received packets.

Definition 3.4 (Multicast Authentication Scheme). Prob-
abilistic polynomial-time algorithms (KeyGen, Auth,
Decode) constitute an(«, 3)-correct and secure multicast
authentication scheme if no probabilistic polynomialdim
adversary.A can win non-negligibly often in the follow-
ing game:

1. Akey pair is generated:
(PK,SK) « KeyGen(1%).

2. The adversary is given:
e The public key? K as input.

e Oracle access to the authenticator, i.e., for
1 < i < poly(k), where poly-) is a poly-
nomial, the adversary can specify the val-
ues (GID;,n;,a;,0;,DP;) and obtain
APi — AUth(SK, PK,GlDi,ni,Oéi,,Bi,DPZ').
However, the adversary cannot issue more
than one query with the same group iden-
tification tag. That is to say, for ali # j,
GID; # GID;.

3. At the end,A outputs a group identification tag,
the values:, o and 3, and a set of packet®P.

Violation of the security property: The

even though it contains;n; packets of some au-
thenticated packet sefi P; for group identification
tag GID;, = GID, the decoder still failed at identi-
fying all the correct packets. Namely, the adversary
wins if all of the following hold:

e For somei, the adversary’'s query contained
GID;, = GID, n; = n, anda; = «. Let
DP; = {p1,...,pn} = DP be the data pack-
ets associated with that query, and l4tP; =
{ai,...,a,} = AP be the response of the au-
thenticator.

e At least an of the authenticated packets
(a1,...,ay,) are included in the received pack-
etsRP,i.e,|RP N AP| > an.

e The number of received packets is at mast
i.e.,|RP| < pn.

e For somel < j < m, p; is thej'th packet in
the original set of data packet®P, such that
the corresponding authenticated packetwas
received, i.e.a; € RP N AP, and yet was not
decoded correctly. Namely, I€p),...,pl) «
Decode(PK,GID, n,«, 3, RP). For p; it holds
thatpj 7é p;

adversary did
manage to construckRP in such a way that the de-
coder will output packet®)P = {p},...,p,} that
were never authenticated by the authenticator al-
gorithm for the group identification tag GID. More
precisely, the adversary wins @ne of the follow-
ing happens:

e The authenticator was never queried with group
identification tag GID and the size, and yet the
decoder algorithm does not reject. |.esject #
Decode(PK,GID,n,a, 3, RP) = OP.

e The authenticator was queried with the group
identification tag GID, the values, « and /3,
and the data packet®dP = {p1,...,p,}. How-
ever, the decoder algorithm does not reject and
some output packet; # o is different from
the corresponding data packgt, whereOP =

[IZTEE

GID. 4. Construction

The adversarwins the game if one of the following viola-
tions occurs:

Violation of the («, 3)-correctness property: The adver-
sary did manage to construétP in such a way that

3 Note that both, of course, cannot be true fofans3)-network.

In this section we describe a multicast authentication
schemg KeyGen, Auth, Decode) that meets the definitions
of the previous section. In the sequel, we denote With
e < 1 thetolerance parameteof the decoder, which yields
a trade-off between the error-tolerance ability of the deco
and its performance. By, we denote concatenation and by
@ we appropriately denote either a packet that is empty or



the empty string. We also often omit the floor and ceiling
notation in order to avoid notational overload.

4.1. Key Generation

We assume that a signature sche(G&:), Sign.,(-),
Verify(y(-,-)) and a family # of collision-resistant
hash functions are given (see Definitions 2.1 and 2.2).
If (PKs,SK) « G(1%*) and H « H(1¥), we set
PK = (PK,, H)andSK = SK,.

4.2. Authenticator Auth

Input: Secret keySK, public key PK, group identifica-
tion tagGID, data stream size, parameters: and of the
network and data packeBP = {p,...,p,}.

Algorithm:

1. Forl < i < n, compute the hash valug = H(p;).
The concatenation of all the hash values, together with
the valueGID, is digitally signedo «— Signg, (GID o
hio...ohy,). ThestringS = hjo...oh,o0is called
the authentication informationWe want to guarantee
that, even if only anv fraction of the packets survive,
and a large number of packdts — «)n are injected,
the receiver still gets all the authentication information
To that end, we encod§ using a[n, pn + 1], Reed-
Solomon code in a manner that is tolerant to packet
loss and insertion, as in the following steps.

. Let the rate of the code he = ﬁ. Recall that
« and § are the survival and flood rates of the net-
work, respectively, whereasis the tolerance parame-
ter of the decoder. Observe that singe< 1, 3 > 1
and0 < e < 1, we havep < 1.

it Qi : iza LSl
. SplitS into pn + 1 substrings of sm%pnﬂw, where

each substring is viewed as a valuelpf with ¢ =

o[ 7371 4. If S is not an exact multiple gfn + 1, pad

S with ¢ 0's, such thatS o 0°] mod pn + 1 = 0.

. Treat the resulting set pf. + 1 field elements as an in-
put to the Reed-Solomon encoder (see Definition 2.3).
Compute the corresponding codewardS) using an
[n, pn + 1], Reed-Solomon codeC(S) consists of
elements off,, denoted ags;, ..., sp).

. LetAP = {aq,...,a,}, where forl < i < n, we
havea; = GID o4 0 p; 0 s;.

Output: Authenticated packetd P = {ay,...,an}.

We see thaf is in fact a function of:, o and 3, thus it does not need
be transmitted to the receiver. Observe ff$4tis a function ofn.

We assume that the value ofs known also to the encoder; thus, in
factC'(S) = Ce(S).

4.3. DecodemDecode

Our decoderDecode uses a modification of the GS-
Decoder (see Definition 2.3 and Theorem 2.1) as a subrou-
tine. The standard GS-Decoder expects to receive, as input,
n pairs (x;,y;), and outputs a list. of all the polynomi-
als of degree at moétsuch that every € L has the prop-
erty that for at least/(1 + €)kn of thei's, p(x;) = y;. We
write L < GSDecode(n, k, /(1 + €)kn, {(x;,y:)|1 <
i < n}). The modified decoder is specified by parameters
that are slightly different: it takes as input upa points
(z;,y;) and finds a list of candidate inputs (set of points)
that can be encoded by polynomials of degree at mast
(with p = ﬁ) such that each polynomial agrees with
at leastan of the input points (see Corollary 2.3). The
modified decoder is obtained by adapting the original GS-
Decoder, as follows.

Modified GS-DecoderMGSDecoder,
Input: n, a, 8, andm points(z;,y;), 1 <i < m.
Algorithm:

1. If m > (n, reject.

2. Else, if there are fewer thamn distinct values oft;,
reject.

3. Else, run the GS-Decoder, that is, lét «
GSDecode.(m, pn,an, {(z;,y;)|]1 < i < m}),

2 . .

wherep = ui—e)ﬁ- If L is empty, reject.

4. Procesd = {Q1(z),...,Q¢(x)} as follows: for each

Qi) € L, evaluate(i) for 1 < i < pn+ 1 and let
the string@,(1) 0 Q;(2) o --- 0 Q;(pn + 1) be a can-
didatec;.

Output: List of all computed candidate&e, ..
reject.

.,co} or

Lemma 4.1. When at leastvn out of its at mospin input
points are validMGSDecoder, does not reject, runs in time
O(n?), whereO(n?) field operations are involved, and out-
puts the constant size list of all candidate inputs that are
consistent witlwn of the received points.

Proof. All claims follow from Theorem 2.1, Corollary 2.3
and the fact that GS-Decoder operates even when fhe
are not distinct (see Guruswami and Sudan [14]). Observe
that Corollary 2.3 holds, since, ifi = yn, a < v < 3,
thent > an > %an = /(1 + ¢)pnm, as needed. Note

that the correct answer (candidate input) is guaranteed to b
contained in the output list, since it is a polynomial of de-
gree at mospn that is consistent witlvn points. O

Now, we are ready to describe our decoder:
DecoderDecode,
Input: Public keyP K, group identification tagID, n, pa-
rametersy and and received packef8P = {ry,...,rn}.



Algorithm:
. View packets inrRP asr; = GID; o j; o p; 0 s;.

. Discard all non-conforming packets, i.e., all packets
for whichGID; # GID or packets witly; ¢ [1..n]. Let
(r1,...,7mm ) be the remaining packets ®P. Each of
them is viewed as; = GID o j; o p; o s;, such that

3. If m’ < anorm’ > f3n, then reject.

4. Forl <i<m/,set(z;,y;) = (Ji, )

5. Run algorithmMGSDecoder, with input parameters

n, a, # and them’ points (z;,y;), 1 < i < m/.

If MGSDecoder, rejects, reject; otherwise, obtain the
candidate codewords:, . .., ¢/}

. Forl <i<n,seth; =@.Letj =1. Whilej < ¢:
e Parse the codeworg as stringh) o...ohJ oo.
o If Verifyp, (GIDoh) o...0hi,0) =1, then

seth; = h] for 1 < i < n and break out of the
loop; otherwise, increment

M (b, .. hy) = (9,...,9), reject. Else, compute
the output packet®P as follows:

e Initialize OP = {p},...
n, setp, = @.

e Forl1 <i<m”:

,ph}:foreachl < <

— view r; asr; = GID o j o p; o s;, such that
Jj € [l.n].
— if H(p]) = hj, Setp; =Dpj-
8. LetOP = {p},...,p,}.

Output: OP = {p},...,pl,} orreject.
We postpone the analysis of the running time of these al-
gorithms until the next section.

4.4. Correctness and Security Proofs

Let us show that our scheme satisfies Definition 3.4. Sup-
pose that we have an adversatywho manages to break
the («, 8)-correctness or security of our scheme with (non-
negligible) probabilityx (k). Then one of the following is
true:

o With probability (at least)r(k)/2, the adversary vi-
olates thg «, 3) correctness property.

o With probability (at least)r(k)/2, the adversary vi-
olates the security property.

Let us show that a non-negligible probability of either
event contradicts the security properties of the undeglyin
signature scheme and hash function.

Claim 4.2. If a polynomial-time adversaryl violates the

(«, B)-correctness property of our scheme, then the under-
lying signature scheme is not secure, or the underlying hash
function is not collision-resistant.

Proof. Let us prove the claim by exhibiting a reduction
which transforms an attack that violates the correctness
of our scheme, into an attack on the underlying signature
scheme.

Reduction.The input to the reduction is the pub-
lic key PK, of the signature scheme. Our reduction
is also given oracle access to the corresponding signer
Signgx (= Signgg). The reduction sets up the pub-
lickey PK = (PK,, H). Our reduction does not know the
corresponding secret key. Our reduction invokes the adver-
sary.A on inputPK. It now needs to be able to answer the
adversary’s queries to the authenticaiath. In order to re-
spond to a queryGID;, n;, «;, 8;, DP;), run the algorithm
Auth with the following modification: in Step 1, at the be-
ginning of the algorithmAuth, instead of computing the
signature o;, obtain it by querying the signature ora-
cle Signg . Everything else is carried out as prescribed by
the algorithmAuth.

It is clear that the view of the adversary in this reduction
will be identical to the view that the adversary obtains in
real life. Therefore, with the same probability as in refa,li
the adversary violates the correctness property. Nantely, i
outputs valuessID, n, a, 8 and the set of received pack-
etsRP, such that all of the following hold:

1.GID = GID;, n = n;, « = «;, and3 = g; for
somei. Let DP; = {pi,...,pn} be the data pack-
ets associated with that query, and kP be the re-
sponse that we gave to the adversary. In particular, let
o; be the signature associated with this query, that is,
0; < Signgx (GIDo H(p1) o...0 H(pn)).

. |[RPNAP| > anand|RP| < (n.

. For somej such thatr; € RP, p; # p), where
(p},...,p),) — Decode(PK,GID,n,«, 3, RP) and
r; is a packet that corresponds to pagket DP;.

Case 1.Suppose thap; # @. From 3, we get that either
H(p;) # H(p}), oritis easy to find a collision to the hash
function. By definition ofDecode, if r; € RP andp;. #+ 4,
then, in Step 6, the algorithDecode processes a candi-
datec = hy o...o hy, oo such thawerifyp; (GID o hy o
.0 hy,,0) = 1. We must argue that our signature ora-
cle was never queried on inp(&ID o hy o ... 0 h,). Note
that the only time it was queried with th@&ID, it was when
we obtainedr; oninput(GIDo H (p;)o. ..o H(p,)). More-
over, in Step 7Decode includesp’ into OP if and only if
H(p};) = h;. Therefore,h; # H(p;), and so our signa-
ture oracle was never queried witBID o hy o ... o h;),



and yet our adversary has caused us to compute a signab. Analysis

ture o such thatVerify oz (GID o hyo...0 hy,0) = 1.
Thus, the underlying signature scheme is insecure.

Case 2.S0, suppose th@b} @. From 1 and 2, we
know thatan of the original authenticated packets were re-
ceived, among the total gfn packets. Then, by the proper-
ties of MGSDecoder. (Lemma 4.1), Step 5 of the algorithm
Decode includes the candidate value= H(p;) o ...
H(p,)oo;. Then, by construction, it cannot be the case that
in Step 7,(h1,...,hy) = (F,..., ). If (he,..., hy)
(H(p1),...,H(ps)), then by construction ddecode, if (as

is the case according to 8) € RP, thenp’; # @, because

p; is set top; when the packet; is considered in Step 7.
Therefore,(hy,...,h,) # (H(p1),...,H(pn)), and yet
Verifypre (GIDo hyo...o0hy,,0) = 1. Butthe only query
with GID that we ever issued to the signer was for the mes-
sage(GIDo H(py1)o...0H(py)) # (GIDohjo...ohy).
Thuso is a successful forgery. O

o

finite field F, of sizeq = 2/
takeO (% log®™® %) time [13]. SettingV = 2, both oper-

We now analyze our scheme in terms of the various cost

parameters. Recall thai: (0 < o < 1) is the survival rate

of the network3 (8 > 1) is the flood rate of the network,
(Oje < 0) is the tolerance parameter of the list-decoder, and
p is the rate of the encoder, where

O[2
p=
(

71+6)ﬁ<1

In the sequel, by, we denote the size of a hash value and

by s the size of a digital signature.

Computational CostThe sender and the receiver execute
algorithmsAuth andDecode, respectively. Both algorithms

involve field operations (additions and multiplicationsio
nh+s
#1 ~ 2%, Both operations

pn+1

ations takeO (N log® ! N) time. Note that\V is indepen-

Claim 4.3. If a polynomial-time adversaryl violates the
security property of our scheme, then the underlying signa-

dent ofn.

ture scheme is not secure, or the underlying hash functionAuthenticator: The cost to encode packets is as follows.

is not collision-resistant.

Proof. Consider setting up the reduction in exactly the same
way as in the proof of Claim 4.2. Again, the adversary’s
view in the reduction is the same as in real life. So, just
as often as in real life, the adversary will violate the secu-
rity property of our scheme, namely, one of the following

will hold:

1. The authenticator was never queried with group
identification tag GID and size n, and vyet
the decoder algorithm does not reject. l.e.,
reject # Decode(PK,GID,n, o, 3, RP) = OP.

. The authenticator was queried with the group iden-
tification tag GID, with the valuesn, o and 3, and
data packet9P = {pi,...,pn}. However, the de-
coder algorithm does not reject and some output packet
p; # @ is different from the corresponding data packet
pj, whereOP = {p!,...,p,}.

Suppose 1 holds. Then, from the description of the de-
coder, we know that the only way that it will produce some
non-empty set of output packets is if, in Step 6, it sees a
stringc and a signature such thaVerify p ;- (GIDoc,0) =
1. Since the signature oracle was never queried forGHis
andn, o is a successful forgery.

So, suppose that 2 holds. Then this is exactly the samghication overheager packe

First, n hashes are computed and one signature op-
eration is performed over the hashes. Then, a Reed-
Solomon code is applied on the authentication infor-
mation, which consists of a polynomial interpolation
on pn + 1 positions and a polynomial evaluation in

n — pn — 1 positions. These tasks requit&n logn)

field operations 00 (nlog n N log®") N) time, since
both polynomial evaluation and interpolation for poly-
nomials of degree at most can be solved using
O(nlogn) field operations (thus, Reed-Solomon en-
coding requires a quasi-line&(nlogn) number of
field operations). Observe that the use of a systematic
Reed-Solomon code adds no extra computational cost.

Decoder: From Theorem 2.1 and Lemma 4.1, we have that
O(*n?N) = O(n?) field operations are required and
thus O(32n2N21og®M) N) = O(n?) time is needed
for the decoder to run. Also, for each 6f(1) candi-
date polynomials, we perform a polynomial evaluation
at pn + 1 positions, thuO(nlogn) field operations
and so0(n log n.N log®?) V) time, and one signature
verification. In total, we havé)(n2N?21og®V) N) =
O(n?) processing time and(1) signature verifica-
tions. Finally,O(n) hash values are computed.

Communication CostThe size of the authentication infor-
mation is—"—(s + hn). That is, we haveonstant commu-

pn+1
4hn _h s _ h
tg—pnﬂ <Lt = p+0(1).

situation as Case 1 of the proof of Claim 4.2, and we ob- We see that/p hash values are included in each packet,

tain either a successful forgery or a hash function coltisio with p =

in the same manner. O

az

T8 < 1. The larger the value qof the smaller

the authentication overhead.



Delay. As delay, we count the number of packets that the since (at leastixn packets are guaranteed to be received
authenticator or decoder algorithm has to buffer. Of cqurse intact, a significant portion of the authentication informa
by definition, any authentication scheme according to our tion is obtained by the decoder for free and without decod-
model needs to processpackets. However, delay is a cost ing: the (at leastyn hash values of the valid packets. Thus,
parameter that is useful even in our model, since it cap-less authentication information can be used and less redun-
tures the ability of the authenticator or the decoder to pro- dancy is added to packets. To implement this idea, one has
cess packets in am linefashion. In our scheme the sender to encode the: hash values appropriately and, thus, Reed-
processes packets and the receiver procesgaspackets Solomon codes are applied twice. Interestingly, as opposed
in the worst case. However, the receiver can invoke an de-to the case of erasure codes [20], in our case where Reed-
coding procedure only after 4 1 or an packets have been  Solomon error correcting codes are used, the decrease of

received. the communication overhead occurs only for appropriate
In particular, the receiver can try to compute the authenti- ranges of values for the network parametei@nd 3.
cation information exactly afterm + 1 packets are received: In particular, let{ X, X'} — Cln, k+1],(X) denote the

the used code is systematic and the fisti- 1 symbols of — 5ppjication of systematic Reed-Solomon cddek + 1],
E(S) equalS (whereS is the authentication information). 5 word X, where X' is the added redundancy. Also let
Of course, we need no packet loss to occur among these; _ 5, . o 4, be the hash values of the pack-

packets. If the correct polynomial is computed (and veri- g5 Wwe get the modified scheme by encodiiify H'} «—
fied) from the firston + 1 packets, the authentication infor- Clyn, n+1],, (H) and ther{ A, A’} — C[n, pn+1],, (A)

mation is computed without any decoding overhead. Simi- ' e
. “ T " whereA = H oS H),v=1 V(1 ,
larly, the receiver can try to compute the authentication in o Signsyc (H), 7 a+ V(4P

2 .

formation afteran packets are received: this time the de- @1 = 2h, p = (11—5)5 andg, = ol7+7 1. As in our ba-
coder runs completely, but computation is a less expensive Sic schemeA o A’ is split inn equal sharesl; and packet
and if the correct authentication information is computed, p: corresponds to authenticated packet= GIDoiop;0 A;.
no attack is in process and the delayais. Otherwise, if ~ Atthe decoder, by the network reliability (at least pack-
no polynomial can be verified, the receiver is under attack ets will be valid) it is guaranteed that a constant size list o
andfn delay is required in the worst case. In other words, candidate strings fal'oSign g ;- (H ) is produced; also, list-
our scheme can distinguish between the less expedsive ~decoding is transformed to unambiguous decoding by veri-
tectionof an attack by an adversary from the more expen- fying a constant number of signatures. Furthermore, the re-
sive verification of the valid received packets. We believe ceiver is always capable to list-decode the packet hadhes
that this feature is desirable, for less computationalreffo  If in total 6n packets reach the receivér< 3, then Corol-
spent when no adversary acts. lary 2.3 holds, since, > an + (y — 1)n > /(1 + €)dn.
The per packet communication overhead of this scheme is
@. When~ < 2, with this scheme we save in commu-
nication overhead. That is, for network pzarameterand

(a+1)

Given specific values of the survival rateand flood /7 In @ppropriate ranges so that < =~ we can de-

rate 3 of the network, the parameter which controls the ~ Créase the communication cost by the constant fagtar
communication overhead, can be tuned by the tolerance pah€ cost of increasing the computational cost by roughly a
rametere. This gives one degree of freedom in implement- factor of?, since two applications of Reed-Solomon codes
ing the exact encoding-decoding procedures. Namely, band&€ required.
width consumption can be decreased at the cost of increas- Also, by decreasing the field size, we can reduce the
ing by a constant factor the time complexity and vise versa. cost of performing field operations. For instance, we could
A realistic deployment of our scheme can considesnd split the authentication information intgn + 1 substrings
@ as an additional degree of freedom: early packet streamsf size?, v > 1 (e.g.,v = 10), consider each substring
(groups of packets) are encoded for bigger values ahd as a field element iff,, with ¢ = 2¢, encode with a
smaller values off. Depending on the observed network’s  [yn,ypn+1], Reed-Solomon code, and split the augmented
behavior, the network parameters can be later adjusted to @authentication information inte pieces (each of field ele-
new desired level of security. Table 1 shows the communi- ments). In this way, the communication cost stays the same,
cation overhead per packet for specific values of ande. but field operations become faster. The number of field op-
Independently of the choice of parameters, our schemeerations at the encoder or decoder is increased by only a
can be further modified in two ways, achieving different constant factor. Depending on the hardware architecture,
trade-offs between communication cost and computationalthis modification may be useful. A drawback here is that
efficiency. First, we can decrease the communication over-one injected packet by the adversary is now affecting the
head, by applying the technique of [20]. The idea is that, decoding algorithm by a facter.

[A]

5.1. Tuning and Extensions



| o] B] €] 1/p|costc(bytes)| a| B[ €] 1/p | costc(bytes) |
0.33| 15| 0.1 | 15.15 303 05| 1| 0.01 4.04 81
05|15 0.1 6.6 132 || 05| 2| 0.01 8.08 162
0.75|1 15| 0.1 2.93 59| 05| 3| 0.01| 12.12 243
0.33| 1.5| 0.5 | 20.66 414 || 05| 1 0.1 4.4 88
05| 15| 05 9 180 0.5 | 2 0.1 8.8 176
0.75]|1 15| 05 4 80| 05| 3 0.1 13.2 264

Table 1. Communication cost ¢ per packet for various values of the survival rate «a, flood rate 5 and

tolerance parameter e. We assume the use of the SHA-1 hashing algorithm, that is, h = 20 bytes.
The communication cost should be compared with the size s of the signature in use (e.g., an RSA
signature with s = 256 bytes). Recall that p = ﬁ is the rate of the code in use and that ¢ = % =
ﬁ(lJQFE) .
[e%
5.2. Comparison with other schemes cesses in the system. Special-purpose hardware can be used

to overcome this problem, but of course at a higher cost. In
We compare our schemes against various classes of proterms of secure architecture design costs, and also for prov
posed multicast authentication schemes. able security or efficiency reasons, the sign-all approach i

Sign-All and Merkle Tree SchemeBhe sign-all and  Inferior toours. _ _—

Merkle-tree [30] authentication schemes are resilient to  Finally, since one signature verification must be per-
fully adversarial networks. The sign-all scheme involves formgd for each received papket, V"fl“d or not, the sign-all
one signature (resp. verification) operation per packetSelution suffers by the following denial-of-service akat
and a communication overhead that is equal to the sig—,the receiver: by injecting invalid packets an adversary can
nature size. Depending on the specific signature schemdncréase the computation resources spent at the receiver fo
in use, the parameters of our scheme or the architec—s'gnatu_re verifications. In our s_cheme_, where signature dis
ture, both communication and computational costs of our P€rsal is used, no such attack is possible.

scheme are comparable to the corresponding costs of the ©On the other hand, the Merkle-tree scheme has better
sign-all scheme. time complexity than our scheme. For a group of pack-

_ets of sizen, only 2n hash computations and one signa-

Very short signature schemes have recently been pro X CE
ture computation (resp. verification) are performed at the

posed [3]. While the length of a signature can be as low )
as 160 bits, the security of this signature scheme is only S€Nder (resp. receiyr However, the Merkle-tree scheme
proven in the random oracle model, and only under a strong!@S €ommunication cost that grows with the number of
assumption (Diffie-Hellman assumption in gap-DH groups, pa.clfets,. thus, this scheme is not scalable. Our scheme is
see Boneh and Franklin [2] for more on these groups). efﬁuentmter‘ms'of communication cost: packets have con-
Signing every packet with this short signature, therefore, Stant authentication overhead.
has a communication advantage over our construction, butGraph-Based SchemeS$hese schemes [12, 24, 19, 29] as-
loses in provable security. On the other hand, signing ev-sume the reliable receipt of a signature packet. However, a
ery packet with a provably secure signature, such as the thdully adversarial network will capture the signature pdcke
Cramer-Shoup [6] signature or its modification due to Fis- and invalidate the scheme. Even if the signature packet is
chlin [9], will add about 500 bytes to each packet — which assumed to arrive intact, any efficient scheme in terms of
is more than what we have for reasonabland3. communication overhead (i.e., with constant overhead for
Additionally, signing every packet is undesirable in prac- packet) will have the undesirable property thit) critical
tice. Indeed, by signing every packet separately we losepackets can be adversarially chosen to disconnect from the
both in efficiency and in architecture design since the se-authentication chain the signature node (packet). In the pi
cret key operations are computationally expensive and re-gybacking scheme in [19], this number of critical packets
quire extra need of security. Invoking a signature openatio c¢an beO(n) at the expense of a communication overhead
involves fetching the private key and temporarily storihg i
in the main memory of the system. When secret key opera-6 Note that at the receiver, by appropriately caching hasesaonly
. . . one signature verification is needed: once the first validetis veri-
tions are performed at hlgh rates, the secret key resides al- fied, its (authenticated) hashes are stored and subseqekatp need
most exclusively in the memory of the system increasingthe  only be verified with respect to the hashes they carry. Bezatithat,
danger of the key being compromised to other running pro- injected packets do not necessarily cause signature \aiaiics.




of O(n) per packet. Our scheme does not have these drawscheme is efficient, lightweight and practical. It is as se-
backs since the signature is dispersed among all the packeure as the “sign-all” solution, but more efficient in both
ets. As opposed to graph-based authentication where the aucomputational effort and communication overhead. Its con-
thentication of a packet crucially depends on other packetsstant communication overhead makes it scalable and prefer-
(with packets closer to the signature packet being more im-able to the approach by Wong and Lam [30]. When com-
portant), our scheme is symmetric in this context: all pack- pared with this Merkle-tree based scheme, thén?)

ets share the authentication information. time complexity of our scheme is a shortcoming. How-

Erasure-Code SchemeShese schemes [20, 21] make use €Ver it is possi_ble that in practice this may not be a serious
of erasure codes to tolerate packet losses, up to a constarfoncern. Additionally, our scheme can be tuned by the net-
fraction. However, no packet injections are toleratedna si WO'K parametersa and § and distinguishes between
gle injected packet suffices to fail the decoding procedure.the 1ess expensive detection of an attack by the adver-
For networks where packets get only lost, they perform Sy and the more expensive task of verification.

slightly better than our scheme in terms of communication ~ Open problems to address in future work are as follows.
cost and time complexity. This is due to the fact that era- First, we would like to investigate the practical perforrean
sure codes are more efficient than error-correcting codes inPf our multicast authentication approach by implementing i
terms of time complexity and space requirement. Moreover, and conducting an experimental study. Also, a natural ques-
erasure codes can tolerate more erasures than the theorefion to explore is whether other classes of error correcting
cal limit d/2 for error correcting codesi(is the diameter ~ codes can be employed in our framework.

of the code). In [15], the authors address the vulnerabil- Moreover, in this paper we showed a connection be-
ity to packet injections that any scheme based on erasuretween coding theory and cryptography. In particular, we
codes has, but their proposed scheme has high communiemployed cryptographic primitives to unambiguously list-
cation overhead and is not scalable, because a Merkle hasHecode an error correcting code. It would be interesting to
tree is used to “filter out” the injected packets (and thus the study whether there are other connections between the two
communication cost i®(logn)). areas. Finally, we would like to explore the use of our tech-

Other SchemesTESLA [24, 23] and the scheme by Xu hique in other authentication problems.
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