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Abstract

We studyquery authentication schemes, algorithmic and cryptographic constructions that provide
efficient and secure protocols for verifying the results of queries over structured data in untrusted or
adversarial data distribution environments. We formally define the problem in a new data query and au-
thentication setting that involves general query types answered in the RAM model of computation, and
put forward a new approach for designing secure query authentication schemes that, through the new
concept ofquery certification, aims to authenticate thevalidity of the answer, rather than the entire pro-
cess that generates the answer. Our main results state that this new authentication framework achieves
generality, namely any query type admits a secure query authenticationscheme, and also supports an
important type ofmodularity, namely the authentication of general queries based on the evaluation of
relations over the data elements is reduced to the authentication of set-membership queries. Thus, in ad-
dition to general possibility results under general assumptions and characterization results using existing
cryptographic techniques, we contribute a clear separation between algorithmics and cryptography in
data-authentication protocol design, and sufficient conditions for achieving super-efficient answer veri-
fication in time asymptotically less than the time needed to answer the query.

1 Introduction
Data authentication is a fundamental problem in data management, where we wishto design secure and
efficient protocols that prove the authenticity of computations in untrusted oradversarial data distribution
environments. The problem is of both practical and theoretical importance.More and more in distributed,
pervasive or Internet computing, information is delivered through untrusted computing entities, raising cru-
cial security threats with respect to data authenticity. From a theoretical pointof view, data authentication
introduces new dimensions both in the design of algorithms and in cryptography. On one hand, known
data management and data structuring techniques often need to be reexamined, in new data dissemination
settings, where the data distributor and the data owner are different entities. On the other hand, directly ap-
plying traditional and well-studied message authentication techniques for dataauthentication—where data
cannot be treated as a whole—is often inadequate to provide efficient solutions.

Most of the existing work in the design of authentication protocols has focused on authentication
schemes for verifying the results of specific query types, using explicit constructions that combine data struc-
turing techniques with related cryptographic primitives (mostly signatures andhashing). Being problem-
specific, the merging of algorithmics and cryptography usually leads to more complex and less modular
authentication schemes, with usually more elaborate associated security proofs. Moreover, although general
authentication methodologies for certain classes of queries do exist, they authenticate the query results by
essentially verifying step-by-step the computation that generates the answer (e.g., the entire search process
in the data structure), and they provide solutions only for the static case, where no updates are allowed in
the data set. Therefore, the corresponding protocols are usually less practical and more costly than needed.

In this paper we study data authentication over structured data, where datais disseminated by issuing
queries, from a theoretical, protocol-design point of view. Our goal is toprovide a general authentication
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framework that advances the design of authentication protocols and offers useful techniques for systemat-
ically building secure schemes. We depart from previous approaches by proposing the decoupling of the
answer-verification process and the answer-generation process for any query types in a general query model
over dynamic data, and also separating the algorithmic and cryptographic components in data authentication.

Aiming at general results, we use a very general computational model, the RAM model, and a very
general data type and query model, where data is organized according tothe relational data model, slightly
modified to fit the RAM model. We provide a formal definition for the problem of authenticating answers
to queries through aquery authentication scheme, in a setting where the (honest) data owner and the (mali-
cious) query responder are distinct entities, and where end-users donot trust (the authenticity of) the answers
to their queries. Central idea in our work is the following: in contrast to approaches that authenticate the
algorithm that answers a query, we propose an answer-based approach where only the information that is
sufficient (or necessary) for the answer verification is being authenticated. To achieve this, we introduce
the concept ofquery certification, which models answer verification in the information theoretic model. In
particular, a certification data structure for a query type defines the type of information and corresponding
algorithms that are sufficient to verify the correctness of the answer to any concrete query. We identify the
inherent relationship between query authentication and query certification, 1 and put forward a new approach
for data authentication: we show that for any query type we can build an authenticated data structure that
provides authenticated queries in the bounded computational model, by firstdesigning a certification data
structure for the same query type and then applying simple cryptographic constructions to its functionality.

Moreover, this transformation of any certification data structure to an authenticated data structure, satis-
fies, by construction, an important property: to authenticate an answer to ageneral query, the authenticated
data structure can only use a query authentication scheme for set-membership queries, that is, protocols
that verify membership in sets (actually, only positive answers to these queries). To show this we introduce
the concept of (query) problem reducibility in data authentication. Informally, we say that query of type
A is authenticated reduced to query of typeB, when a query authentication scheme forB leads to a query
authentication scheme forA. We thus show an important reduction: any query problem in our query model
is authenticated reduced to the fundamental set membership problem2. Although for unstructured data (i.e.,
computations on memory cells) this reduction is implied by the results on memory correctness by Blumet
al. [2], our reduction is the first known for structured data, and has, as we show, some important conse-
quences, given that, at present, concrete cryptographic constructions exist only for set-membership query
authentication schemes (e.g., Merkle tree [23], its distributed extension [31], and one-way accumulators [6]).

Finally, by showing that for any query type there exists an efficient certification data structure, our au-
thentication framework contributes not only general possibility results in the design of efficient authenticated
data structures, but also a useful design tool forsuper-efficientdata authentication, where verifying the an-
swer is asymptotically faster than answering the query. Indeed, although the above completeness result is
proven by verifying the query-answering algorithm, thus extending previous possibility results togeneral
queries over dynamic data, we demonstrate that super-efficient certification structures exist for certain query
types. This way, we can exploit the computational gap that is often observed between answering a query and
verifying its answer (see, e.g., [14, 20]). Accordingly, using our framework super-efficient verification can
be achieved by designing new super-efficient certification structures,or by constructing new cryptographic
primitives for optimal (constant-time) set-membership verification, or by improving on both directions.

1.1 Related Work
Authenticated Data Structures. Extensive work exists on authenticated data structures [26], which model
the security problem of data querying in untrusted or adversarial environments. This model augments a

1This is inspired bycertifying algorithms[20], which study program-correctness checking in erroneous implementations.
2This is a non-trivial reduction, meaning that efficiency is preserved in our reduction. A trivial reduction authenticates the

answer to a query by authenticating all possible query-answer pairs, which for most query problems is a set of infinite cardinality.
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data structure such that along with an answer to a query, a cryptographicproof is provided that can be
used to verify the answer authenticity. Research initially focused on authenticating membership queries
(mostly in the context of the certificate revocation problem), where various authenticated dictionaries based
on extensions of thehash treeintroduced by Merkle [23] have been studied [1, 5, 16, 26, 30]. In [6, 13] it is
showed how the use dynamic accumulators can realize a dynamic authenticateddictionary and in [14, 28]
schemes that use an interesting combination of hashing with accumulators are presented that improve the
efficiency of one-dimensional authenticated range searching. More general queries, beyond membership
queries, have been studied as well, where extension of hash trees are used to authenticate various queries,
including: basic operations (e.g., select, join) on databases [9, 25], pattern matching in tries and orthogonal
range searching [19], path queries and connectivity queries on graphs and queries on geometric objects (e.g.,
point location queries and segment intersection queries) [15] and queries on XML documents [8]. Our work
provides a useful framework for the design of new efficient authenticated data structures of any query type.

General Authentication Techniques. There has been also substantial progress in the design of generic
authentication techniques, that is, development of general authentication frameworks that can be used for
the design of authenticated data structures for authenticating concrete queries, or design of general authen-
tication patterns that authenticate classes of queries. Work of this type is as follows. In [19] it is described
how by hashing over the search structure of data structures in a specificclass a broad class we can get au-
thenticated versions of these data structures. The class of data structures is such that(i) the links of the
structure form a directed acyclic graphG of bounded degree and with a single source node; and(ii) queries
on the data structure correspond to a traversal of a subdigraph ofG starting at the source. The results hold
for the pointer machine model of computation, where essentially the entire search algorithm is authenti-
cated. This way, an answer carries a proof that is proportional to the search time spent for generating the
answer itself, and the answer verification has analogous time complexity. Themethod only handles static
problems. In [15], it is shown how extensions of hash trees can be usedto authenticate abstract properties
of data that is organized as paths, where the properties are decomposable, i.e., the properties of two sub-
paths can be combined to give the property of the resulting path. Also the authentication of the general
fractional cascading data-structuring technique [7] is presented. Thistechnique can lead to authentication of
data structures that involve iterative searches over catalogs. The underlying model is same as before, i.e., the
pointer machine model. Although, the techniques do not explicitly authenticate thecorresponding search
algorithm, the complexity of the resulted authenticated data structures is of the same order of magnitude as
the searching algorithm. Finally, in [29] a general technique is described for designing consistency proofs
for static committed databases—a different problem than data authentication. However, the technique can
be extended to provide a general framework for designing also authenticated data structures in the static case
(that actually enjoy additional properties). The authentication technique is similar to the one in [19]: the
searching algorithm that is used to produce the answer is authenticated. Also, the used model is the pointer
machine; the RAM model can be captured at aO(log M) overhead, whereM is the total memory used.
Our results operate on the RAM model, thus, they include a broader class ofboth static and dynamic query
problems and can lead to more efficient constructions, where the answer validity and not the algorithm is
verified. Finally, in [30] it is shown that for the dictionary problem and hash-based data authentication, the
querying problem and the authentication problem are equivalent. That is,for authenticated dictionaries of
sizen, all costs related to authentication are at least logarithmic inn in the worst case.

Consistency Proofs and Privacy. Recently, the study of an additional security property related to authen-
ticated data structures has been initiated. Assuming a more adversarial for the user setting, one can consider
the case where the data source can act unreliably. The new requirementis then data consistency, namely, the
incapability of the data source to provide different, i.e., contradictory, verifiable answers to the same query.
Buldaset al. [5] study this issue for hash trees and show how to enforce data consistency by augmenting
hash trees. In [24] zero-knowledge sets are introduced, where a prover commits to a value for a set and
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membership queries can be verified by a verifier consistently (and in zero-knowledge). In [29] consistency
proofs are extended to range queries and where also sufficient conditions are given for schemes to achieve
consistency. The works in [24, 29] provide privacy-preserving verification.

Certifying Algorithms and Checking Primitives. Extensive work on certifying algorithms [4, 10, 21, 22]
model a computational gap between the computation of a program and the verification of this correctness.
This is related with the idea behind our authentication framework. Our methodology to decouple the search-
ing algorithm from the answer verification is modeled through a certification data structure, defined in Sec-
tion 4, which can be viewed as an extension of methodology of the certifying algorithms for data structures.
Related also work appears in [2, 3, 12, 27].

In Sections 2 we define our query model and in Section 3 we present our definitional framework for
query authentication schemes, defining their security requirements. In Section 4 we introduce the certifi-
cation data structures which model the core concept in our authentication framework of answer testability,
we provide a constructive proof of their existence and discuss the importance and of these structures as
expressed by the decoupling of the answer-verification and answer-generation processes. In Section 5 we
introduce the reducibility among authentication schemes and prove our main results. Section 6 presents
additional applications of our framework. This extended abstract omits several details of our work, which
will appear in the full version of the paper. Proofs or sketches of proofs are included in the Appendix.

2 Preliminaries
We first define our relation-based data querying model, which is based onthe RAM model of computation.

Definition 1 (Structured Data Set) A structured data set(or, simply, adata set) S = (E ,R) consists of:
(i) a collectionE = {E1, . . . , Et} of sets of data elements such that, for1 ≤ i ≤ t, setEi is a subset
of a universeUi, and (ii) a collectionR = {R1, . . . , Rk} of indexed sequences of tuples of data elements
such that, for1 ≤ i ≤ k, sequenceRi = (Ri[1], . . . , Ri[mi]) consists ofmi distinctpi-tuples fromEj1 ×
. . . × Ejpi

, where1 ≤ j1 ≤ . . . ≤ jpi
≤ t andpi < p for some integersp andmi. Thesizen of data set

S = (E ,R) is defined asn =
∑t

i=1 |Ei|. Also, we assume thatt, k andp are constants (with respect ton).

Our definition shares concepts from the relational data model for databases (see, e.g., [17]). A relation,
mathematically defined as a subset of the Cartesian product of sets, is typically viewed as a set of tuples of
elements of these sets. Our model actually uses indexed sequences of tuples, i.e., each memberRi of R is
an array of tuples, where each tuple can be indexed by an integer. Thus, very general data organization and
algorithmic paradigms are captured. For instance, a graphG = (V, E) may correspond to data setSG =
(E ,R), whereE = V andR consists of a single sequence of indexed pairs representing relationE (edges
in G). More complex graphs, e.g., with edge directions, weights, costs or associated data elements, can be
represented by appropriately including new primitive data-element sets inE and corresponding sequences
inR describing data elements’ structure and various relations among them. (See examples in Appendix B.)

Definition 2 (Querying Model) Let S = (E ,R) be a structured data set. Aquery operationQS on S is a
computable functionQS : Q → AS , whereQ is the query space (the set of all possible queriesq of specific
type that can be issued aboutS) andAS is the answer space (the set of all possible answers to queries onS
drawn fromQ). Theanswerof a queryq ∈ Q underQS is QS(q) ∈ AS . An elementa ∈ AS of the answer
space is thecorrect answerfor queryq if and only ifQS(q) = a.

Observe that the above definitions capture general query operations3 on data sets that are based on
relations. The only requirement is that any query in the query space is mapped to a unique answer in the

3Alternatively but less conveniently, query operationQS can be defined independently of the data setS, such that the answer to
queryq is Q(S, q). In this case, the query and answer spaces are also independent ofS.
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answer space and that any answer corresponds to some query4. For instance, ifSG = (E ,R) represents a
monotone subdivision of the plane into the polygons induced by the vertices and edges of a planar graphG,
the point location query operation maps a point in the plane (query) to the unique region of the subdivision
(answer) containing it. Regarding the complexity of query answering, we only require that query operation
QS is efficiently computable. Typically, functionQS is evaluated on queryq ∈ Q by a query answering
algorithm that operates overS through an appropriate for the type of queries inQ query data structure.

Definition 3 (Query Data Structure) A query data structureD(QS) for query operationQS : Q → AS

on data setS = (E ,R) consists of a structured data set(EQ,RQ), such thatE ⊂ EQ andR ⊂ RQ and
an algorithmAnswer, which on input a queryq ∈ Q and data set(EQ,RQ) returnsQS(q) ∈ AS in time
polynomial inn and|q| by accessing and processing tuples inR.5 We writeD(QS) = (EQ,RQ, Answer).

On input queryq, algorithmAnswer operates overS through the use ofD(QS): by processing relations
in RQ, Answer accesses relations inR, evaluates conditions over elements inS and produces the answer.
For instance, for a point location algorithm that is based on segment trees and operates on planar subdivision
SG = (E ,R), data set(EQ,RQ) represents a two-level search structure locating points in logarithmic time;
here, data setSG includes information about the regions defined by the edges of graphG.

A data setS is static if it stays the same over time anddynamicif it evolves over time throughupdate
operationsperformed onS. An update operationUS for S is a function that given an updatey ∈ Y, where
Y is the set of all possible updates, results in changing one or more data elements inE and accordingly one
or more tuples inR. If S is static (resp. dynamic), data set(EQ,RQ) can be constructed (resp. updated) by
some algorithmConstrQ (resp.UpdateQ) that runs on inputS (resp.S andy ∈ Y) in polynomial time inn.

Our data querying model achieves generality by combining the expressiveness of relational databases
with the power of the RAM computation model. By using index-annotated relations, complex data organiza-
tions are easily represented and accessed. For instance, indirect addressing is supported by treating indexes
as a distinct data type which is included inE , thus our model strictly contains the pointer machine model.

The cryptographic primitives that we use are presented in the Appendix A.

3 Authenticated Data Structures
In this section, we formally describe a general model for data authentication inuntrusted and adversar-
ial environments by introducingquery authentication schemes, cryptographic protocols (algorithms that
use cryptography to satisfy certain properties) for the authentication of general queries over collections of
structured data. Conceptually, query authentication schemes extend certification structures in that answer
validation is not performed in a collaborative setting; instead, the prover maybe adversarial and answer ver-
ification is now achieved in the bounded computational model. In particular, weexamine data authentication
in a non-conventional setting, where the creator (or owner) of a data set is not the same entity with the one
answering queries about the set and, in particular, the data owner doesnot control the corresponding data
structure that is used to answer a query. In this setting, an intermediate, untrusted party answers the queries
about the data set that are issued by an end-user. We formally define thismodel of data querying.

Definition 4 (Three-Party Data Querying Model) A three-party data querying modelconsists of asource
S, a responderR and auserU , where: (i) sourceS creates (and owns) a dynamic data setS, which is
maintained by query data structureD(QS) for query operationQS : Q → AS on S; (ii) responderR
storesS, by maintaining a copy ofD(QS) and some auxiliary information forS; (iii) user U issues queries

4Unique answers are used without loss of generality. Of course, there are query problems for whichQS is a mapping not a
function. That is, more that one answers can exist for a given query. For instance, a path query on a graph, given two vertices asks
for any connecting path, if it exists. We can appropriately augment the query space for this type of queries to include the index of
the answer (according to some fixed ordering) that we wish to obtain.

5By Definition 1, for any data set(E ,R) of sizen, the total number of relations that exist inR (and thus can be possibly
accessed byAnswer) is O(np) = poly(n). This implies that the storage size of data set(E ,R) is polynomially related to its size.
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aboutS to responderR by sending toR a queryq ∈ Q; (iv) on a queryq ∈ Q issued byU , R computes
answera = QS(q) and sendsa to U ; (v) on an updatey ∈ Y for S issued by the source,S andD(QS) are
appropriately updated byS andR.

The model achieves generality and has many practical applications. Regarding data authentication, we
wish that the user can verify the validity of the answer given to him by the responder. For this verification
process, we wish that the responder, along with the answer, gives to theuser a proof that can be used in the
verification. To capture this verification feature, we define the notion of aquery authentication scheme.

Definition 5 (Query Authentication Scheme) A query authentication schemefor query operationQS :
Q → AS on structured data setS is a quadruple of PPT algorithms(KeyG, Auth, Res, Ver) such that:
Key generationAlgorithmKeyG takes as input a security parameter1κ, and outputs a key pair(PK,SK).

We write(PK,SK)← KeyG(1κ).
Authenticator AlgorithmAuth takes as input the secret and public key(SK,PK), the query spaceQ (or

an encoding of the query type) and data setS of sizen and outputs an authentication stringα and a
verification structureV, that is(α,V)← Auth(SK,PK,Q, S), whereα,V ∈ {0, 1}∗.

ResponderAlgorithmRes takes as input a queryq ∈ Q, a data setS of sizen and a verification structure
V ∈ {0, 1}∗ and outputs an answer-proof pair(a, p)← Res(q, S, V), wherea ∈ AS andp ∈ {0, 1}∗.

Verifier AlgorithmVer takes as input the public keyPK, a queryq ∈ Q, an answer-proof pair(a, p) ∈
AS × {0, 1}∗ and an authentication stringα ∈ {0, 1}∗ and either accepts the input, returns 1, or
rejects, returns 0, that is, we have that{0, 1} ← Ver(PK, q, (a, p), α).

UpdatesFor the dynamic case, we additionally require the existence of an update algorithm AuthU that
complements algorithmAuth and handles updates; namely,AuthU given updatey ∈ Y, it updates
the authentication string and the verification structure:(α′, V′)← AuthU (SK,PK,Q, S, y, α,V).

We now define the first requirement for a query authentication scheme, which iscorrectness. Intuitively,
we wish the verification algorithm to accept answer-proof pairs generated by the responder algorithm and
these answers always to be correct. We also discuss thesecurityrequirement of any query authentication
scheme. Starting from the basis that in our three-party data querying model,the userU trusts the data source
S but not the responderR, it is the responder that can act adversarially. We first assume thatR always
participates in the three-party protocol, i.e., it communicates withS andU , as the protocol dictates. Thus,
we do not consider denial-of-service attacks; they do not form an authentication attack but rather a data
communication threat. However,R can adversarially try to cheat, by not providing the correct answer to
a query and forging a false proof for this answer. Accordingly, the security requirement is that given any
query issued byU , no computationally boundedR can reply with a pair of answer and an associated proof,
such that both the answer is not correct andU verifies the authenticity of the answer and, thus, accepts it.
The above requirements are expressed as the following two conditions forquery authentication structures.

Definition 6 (Correctness) A query authentication scheme(KeyG, Auth, Res, Ver) is said to becorrectif
for all queriesq ∈ Q, if (α,V)← Auth(SK,PK,Q, S) and additionally(a, p)← Res(q, S, V), then with
overwhelming probability it holds that1← Ver(PK, q, (a, p), α) andQS(q) = a.

Definition 7 (Security) A query authentication scheme(KeyG, Auth, Res, Ver) for query operationQS :
Q → AS on structured data setS is said to besecure, if no probabilistic polynomial-time adversaryA,
given any queryq ∈ Q, public keyPK and oracle access to the authenticator algorithmAuth, can output
an authentication stringα, an answera′ and a proofp′, such thata′ is an incorrect answer that passes the
verification test, that is,a′ 6= QS(q) and1← Ver(PK, q, (a′, p′), α). (See formal definition in Appendix C.)

Definition 8 (Authenticated Data Structure) An authenticated data structurefor queries in query space
Q on a data setS is a correctand securequery authentication scheme(KeyG, Auth, Res, Ver), or, as it is
implied, a scheme where, given an authentication stringα, for algorithmVer it holds that, for all queries
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q ∈ Q, with all but negligible probability (measured over the probability space of the responder algorithm):
QS(q) = a if and only if there existsp s.t. 1← Ver(PK, q, (a, p), α).

4 Certification Data Structures
In this section, we explore the decoupling of query answering and answer verification. We start by defining
the notion ofanswer testability, formally expressed through acertification data structure. Intuitively, this
notion captures the following important property in data querying: query operations on any data set return
validated answers that can be tested to be correct given a (minimal) subsetof specially selected relations
over elements of the data set. In essence and in an information-theoretic sense, queries are certified to return
valid answers; actually this holds in a safe way (i.e., cheating is effectively disallowed).

Definition 9 (Certification Data Structure) Let D(QS) = (EQ,RQ, Answer) be a query data structure
for query operationQS : Q → AS on data setS = (E ,R) of sizen. Acertification data structurefor S with
respect toD(QS) is a tripletC(QS) = ((EC ,RC), Certify, Verify), where(EC ,RC), called thecertification
imageof S, is a structured data set andCertify andVerify are algorithms such that:
Answer tests: On input queryq ∈ Q and data sets(EQ,RQ) and (EC ,RC), Certify returns answera =

QS(q) and ananswer testτ , which is a sequence of pairs(i, j), each indexing a tupleRi[j] ofRC .
Answer testτ defines a subsetRC(τ) ⊆ RC , called thecertification supportof answera.

Answer testability: On input queryq ∈ Q, data set(EC ,RC), answera ∈ AS and answer testτ , Verify

accesses and processesonly relations inRC(τ) and returns either0 (rejects) or1 (accepts).
Completeness:For all queriesq ∈ Q, it holds thatVerify(q,RC , Certify(q, (EQ,RQ), (EC ,RC))) = 1.
Soundness:For all queriesq ∈ Q, answersa, answer testsτ , whenVerify(q,RC , a, τ) = 1, a = QS(q).

Regarding complexity measures for certification data structureC(QS), we say: (1)C(QS) is answer-
efficient if the time complexityTC(n) of Certify is asymptotically at most the time complexityTA(n) of
Answer, i.e.,TC(n) is O(TA(n)); (2) C(QS) is time-efficient(resp. time super-efficient) if the time com-
plexityTV (n) of Verify is asymptotically at most (resp. less than) the time complexityTA(n) of Answer, i.e.,
TV (n) is O(TA(n)) (resp. o(TA(n))); and analogously, (3)C(QS) is space-efficient(resp. space super-
efficient) if the space requirementSC(n) of (EC ,RC) is asymptotically at most (resp. less than) the space
requirementSQ(n) of (EQ,RQ), i.e.,SC(n) is O(SQ(n)) (resp.o(SQ(n))). If S is static, data set(EC ,RC)
can be constructed by some algorithmConstrC that runs on inputS in polynomial time inn.

For simplicity, the above definition corresponds to the static case. The dynamiccase can be treated
analogously. Informally, an update algorithmUpdateC is responsible to handle updates in data setS by
accordingly updatingC(QS); that is, it produces the updated set(E ′C ,R′

C) and, in particular, the set of
tuples whereR′

C andRC differ at. AlgorithmUpdateC additionally produces anupdate test(as the answer
test above, a set of indices for tuples inRC) that validates the performed changes. Similarly, an update
testing algorithmUpdtest, on input an updatey ∈ Y, setRC , a set of tuples (changes inRC) and an update
test, accepts if and only if the tuples correspond to the correct, accordingto y, new or deleted tuples inRC .
Similarly, we can defineupdate efficiencyandupdate-testing (super-)efficiencyfor C(QS), with respect to
the time complexity ofUpdateC andUpdtest respectively, as they asymptotically compare toUpdateQ.

Certification data structures introduce a general framework for studyingdata querying with respect to
the answer validation and correctness verification. They support certification of queries in a computational
setting where the notions of query answering and answer validation are conceptually and algorithmically
separated in a clean way. In particular, answer validation is basedmerelyon the certification image(EC ,RC)
of data setS = (E ,R); the two data sets are related by sharing tuples, possibly, through a subsetrelation.
Also, query certification dependsonlyon the certification support of the answer, i.e., subsetR(τ).

Our first result shows that for every query structure there is an efficient certification structure, that is, a
completeness result showing that all queries can be certified without loss of efficiency.
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Theorem 1 Any query data structure for any query operation on any structured dataset admits an answer-,
time-, update-, update-testing- and space-efficient certification data structure. (Proof in Appendix D.)

Discussion. Certification data structures are designed to accompany two-party data query protocols in the
straightforward way: partyA possesses data sets(EQ,RQ) and(EC ,RC) and runs algorithmCertify and
partyB possesses data set(EC ,RC) and runs algorithmVerify. The underlying dynamic setS is controlled
by B by creating update and query operations forS. Although both operations are performed atA, B is able
to verify their correctness. Thus, this setting modelscertified outsourced computation: at any point in time,
B maintains a correct certification image of outsourced setS allowing verificationwithout loss of efficiency,
by Theorem 1. And although its existential proof is trivial (both parties execute the same algorithms on the
same data) yet, its significance is justified by that: (1) in addition to showing that Definition 9 is meaningful,
Theorem 1 proves the feasibility of answer testability for any computable query in a general querying and
computational model; (2) time super-efficient certification is in general feasible (see Appendix B for some
specific examples) so outsourced computations are important, and (3) in the bounded-computational model
and using cryptography, certification data structures have important applications to popular and practical
models of data querying, namely,authenticationand consistencyin third party models and space super
efficiency of certified outsourced computations in the client-server model (Sections 5 and 6).

Relation to Certifying Algorithms. Our certification data structures are related to and inspired by cer-
tified algorithms (see, e.g., [18, 20]). Both model the property of answer testability (of a program or an
algorithm for a data structure) as distinct from algorithm execution. The maindifference, though, is that
here we model the intrinsic property of a data structure to provide proof ofcorrectness for verification pur-
poses. Certifying algorithms are designed to guard against an erroneous implementation of an algorithm.
Definition 9 can be viewed as an extension of the theory of certifying algorithms to data structures: certifying
algorithms for data structures use the implementation of a data structure as a black box and add a wrapper
program to catch errors; instead, here, the data structure is augmented tofacilitate query certification.

5 Authentication Reductions and General Authentication Results
We are now ready to use the definitional framework of the previous sections and describe and prove the
main results of our work. The road map is as follows. First we introduce the notion of reducibility in data
authentication, namely by defining reductions between query authentication schemes. We then prove, using
our framework of certification data structures, that the authentication of any query in our model is reduced
to the authentication ofset membershipqueries. In fact, we need to authenticate only positive answers—that
is, relation∈ and not/∈ needs to be authenticated. We then present implications of this result, in terms of
concrete constructions. Using certification structures, we provide a general methodology for constructing
correct and secure query authentication schemes and we show that anysearch structure for any query type in
our querying model can be transformed into an authenticated data structure. Also, based on super-efficient
query certification, we develop a new approach for data authentication, where only the information necessary
for the answer verification is authenticated, and not the entire information used by search algorithm, which
leads to a powerful framework for the design of authentication structureswith super-efficient verification.

LetQAS(QS , S) denote a query authentication scheme (or QAS) for query operationQS and data setS.
Intuitively, authenticated reductions among QASs allow the design of a QAS using no other cryptographic
tools but what another QAS provides and in a way that preserves correctness and security.

Definition 10 (Reductions of Query Authentication Schemes)LetS andS′ be data sets,QS : Q → AS ,
Q′

S : Q′ → A′
S be query operations onS andS′ respectively, andQAS(QS , S) = (KeyG, Auth, Res, Ver),

QAS(Q′
S , S′) = (KeyG′, Auth′, Res′, Ver′) be query authentication schemes forQS on S and Q′

S on S′

respectively. We say thatQAS(QS , S) is authenticated reducedto QAS(Q′
S , S′), if key generation algo-

rithms KeyG and KeyG′ are identical,QAS(QS , S) uses the public and secret keys generated byKeyG
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never explicitly, but only implicitly through black-box invocations of algorithmsAuth′, Res′ andVer′, and
QAS(QS , S) is correct and secure wheneverQAS(Q′

S , S′) is correct and secure.

A general query authentication scheme. Let S = (E ,R) be a structured data set andQS : Q → AS

be any query operation. LetD(QS) = (EQ,RQ, Answer) be a query data structure forQS . By Theo-
rem 1, we know that there exists a certification data structureC(QS) = ((EC ,RC), Certify, Verify) for S
with respect toQS . Let Q∈ : Q(RC) → {yes, no} be the set membership query operation, where the
query spaceQ(RC) is the indexed tuples that exist inRC . Assuming the existence of a secure and correct
QAS(Q∈,RC) = (KeyG′, Auth′, Res′, Ver′), we next constructQAS(QS , S) = (KeyG, Auth, Res, Ver), a
query authentication scheme forQS andS, parameterized byQAS(Q∈,RC) for set membership queries.

(A) Key-generation algorithm. By definition it is the same asKeyG′, thus,SK = SK ′ andPK = PK ′.

(B) Authenticator. The authenticator algorithmAuth usingS andConstrC computes the structured data
setSC = (EC ,RC) of the corresponding certification structureC(QS) = ((EC ,RC), Certify, Verify). Then
Auth runs algorithmAuth′ on inputSK ′, PK ′, Q∈ andRC . That is, algorithmAuth computes the pair
(α′, V′)← Auth′(SK ′,PK ′, Q∈,RC), and thenAuth outputs(α′, V′).

(C) Responder. The responder algorithmRes first computes the structured data setsSQ = (EQ,RQ) and
SC = (EC ,RC) usingS and algorithmsConstrQ andConstrC . Then, on inputq, SQ andSC it simply runs
algorithmCertify to produce its pair(a, τ). ThenRes constructs the certification supportRC(τ) of answer
a by accessing setRC with the use of indices inτ . For every tuple< t > in RC , algorithmRes runs the
responder algorithmRes′ on inputs< t >, RC andV′ to get(a′(t), p′(t)) ← Res′(< t >,RC , V′) and,
if (t1, . . . , t|τ |) is the sequence of tuples accessed in total,Res creates sequencep′ = (p′(t1), . . . , p

′(t|τ |)),
setsp = (τ,RC(τ), p′) and finally outputs(a, p).

(D) Verifier. The verifier algorithmVer first checks if the proofp and answera are both well-formed and,
if not, it rejects. Otherwise, by appropriately processing the proofp, algorithmVer runs algorithmVerify on
inputsq, RC(τ), a andτ . Whenever algorithmVerify needs to access and process a tuple< ti >, where
< ti > is the i-th tuple accessed byVerify, algorithmVer runs algorithmVer′ on inputsPK ′, < ti >,
(yes, p′(ti)) andα′ and if 0 ← Ver′(PK ′, < ti >, (yes, p′(ti)), α

′), algorithmVer rejects. Otherwise,Ver

continues with the computation. Finally,Ver accepts if and only ifVerify accepts.
We have thus constructedQAS(QS , S), whereQS is a general query operation of setS, parameterized

by QAS(Q∈,RC), whereQ∈ is the set membership query operation andRC is the certification image ofS
with respect to the certification data structure in use. We can show the following results.

Theorem 2 Let QAS(Q∈,RC) be any query authentication structure for set membership queries and
QAS(QS , S) our QAS as constructed above. For any query operationQS and any data setS, QAS(QS , S)
is correct and secure ifQAS(Q∈,RC) is correct and secure. (Proof in Appendix D.)

Theorem 3 For any query operationQS on any data setS, there exists a secure and correct query authen-
tication structureQAS(QS , S) based on a certification data structureC(QS). Moreover,QAS(QS , S) is
authenticated reduced to any secure and correct query authentication structureQAS(Q∈,RC) for the set
membership query operationQ∈ on some certification imageRC of C(QS). (Proof in Appendix D.)

We now show what are the implications of Theorems 2 and Theorem 3 in terms oftime and space
complexity. First, let us define the cost measures that are of interest in a query authentication scheme
QAS(QS , S) = (KeyG, Auth, Res, Ver) for a set of sizen. Let Ta(n), Tr(n), Tv(n) denote the time
complexity of algorithmsAuth, Res andVer respectively,Sa(n), Sr(n) denote the space complexity of
Auth, Res. Also for QAS(Q∈,RC) = (KeyG′, Auth′, Res′, Ver′), let T ′

a(n), T ′
r(n), T ′

v(n) denote the time
complexity of algorithmsAuth′, Res′ andVer′ respectively,S′

a(n), S′
r(n) denote the space complexity of

Auth′, Res′. Recall from Section 4 that for certification data structureC(QS) = ((EC ,RC), Certify, Verify),
TA(n), TC(n), TV (n), SQ(n) andSC(n) denote various time and space complexity measures. Also letp(n)
denote the proof size inQAS(QS , S) andp′(n) the proof size inQAS(Q∈,RC). We have the following.
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Lemma 1 Let S be a structured data set andC(QS) = ((EC ,RC), Certify, Verify) be a certification data
structure forS. Letn be the size ofS and letm(n) = |RC | denote the size of the certification image and
s(n) = |RC(τ)| the size of the certification support of an answer.

For any query operationQS , the query authentication schemeQAS(QS , S) = (KeyG, Auth, Res, Ver)
that is based onQAS(Q∈,RC) = (KeyG′, Auth′, Res′, Ver′) and uses certification data structureC(QS)
has the following performance:

1. w.r.t. time,Ta(n) = O(T ′
a(n)), Tr(n) = O(s(n)T ′

r(n) + TC(n)), Tv(n) = O(s(n)T ′
v(n) + TV (n));

2. w.r.t. space complexity,Sa(n) = O(S′
a(n) + n + m(n)), Sr(n) = O(S′

r(n) + SQ(n) + m(n));
3. w.r.t. proof size,p(n) = O(s(n)p′(n)).

We can now use the above Lemma to have general complexity results in terms of our parameterized
query authentication schemeQAS(QS , S). By appropriately choosing known (secure and correct) con-
structions for authenticating set membership queries we can achieve trade-offs on the efficiency of general
query authentication schemes. Here, we are interested only in asymptotic analysis, omitting improvements
of constant factors. So, we only study the related costs with respect to theset sizen and not the exact
implementation of the cryptographic primitives.

Theorem 4 Assume the settings of Lemma 1. For any query operationQS , the query authentication scheme
QAS(QS , S) = (KeyG, Auth, Res, Ver) that is based on query authentication schemeQAS(Q∈,RC) =
(KeyG′, Auth′, Res′, Ver′) and uses certification data structureC(QS) has the following performance.
Static Case: Using only signatures, we have the following performance: w.r.t. time complexity, Ta(n) is

O(m(n)), Tr(n) is O(s(n) + TC(n)), Tv(n) is O(s(n) + TV (n)); w.r.t. space complexity,Sa(n) is
O(n + m(n)), Sr(n) is O(SQ(n) + m(n)); w.r.t. the proof size,p(n) is O(s(n)).

Dynamic Case: Using signature amortization, we have the following performance:
Hash Tree: w.r.t. time complexity,Ta(n) isO(m(n)), Tr(n) isO(s(n) log n+TC(n)), Tv(n) isO(TV (n)+

s(n) log n); w.r.t. space complexity,Sa(n) is O(n + m(n)), Sr(n) is O(n + SQ(n) + m(n)); w.r.t.
the proof size,p(n) is O(s(n) log n); if k tuples are updated, these can be handled inO(k log n) time.

Dynamic Accumulator: w.r.t. time complexity,Ta(n) is O(m(n)), Tr(n) is O(s(n)
√

n + TC(n)), Tv(n)
is O(s(n)+TV (n)); w.r.t. space complexity,Sa(n) is O(n+m(n)), Sr(n) is O(n+SQ(n)+m(n));
w.r.t. the proof size,p(n) is s(n); if k tuples are updated, these can be handled inO(k

√
n) time.

By Theorem 3, all query operations can be authenticated in the three-party authentication model given
a corresponding certification structure. Theorem 4 gives a detailed complexity analysis of the authenticated
data structures derived by the corresponding query authentication schemes. The complexity for query au-
thentication depends on the complexity of the query certification used. Our results hold for the RAM model
of computation, which strictly includes the pointer machine model and, by Theorem 1, all query problems
that have a query data structure have a certification data structure, thus our results generalize and improve
previous known possibility results. Additionally, our framework provides insights for super-efficient verifi-
cation, as described in the following meta-theorem (in [14], we exhibit suchresults for 1D range searching).

Theorem 5 LetS be a structured data set andQs be a query operation onS. If there exists a time (space)
super-efficient certification data structure forQS , then there exists a time (space) super-efficient authenti-
cated data structure forQS .

6 Applications of Our Framework
We discuss, rather informally, due to space limitations, three additional applications of our framework.

We have seen how certification data structures support outsourced computations in data querying. In
the bounded computational model, we can actually also achievestorage outsourcing, where the certification
image(EC ,RC) of data setS is entirely outsourced to an untrusted entity. Consider a certification data
structure, where partyA (outsourcer) runsCertify and partyB (source of data) runsVerify. It is possible for
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B to store only a cryptographic commitment of(EC ,RC) and still be able to verify its integrity throughout
a series of updates on an initially empty setS. We refer to this property asconsistency: data sourceB
checks that any update onS, and thus on(EC ,RC), is in accordance with the history of previous updates.
The idea is to use cryptographic primitives (e.g., hashing) that provide commitments of sets, subject to
which membership can be securely checked. The following result finds applications in the popular and
practicalclient-server data outsourcingmodel, where a client (small computational device,B) uses space
super-efficient protocols to check its data that resides at a remote and untrusted server (A) (see Appendix E).

Theorem 6 In the bounded computational model, any certification data structure can be transformed to a
secure, consistent, space-optimal data outsourced scheme in the client-server communication model.

The above result is of independent interest but can be actually applied tothird-party data authentication.
In Section 3, the data source stores the certification image, whereas the responder stores the data set and the
certification image (partiesB andA in our previous discussion). We see that using a secure data outsourced
scheme, the data source can oursource the certification image to the responder and still be able to check that
the data set is correctly maintained and space-optimality is achieved at the data source (similar to [2]).

Additionally, using the distributed Merkle tree construction over peer-to-peer networks in [31] (it re-
alizes a distributed authenticated dictionary that is a securedistributedquery authentication scheme for
membership queries) and the results of the previous section, we get that allqueries can be authenticated
even when the responder is a distributed peer-to-peer network.

Theorem 7 For any query operation on structured data sets there exists a space-optimal (at the data source
side) and distributed (at the responder side) authenticated data structure.
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A Definitions of Cryptographic Primitives
We now overview some cryptographic primitives that are useful for our exposition. We give a definition of
a signature scheme as in [11], which has become the standard definition of security for signature schemes.
Schemes that satisfy it are also known as signature schemes secure againstadaptive chosen-message attack.
A function ν : N → R is negligible if for every positive polynomialp(·) and for sufficiently largek,
ν(k) < 1

p(k) .

Definition 11 (Signature scheme)The triple of PPT algorithms(G(·), Sign(·)(·), Verify(·)(·, ·)), whereG
is the key generation algorithm,Sign is the signature algorithm, andVerify the verification algorithm,
constitute a digital signature scheme for a family (indexed by the public keyPK) of message spacesM(·)

if the following two properties hold:
CorrectnessIf a messagem is in the message space for a given public keyPK, andSK is the correspond-

ing secret key, then the output ofSignSK(m) will always be accepted by the verification algorithm
VerifyPK . More formally, for all valuesm andk:

Pr[(PK,SK)← G(1k); σ ← SignSK(m) : m←MPK ∧ ¬VerifyPK(m, σ)] = 0.

Security Even if an adversary has oracle access to the signing algorithm that provides signatures on mes-
sages of the adversary’s choice, the adversary cannot create a valid signature on a message not
explicitly queried. More formally, for all families of probabilistic polynomial-time oracle Turing ma-
chines{A(·)

k }, there exists a negligible functionν(k) such that

Pr[(PK,SK)← G(1k); (Q, m, σ)← A
SignSK(·)
k (1k) :

VerifyPK(m, σ) = 1 ∧ ¬(∃σ′ | (m, σ′) ∈ Q)] = ν(k).

A cryptographic hash functionh operates on a variable-length messageM producing a fixed-length
hash valueh(M). Moreover, all the desired security results are achieved by means ofcollision-resistance,
an additional security property required for hash functionh. A cryptographic hash functionh is called
collision-resistantif (i) it takes as input a string of arbitrary length and outputs a short string; and(ii) it is
infeasible to find two different stringsx 6= y that hash to the same value, i.e., form acollisionh(x) = h(y).
For completeness, we give a standard definition of a family of collision-resistant hash functions.
Definition 12 (Collision-resistant Hash Function) Let H be a probabilistic polynomial-time algorithm
that, on input1k, outputs an algorithmh : {0, 1}∗ 7→ {0, 1}k. ThenH defines a family of collision-
resistant hash functions if:
Efficiency For all h ∈ H(1k), for all x ∈ {0, 1}∗, it takes polynomial time ink + |x| to computeh(x).
Collision-resistanceFor all families of probabilistic polynomial-time Turing machines{Ak}, there exists a

negligible functionν(k) such that

Pr[h← H(1k); (x1, x2)← Ak(h) : x1 6= x2 ∧ h(x1) = h(x2)] = ν(k).

We shall use a cryptographic collision-resistant hash functionh to compute the digest of a structured data
setS = (E ,R). For this, we assume some fixed, well-defined binary representation for any data elemente
in E , so thath can operate one. That is, we over-notateh to operate on data elements. Also, we assume that
rules have been defined so thath can operate over any finite sequence of elements. That is, we, essentially,
further over-notateh to also denote amulti-variatehash function. In particular,h(ei1 , ei2 , ..., eik) is used to
represent a hash value computed from elementsei1 , ei2 , ..., eik , what we call a digest of these elements using
hash functionh(·). For now, we leave the exact definition of the multivariate extension ofh unspecified.
For instance,h(ei1 , ei2 , ..., eik) may denote thath(·) operates on the concatenation of some well-defined
and fixed-size binary representation of elementsei1 , ei2 , ..., eik or on the concatenation of the individual
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hashes usingh(·) of some well-defined binary representation of elementsei1 , ei2 , ..., eik . In both of these
examples,h essentially operates on one binary stringσ, where the cost of the operation ofh onσ is at least
proportional to the its length|σ|.

The following cryptographic primitive is based on the Merkle hash tree [23].
Definition 13 (Hash Tree) For a set ofn elements a hash tree is a binary tree, where each node stores a
hash value computed using a collision-resistant hash function. At leaf nodes the hash of the corresponding
element is stored; at internal nodes the hash of the concatenation of the hash values of the children nodes.

Finally, we review dynamic accumulators. We here use a standard definition similar to the one in [6].
Definition 14 ((One-way) Dynamic Accumulator) An accumulator for a family of inputs{Xk} is a family
of families of functionsG = {Fk} with the following properties.
Efficient Generation There is an efficient algorithmGen that on input1κ generates a random elementf

of Fk, an auxiliary informationauxf and a trapdoor informationtrdf . Bothauxf and trdf have
sizes that are linear ink.

Efficient Evaluation Functionf is a computable functionf : Af ×Xk, whereAf , an efficiently samplable
set of accumulation values andXk, the proposed set of elements to be accumulated, constitute the
input domain off . Functionf is polynomial-time computable given the auxiliary informationauxf .

Quasi-Commutativity For all f ∈ Fk, a ∈ Af andx1, x2 ∈ Xk, it holds that

f(f(a, x1), x2) = f(f(a, x2), x1).

WitnessesLeta ∈ Af andx ∈ Xk. A valuew ∈ Af is called awitnessfor x in a, underf , if a = f(w, x).
Updates Let X ⊂ Xk, x ∈ X, a0, aX , w ∈ Af , such thatf(a0, X) = f(w, x) = aX . Let OP =

{insert, delete} be the set of update operations on setX, such thatinsert(x̄) = X∪{x̄}, x̄ ∈ Xk−X
and delete(x̄) = X − {x̄}, x̄ ∈ X. An one-way accumulator is dynamic if there exist efficient
algorithmsUop, Wop, op ∈ OP , such that:
• Uop(trpf , aX , x̄) = aX̄ ∈ Af such thataX̄ = f(a0, op(x̄)), that isaX̄ = aX∪x̄ or aX̄ = aX−x̄,
• Wop(f, auxf , aX , aX̄ , x, x̄) = w′ ∈ Ak such thataX̄ is as above andaX̄ = f(w′, x).

Security An accumulator is one-way (secure) if the following holds true. LetA′
f ×X ′

k denote the domains
for which the computational procedure for functionf ∈ Fk is defined. That is, in principle,A′

f ⊇ Af

andX ′
k ⊇ Xk. For all probabilistic polynomial-time adversariesAdvk

Pr[f ← Gen(1k); a0 ← Af ; (x, w, X)← Advk(f, auxf ,Af , a0) :

X ⊂ Xk; w ∈ A′
f ; x ∈ X ′

k; x /∈ X; f(w, x) = f(a0, X)] = ν(k).

B Time Super-Efficient Certification of Data Structures
We describe examples of time super-efficient certification data structures,further justifying the importance
of the notion of answer testability. For time super-efficient certification structures, although the certification
image may be as large as the query structure, the certification support of theanswer to any query has size
asymptotically less than the “searching trail” of the query answering algorithmAnswer. In this case, a
super-efficient certification data structure exploits this gap in certifying queries.

A very simple case is the dictionary problem, whereS = (E ,R) is an ordered key-value set of size
n: E is a setK of n key elements with a totally ordering and a setV of n values, andR consists of two
indexed relations, the key-value relationRKV and the successor relationRS over keys. The query operation
QS has query space the universe that key elements are drawn from and answer space the set of all possible
key-value pairs; to any query (key)q, QS maps the answer (key-value pair)(k, v) if q = k, q ∈ K and
(k, v) ∈ RKV (v is the value ofk), or the answer⊥ (denoting negative membership answer) if no such
condition is satisfied. Consider any search tree that implements the dictionary query data structure. Then
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the set(EQ,RQ) of a query data structure is an augmentation of(E ,R), for instanceEQ now includes tree
nodes and pointers, orRQ now includes the node-data and parent-child relations. There exists a time super-
efficient (and space-efficient) certification data structure for the dictionary problem. Set(EC ,RC) is simply
(E ,R). On input a queryq, algorithmCertify returns as an answer test the indices inRC of two tuples:
if q ∈ K, the indices of tuple< q, suc(q) > of the successor relationRS and of tuple< q, v > of the
key-value relationRKV are returned, otherwise, the indices of tuples< x, suc(x) >, < y, suc(y) >∈ RS ,
such thatx is the maximum element andy is the minimum element satisfyingx < q < y, according to the
total order ofK. Algorithm Verify, accesses these tuples and accepts or rejects accordingly. For instance, if
a = ⊥ and the indices of two tuples< x, suc(x) >, < y, suc(y) > of the successor relation are in answer
testτ , then it accepts ifx < q < y andsuc(x) = y; Verify rejects in all other cases.

It is easy to see that the completeness and soundness conditions hold. We note that the soundness
property depends on both the answer testing algorithmVerify and on the certification image(EC ,RC).
For instance, although a different (than the successor) relation could satisfy the completeness property, this
choice may not satisfy soundness. For instance, the “odd-rank-difference” relation (two keys have ranks in
the sorted setE with odd difference), which includes the successor relation, satisfies only the completeness
condition. Note thatTV (n) = O(1) althoughTA(n) = O(log n); alsoSC(n) = O(SQ(n)) = O(n).
The dynamic extension of this certification data structure is straightforward.We note that the successor
relation can be used to support in a very similar way a time super-efficient certification data structure for
one-dimensional range searching.

Also, consider the point location problem, where we ask to find the region ofa planar subdivision of size
n containing a given query point. Using existing efficient point-location algorithms point location queries
can be answered in timeO(log n). A time super-efficient certification data structure stores the trapezoidal
decomposition of the subdivision. Each trapezoid is expressed as a tuple of five data elements: two vertices
(defining the top and bottom sides), two edges (defining the left and right sides), and a region (containing
the trapezoid). The answer test is the index of the trapezoid containing the query point, which can be
computed by a simple modification of the query algorithm. The inclusion of the answer point in the answer
test trapezoid is tested inO(1) time. That is, again,TV (n) = O(1) althoughTA(n) = O(log n). This
certification data structure has also a dynamic extension. Additional examplesinclude data structures for
other geometric problems (e.g., convex hull) and also index structures for queries on relational databases,
where, for instance, the correctness of the results of complex SQL type of queries (“SELECT(·), FROM
(·), WHERE(·)”) seems to be verifiable independently of the searching through multi-dimensional tree-like
index-structures (thus, with time complexity that is better by at least a logarithmic factor).

C Formal Security Definition for Query Authentication Schemes
Definition 15 (Security – Formal version of Definition 7) Let (KeyG, Auth, Res, Ver) be a query authen-
tication scheme for query operationQS : Q → AS on structured data setS. We say that query authen-
tication scheme(KeyG, Auth, Res, Ver) is secureif no probabilistic polynomial-time adversaryA can win
non-negligibly often in the following game:

1. A key pair is generated:
(PK,SK)← KeyG(1κ).

2. The adversaryA is given:
• The public keyPK as input.
• Oracle access to the authenticator, i.e., for1 ≤ i ≤ poly(k), where poly(·) is a polynomial,

the adversary can specify a data setSi of sizen and obtain(αi, Vi)← Auth(SK,PK,Q, Si).
However, the adversary cannot issue more than one query with the datasetSi. That is, for all
i 6= j, Si 6= Sj .
• A queryq ∈ Q.
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3. At the end,A outputs an authentication stringα, an answera′ and a proofp.
The adversarywins the game if the following violation occurs:
Violation of the security property:The adversary did manage to construct an authentication stringα in

such a way, that given a queryq ∈ Q, the adversary outputs an incorrect answer-proof pair(a′, p′)
that passes the verification test. Namely, the adversary wins ifoneof the following hold:
• The authenticator was never queried withS and yet the verification algorithm does not reject,

i.e.,1← Ver(PK, q, (a′, p′), α).
• The authenticator was queried withS and yeta′ 6= QS(q) and the verification algorithm ac-

cepts, i.e.,1← Ver(PK, q, (a′, p′), α).

D Proofs
Proof of Theorem 1. We first discuss the static case. LetS = (E ,R) be a structured data set of sizen and
QS : Q → AS be a query operation onS. Let D(QS) = (EQ,RQ, Answer) be a query data structure for
QS . We now describe a certification data structureC(QS) = ((EC ,RC), Certify, Verify) for S with respect
to query data structureD(QS). First we set(EC ,RC) = (EQ,RQ). Algorithm Certify is an augmented
version ofAnswer. Given a queryq ∈ Q and sets(EC ,RC), (EQ,RQ), Certify creates an empty sequence
τ of indices of tuples inRC and then it runsAnswer on input(q, (EQ,RQ)) to produce the answerQS(q).
Also, any time algorithmAnswer accesses a tupleRi[j] in RQ, algorithmCertify adds(i, j) to the end of
sequenceτ . WhenAnswer terminates, so doesCertify, and returns the outputa = QS(q) produced by
Answer and sequenceτ as the corresponding answer test.

We define algorithmVerify as an augmentation ofAnswer operating as follows. On input a queryq ∈ Q,
set(EC ,RC), an answera and a sequenceτ , algorithmVerify starts executing algorithmAnswer on input
(q, (EQ,RQ)) and checks the execution ofAnswer subject to sequenceτ . That is, each timeAnswer retrieves
a tupleRi[j] in (EQ,RQ), Verify removes the first element ofτ and compares it to(i, j), rejecting the input
if the comparison fails. WhenAnswer terminates, the answer computed byAnswer is compared with the
answer provided as input: if the two answers agree (are equal) thenVerify accepts its input, otherwise it
rejects.

We now show that the completeness and soundness conditions are satisfied.Completeness is easily seen
to hold, since the tuple-access trail of the same—correctly implementing query operationQS—algorithm
Answer on executions of the same input is tested by algorithmVerify. Thus, we are guaranteed thatCertify

reports the correct for its input query answer and an answer test thatwhen feeds the computation ofVerify

does not lead to rejection. With respect to soundness, we easily see that this requirement also holds: when
algorithmVerify accepts on input(q,RC , a, ·), then it is always the case thata = QS(q). Indeed, when
operating on the valid data set and on inputq, algorithmAnswer returns the unique, correct answer for
q. Finally, it is easy to see that our certification data structure is answer-, time-and space-efficient. This
follows from the fact that for any inputsCertify andVerify do a total amount of work that is only by a
constant factor more than the work ofAnswer, thusTC(n) = O(TA(n)) andTV (n) = O(TA(n)), and the
fact that(EC ,RC) = (EQ,RQ), thusSC(n) = O(SQ(n)). Observe that each pair(i, j) in the answer testτ
is accessed in constant time.

The dynamic case is treated analogously. This time instead of the query answering algorithmAnswer,
we augment the update algorithmUpdateQ of the query data structure to define the update and the update
testing algorithms,UpdateC andUpdtest respectively, of certification data structureC(QS). The complete-
ness, soundness and complexity properties hold in a similar way as in the static case. 2

Proof Sketch of Theorem 2. We start by first discussing the correctness property. Suppose that query
authentication scheme(KeyG′, Auth′, Res′, Ver′) is correct. We want to show that(KeyG, Auth, Res, Ver)
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is correct. This easily follows from checking that the verifierVer does not reject when given an answer-
proof pair from the responderRes, for any query issued inQ. Indeed, from the completeness property
of the certification data structure the answer testing algorithmVerify does not reject, and additionally the
correctness of(KeyG′, Auth′, Res′, Ver′) guarantee thatVer does not reject because of a rejection byVer′.

For the security we argue as follows. Suppose that(KeyG′, Auth′, Res′, Ver′) is secure. Assume that
(KeyG, Auth, Res, Ver) is not secure, then with overwhelming probability responderRes responds to a query
q ∈ Q incorrectly but still the verifierVer fails to reject its input. Based on the soundness property of the
certification data structure in use, we must admit that it is not algorithmCertify that cheats the verifier, that
is, it is not the indices in sequenceτ that cause the problem, but rather the fact that algorithmVerify runs
on incorrect data. Then there must be at least one tuple inRC that although it was verified to be a member
of RC it is not authentic, meaning that its index is correct but one or more of the dataelements in the tuple
have been (maliciously) altered. We thus conclude that for at least one query the verification algorithmVer′

of query authentication scheme(KeyG′, Auth′, Res′, Ver′) failed to reject on an invalid query-answer pair.
This is a contradiction, since this scheme is assumed to be secure.2

Proof Sketch of Theorem 3. The result follows by our constructionQAS(QS , S) and the fact that
there exist secure query authentication schemesQAS(Q∈, ·) for membership queries on any data set: in
particular, digital signatures, Merkle’s hash tree and one-way accumulators provide a correct and secure
implementation ofQAS(Q∈, ·). 2

Proof Sketch of Lemma 1. It follows directly by the construction ofQAS(QS , S) and the use of
QAS(Q∈,RC) andC(QS) = (EC ,RC , Certify, Verify). 2

Proof Sketch of Theorem 4. For the static case, simply the use of signatures provides a satisfactory
time-space trade-off. That is, every indexed tuple in the certification imageRC is signed. The query
authentication schemeQAS(Q∈,RC) in this case is very simple:Auth signs all tuples inRC and sets
α to be all these signatures withV = ⊥; Res, along with the (positive) answer to an∈ query, returns
the corresponding tuples inRC(τ) and the corresponding signature; andVer simply verifies a number of
signatures.

For the dynamic case, the extensive use of signatures is not an efficientsolution, since because of the
updates on the setS, after every update all signatures have to be updated. Alternatively, signature amorti-
zation can be used, where only one digest of setRC is signed (incurringO(1) update (signing) cost). Two
alternative options for computing the digest of setRC are: (i) the use of a hash tree and(ii) the use of
an accumulator. The construction ofQAS(Q∈,RC) is straightforward and we omit here the details. Hash
trees have linear storage needs, logarithmic access, update and verification times and logarithmic proof size.
Dynamic accumulators, on the other hand, have linear storage needs, constant time verification and constant
proof, at an increased cost to support updates and processes (ofwitnesses). Note that the use of the trapdoor
information can only be used by algorithmAuth and not by algorithmRes for it would destroy the security
of the scheme. In [13] some interesting trade-offs between the update andprocess times costs are discussed
(e.g., one can achieve a

√
n trade-off). 2

E Consistency for Data Outsourcing in the Client-Server Model
We consider the problem of secure data outsourcing in a client-server communication model. In this setting,
aclientCl completely outsources a data setS that he owns to a remote, untrustedserverSer. S is generated
and queried through a series ofupdateandqueryoperations issued byCl. At any time, the clientCl keeps
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somestate informations that encodes information about the current state of the outsourced setS. Then the
communication protocol is as follows:

1. The clientCl keeps state informations and issues an update operation to the serverSer.
2. ServerSer performs the operation, i.e.,Ser accordingly updatesS to a new versionS′, and generates

a proof π, which is then returned to the clientCl. We writeπ ← certify(o, S, S′). We call the proof
π returned to the client aconsistencyproof.

3. ClientCl runs a verification algorithm, which takes as input the current states, the operationo and
the corresponding consistency proofπ and either accepts or rejects the input. If the input is accepted,
the states is appropriately updated to a new states′. We write{(yes, s′), (no,⊥)} ← verify(s, π).

We call the above protocol and pair of algorithms (certify, verify) andata outsourced scheme. We next
describe the security requirement we wish an data outsourced scheme to satisfy. Intuitively, we want the
scheme to satisfycorrectnessandconsistency, meaning that a correct behavior by the serverSer to any
operation will be accepted by the verification algorithm, but any inconsistency or misbehavior bySer with
respect to any single update operation will be immediately detected and rejected.

More formally, consider a data outsourced scheme(certify, verify) let operate(·, ·) be the algorithm that,
given the current setS and an operationo, performs the operationo and brings the file to the updated version
S′. WeS′ ← operate(o, S). Let τ = (o1, . . . , ot) be a sequence oft operations issued by the clientCl on an
initially empty setS0 and initial empty states = ⊥ and letS be the set after the last operation is performed.
We say thats is a consistentstate for seriesτ with respect to the scheme in consideration, ifs has been
computed by running algorithmsoperate, certify andverify sequentially for all operationso1, . . . , ot in τ .
In this case, we simply say thats is consistent withS.

Definition 16 (Security for data outsourced schemes.)Let (certify, verify) be a data outsourced scheme
with security parameterκ. Lets be any state that is consistent with the setS that corresponds to any series
of operations in an initially empty set, and leto be any operation. Then,(certify, verify) is said to besecure
if the following requirements are satisfied.
Correctness. Wheneverπ ← certify(o, S, operate(o, S)), then it holds that(yes, s′) ← verify(s, π). That

is, if the new operationo is performed correctly and the consistency proof is generated using algorithm
certify, then the verification algorithm accepts and computes the new states′ (which is consistent with
the new set).

Consistency.For any polynomial-time adversaryA, having oracle-access to algorithmscertify andverify,
that on input a setS and an operationo produces a consistency proofπ, whenever(yes, s′) ←
verify(s, π), then the probability that either(S′)← operate(o, S) does not hold ors′ is not consistent
with S′ is negligible in the security parameterκ. That is, assuming a polynomially bounded adversary
that observes a polynomial number of protocol invocations and then produces a pair of consistency
proofπ, if π for the new operationo is accepted by the verification algorithm, then with overwhelming
probability the operation has been performed correctly and the new state is consistent with the new
set.

According to this definition, if the clientCl starts from an empty set and outsources it to the server
Ser (through appropriate update operations) using a secure data outsourced scheme,Cl will end up with
a consistent state with the final data set. Thus, the data set is consistent with the history of updates and
all future operations will be verified. With respect to efficiency, we say that a data outsourced scheme is
time-efficientif the verification time is sub-linear in the data set size. We say that an authenticated storage
scheme is space-efficientif the state information stored by the clientCl is sub-linear on the data set size. We
say that it is space-optimal if the state information is of constant size.
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