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Abstract

We studyquery authentication schemeagorithmic and cryptographic constructions that previd
efficient and secure protocols for verifying the results oéiges over structured data in untrusted or
adversarial data distribution environments. We formadfirte the problem in a new data query and au-
thentication setting that involves general query typesvansd in the RAM model of computation, and
put forward a new approach for designing secure query atitla¢ion schemes that, through the new
concept ofquery certificationaims to authenticate thalidity of the answerrather than the entire pro-
cess that generates the answer. Our main results statdithattv authentication framework achieves
generality namely any query type admits a secure query authenticatbeme, and also supports an
important type ofmodularity, namely the authentication of general queries based onviilaagion of
relations over the data elements is reduced to the autlhéntioof set-membership queries. Thus, in ad-
dition to general possibility results under general asdiong and characterization results using existing
cryptographic techniques, we contribute a clear separdt@ween algorithmics and cryptography in
data-authentication protocol design, and sufficient dios for achieving super-efficient answer veri-
fication in time asymptotically less than the time needechaweer the query.

1 Introduction

Data authentication is a fundamental problem in data management, where wiwlsbign secure and
efficient protocols that prove the authenticity of computations in untrustediwersarial data distribution
environments. The problem is of both practical and theoretical importaioee and more in distributed,
pervasive or Internet computing, information is delivered through stetlicomputing entities, raising cru-
cial security threats with respect to data authenticity. From a theoretical gfoirgw, data authentication
introduces new dimensions both in the design of algorithms and in cryptogrdph one hand, known
data management and data structuring techniques often need to be reexamimev data dissemination
settings, where the data distributor and the data owner are different erffitigbe other hand, directly ap-
plying traditional and well-studied message authentication techniques foaudtantication—where data
cannot be treated as a whole—is often inadequate to provide efficietibsslu

Most of the existing work in the design of authentication protocols has é&stus authentication
schemes for verifying the results of specific query types, using expliogtcuctions that combine data struc-
turing techniques with related cryptographic primitives (mostly signaturesaskling). Being problem-
specific, the merging of algorithmics and cryptography usually leads to monpler and less modular
authentication schemes, with usually more elaborate associated securf; pooeover, although general
authentication methodologies for certain classes of queries do exist, ttintcate the query results by
essentially verifying step-by-step the computation that generates thergiesguethe entire search process
in the data structure), and they provide solutions only for the static caggewlo updates are allowed in
the data set. Therefore, the corresponding protocols are usuallyéetieal and more costly than needed.

In this paper we study data authentication over structured data, wheres dégaeminated by issuing
gueries, from a theoretical, protocol-design point of view. Our goal méwide a general authentication
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framework that advances the design of authentication protocols and aeful techniques for systemat-
ically building secure schemes. We depart from previous approaghpsoposing the decoupling of the
answer-verification process and the answer-generation processy/fquery types in a general query model
over dynamic data, and also separating the algorithmic and cryptograpmgooents in data authentication.
Aiming at general results, we use a very general computational model, ANerRodel, and a very
general data type and query model, where data is organized accordivegredational data model, slightly
modified to fit the RAM model. We provide a formal definition for the problemwuthanticating answers
to queries through query authentication schemia a setting where the (honest) data owner and the (mali-
cious) query responder are distinct entities, and where end-used ttast (the authenticity of) the answers
to their queries. Central idea in our work is the following: in contrast to @gghes that authenticate the
algorithm that answers a query, we propose an answer-basedaappubere only the information that is
sufficient (or necessary) for the answer verification is being auttegatic To achieve this, we introduce
the concept ofjuery certificationwhich models answer verification in the information theoretic model. In
particular, a certification data structure for a query type defines the fyipfobomation and corresponding
algorithms that are sufficient to verify the correctness of the answeryto@rcrete query. We identify the
inherent relationship between query authentication and query certifichtiod put forward a new approach
for data authentication: we show that for any query type we can build themticated data structure that
provides authenticated queries in the bounded computational model, byefiighing a certification data
structure for the same query type and then applying simple cryptograptstractions to its functionality.
Moreover, this transformation of any certification data structure to an aiithéed data structure, satis-
fies, by construction, an important property: to authenticate an answeyeioesial query, the authenticated
data structure can only use a query authentication scheme for set-meimlprsties, that is, protocols
that verify membership in sets (actually, only positive answers to thes&guero show this we introduce
the concept of (query) problem reducibility in data authentication. Infdymae say that query of type
A is authenticated reduced to query of tyBewhen a query authentication scheme fteads to a query
authentication scheme fot. We thus show an important reduction: any query problem in our quergmod
is authenticated reduced to the fundamental set membership prottrough for unstructured data (i.e.,
computations on memory cells) this reduction is implied by the results on memorygiwass by Blunet
al. [2], our reduction is the first known for structured data, and has,@shwew, some important conse-
guences, given that, at present, concrete cryptographic constisietkist only for set-membership query
authentication schemes (e.g., Merkle tree [23], its distributed extensigraj3l pne-way accumulators [6]).
Finally, by showing that for any query type there exists an efficient aatifin data structure, our au-
thentication framework contributes not only general possibility results ingbigd of efficient authenticated
data structures, but also a useful design tookiguer-efficientiata authentication, where verifying the an-
swer is asymptotically faster than answering the query. Indeed, althoagibtive completeness result is
proven by verifying the query-answering algorithm, thus extendingipusvpossibility results tgeneral
queries over dynamic datave demonstrate that super-efficient certification structures exiseftain query
types. This way, we can exploit the computational gap that is often olubbereveen answering a query and
verifying its answer (see, e.g., [14, 20]). Accordingly, using oumiea/ork super-efficient verification can
be achieved by designing new super-efficient certification structards; constructing new cryptographic
primitives for optimal (constant-time) set-membership verification, or by impgoemboth directions.

1.1 Related Work

Authenticated Data Structures. Extensive work exists on authenticated data structures [26], which model
the security problem of data querying in untrusted or adversarial emagats. This model augments a

This is inspired bycertifying algorithmg20], which study program-correctness checking in erroneous imgai¢ations.
2This is a non-trivial reduction, meaning that efficiency is preserveduimreduction. A trivial reduction authenticates the
answer to a query by authenticating all possible query-answer paiish ¥zt most query problems is a set of infinite cardinality.



data structure such that along with an answer to a query, a cryptognaatis provided that can be
used to verify the answer authenticity. Research initially focused on aighting membership queries
(mostly in the context of the certificate revocation problem), where varioteaticated dictionaries based
on extensions of thieash tredntroduced by Merkle [23] have been studied [1, 5, 16, 26, 30]. JA&itis
showed how the use dynamic accumulators can realize a dynamic authendicéitathry and in [14, 28]
schemes that use an interesting combination of hashing with accumulatoreseatpd that improve the
efficiency of one-dimensional authenticated range searching. Maorergequeries, beyond membership
gueries, have been studied as well, where extension of hash treesedriowauthenticate various queries,
including: basic operations (e.g., select, join) on databases [9, 25];rpatédching in tries and orthogonal
range searching [19], path queries and connectivity queries ohgeaq queries on geometric objects (e.q.,
point location queries and segment intersection queries) [15] and guerdML documents [8]. Our work
provides a useful framework for the design of new efficient autheeticdata structures of any query type.

General Authentication Techniques. There has been also substantial progress in the design of generic
authentication techniques, that is, development of general authenticetioaviorks that can be used for
the design of authenticated data structures for authenticating concreiesgoe design of general authen-
tication patterns that authenticate classes of queries. Work of this typeaBaaest In [19] it is described
how by hashing over the search structure of data structures in a sé&sfica broad class we can get au-
thenticated versions of these data structures. The class of data ssuststeh thati) the links of the
structure form a directed acyclic graphof bounded degree and with a single source nodejandjueries

on the data structure correspond to a traversal of a subdigra@tstdrting at the source. The results hold
for the pointer machine model of computation, where essentially the entirehsalgorithm is authenti-
cated. This way, an answer carries a proof that is proportional to #retséme spent for generating the
answer itself, and the answer verification has analogous time complexitymé&tied only handles static
problems. In [15], it is shown how extensions of hash trees can betasadhenticate abstract properties
of data that is organized as paths, where the properties are decomepogapthe properties of two sub-
paths can be combined to give the property of the resulting path. Also thergigttion of the general
fractional cascading data-structuring technique [7] is presentediddfigique can lead to authentication of
data structures that involve iterative searches over catalogs. Theyinglenodel is same as before, i.e., the
pointer machine model. Although, the techniques do not explicitly authenticatmthesponding search
algorithm, the complexity of the resulted authenticated data structures is ofnleeosder of magnitude as
the searching algorithm. Finally, in [29] a general technique is descriredesigning consistency proofs
for static committed databases—a different problem than data authenticatorever, the technique can
be extended to provide a general framework for designing also autaesatidata structures in the static case
(that actually enjoy additional properties). The authentication technigumikisto the one in [19]: the
searching algorithm that is used to produce the answer is authenticatedth&sised model is the pointer
machine; the RAM model can be captured ab@og M) overhead, wheré/ is the total memory used.
Our results operate on the RAM model, thus, they include a broader classho$tatic and dynamic query
problems and can lead to more efficient constructions, where the analidityvand not the algorithm is
verified. Finally, in [30] it is shown that for the dictionary problem andaased data authentication, the
querying problem and the authentication problem are equivalent. THat @uthenticated dictionaries of
sizen, all costs related to authentication are at least logarithmiciinthe worst case.

Consistency Proofs and Privacy. Recently, the study of an additional security property related to authen-
ticated data structures has been initiated. Assuming a more adversaria f@ethsetting, one can consider
the case where the data source can act unreliably. The new requitisrtient data consistency, namely, the
incapability of the data source to provide different, i.e., contradictoryfiable answers to the same query.
Buldaset al. [5] study this issue for hash trees and show how to enforce data comyigig augmenting
hash trees. In [24] zero-knowledge sets are introduced, wherevarpcommits to a value for a set and



membership queries can be verified by a verifier consistently (and inkeersledge). In [29] consistency
proofs are extended to range queries and where also sufficieritioasdare given for schemes to achieve
consistency. The works in [24, 29] provide privacy-preservingfieation.

Certifying Algorithms and Checking Primitives.  Extensive work on certifying algorithms [4, 10, 21, 22]
model a computational gap between the computation of a program and theatinifiof this correctness.

This is related with the idea behind our authentication framework. Our methodmaigcouple the search-
ing algorithm from the answer verification is modeled through a certificatitensteucture, defined in Sec-
tion 4, which can be viewed as an extension of methodology of the certifigiogidams for data structures.

Related also work appearsin [2, 3, 12, 27].

In Sections 2 we define our query model and in Section 3 we presentefinitional framework for
qguery authentication schemes, defining their security requirements. fiorséove introduce the certifi-
cation data structures which model the core concept in our authenticaioewirork of answer testability,
we provide a constructive proof of their existence and discuss the inmgertand of these structures as
expressed by the decoupling of the answer-verification and an®ameration processes. In Section 5 we
introduce the reducibility among authentication schemes and prove our maltsreSection 6 presents
additional applications of our framework. This extended abstract omitsaeyetails of our work, which
will appear in the full version of the paper. Proofs or sketches offgrace included in the Appendix.

2 Preliminaries
We first define our relation-based data querying model, which is bastree d®AM model of computation.

Definition 1 (Structured Data Set) A structured data séor, simply, adata sétS = (£, R) consists of:

(i) a collectioné = {Ey,..., E,} of sets of data elements such that, foK i < ¢, setE; is a subset

of a universel/;, and (ii) a collectionR = {Ry,..., Ry} of indexed sequences of tuples of data elements
such that, forl < i < k, sequence?; = (R;[1],..., R;[m;]) consists ofn; distinctp;-tuples fromE;, x

Lo X E]p wherel < j; < ... < j,, < tandp; < p for some integerg andm;. Thesizen of data set

S = (&,R) is defined as = 22:1 |E;|. Also, we assume thatk andp are constants (with respect t9.

Our definition shares concepts from the relational data model for damsese, e.g., [17]). A relation,
mathematically defined as a subset of the Cartesian product of sets, idlyyypmaed as a set of tuples of
elements of these sets. Our model actually uses indexed sequencesgfitapleach membek; of R is
an array of tuples, where each tuple can be indexed by an integer, vigtygyeneral data organization and
algorithmic paradigms are captured. For instance, a géaph (V, E) may correspond to data s&t =
(£,R), where€ = V andR consists of a single sequence of indexed pairs representing relatiedges
in G). More complex graphs, e.g., with edge directions, weights, costs cciatbdata elements, can be
represented by appropriately including new primitive data-element sétsind corresponding sequences
in R describing data elements’ structure and various relations among them xgdegles in Appendix B.)

Definition 2 (Querying Model) LetS = (£, R) be a structured data set. duery operatiorf)s on S is a
computable functio®s : @ — Ag, whereQ is the query space (the set of all possible quegie$ specific
type that can be issued abaotif and.Ag is the answer space (the set of all possible answers to queri§s on
drawn fromQ). Theanswerof a queryg € Q underQs is Qs(q) € Ag. An element € Ag of the answer
space is theorrect answefor querygq if and only ifQs(q) = a.

Observe that the above definitions capture general query opefatondata sets that are based on
relations. The only requirement is that any query in the query space isetidap@ unique answer in the

3Alternatively but less conveniently, query operati@p can be defined independently of the data%etuch that the answer to
queryq is Q(S, ¢). In this case, the query and answer spaces are also independent of



answer space and that any answer corresponds to somé gHenjinstance, iS¢ = (£, R) represents a
monotone subdivision of the plane into the polygons induced by the verticesdges of a planar gragh
the point location query operation maps a point in the plane (query) to thaairggion of the subdivision
(answer) containing it. Regarding the complexity of query answering,nserequire that query operation
Qs is efficiently computable. Typically, functio@s is evaluated on query € Q by a query answering
algorithm that operates ovérthrough an appropriate for the type of queriemuery data structure.

Definition 3 (Query Data Structure) A query data structur®(Qs) for query operatiom)s : Q — Ag
on data setS = (£, R) consists of a structured data sgfy, R¢), such that® C £, andR C Rg and
an algorithmAnswer, which on input a query € Q and data set€g, Rg) returnsQs(q) € Ag in time
polynomial inn and |¢| by accessing and processing tuplesRi? We write D(Qs) = (£g, R, Answer).

On input queryy, algorithmAnswer operates ovef through the use ab(Qs): by processing relations
in Rqg, Answer accesses relations i, evaluates conditions over elementsSirand produces the answer.
For instance, for a point location algorithm that is based on segment tré@parates on planar subdivision
Sc = (£, R), data set&g, Rq) represents a two-level search structure locating points in logarithmic time;
here, data sef; includes information about the regions defined by the edges of graph

A data setS is staticif it stays the same over time amynamicif it evolves over time througlipdate
operationsperformed onS. An update operatiofg for .S is a function that given an updagec ), where
Y is the set of all possible updates, results in changing one or more data &dem&and accordingly one
or more tuples irkR. If S is static (resp. dynamic), data $€k, R¢g) can be constructed (resp. updated) by
some algorithnConstrg, (resp.Update()) that runs on inpub' (resp.S andy € Y) in polynomial time inn.

Our data querying model achieves generality by combining the exprasswef relational databases
with the power of the RAM computation model. By using index-annotated relationgplex data organiza-
tions are easily represented and accessed. For instance, indireetsadd is supported by treating indexes
as a distinct data type which is includedénthus our model strictly contains the pointer machine model.

The cryptographic primitives that we use are presented in the Appendix A.

3 Authenticated Data Structures

In this section, we formally describe a general model for data authenticationtinsted and adversar-

ial environments by introducinquery authentication schemesryptographic protocols (algorithms that
use cryptography to satisfy certain properties) for the authenticatiorradrgl queries over collections of
structured data. Conceptually, query authentication schemes extendagotifistructures in that answer
validation is not performed in a collaborative setting; instead, the provetbmayversarial and answer ver-
ification is now achieved in the bounded computational model. In particulaaxeumine data authentication

in a non-conventional setting, where the creator (or owner) of a dais set the same entity with the one

answering queries about the set and, in particular, the data ownendbesntrol the corresponding data
structure that is used to answer a query. In this setting, an intermediatestedtparty answers the queries
about the data set that are issued by an end-user. We formally defineoithés of data querying.

Definition 4 (Three-Party Data Querying Model) Athree-party data querying modminsists of aource
S, arespondefR and auserl, where: (i) sourceS creates (and owns) a dynamic data $gtwhich is
maintained by query data structu@(Qs) for query operationQs : @ — Ag on S; (ii) responderR
storesS, by maintaining a copy ab(Qs) and some auxiliary information fas; (iii) user U issues queries

“Unique answers are used without loss of generality. Of course, therguary problems for whicl)s is a mapping not a
function. That is, more that one answers can exist for a given gienjnstance, a path query on a graph, given two vertices asks
for any connecting path, if it exists. We can appropriately augment teeycgpace for this type of queries to include the index of
the answer (according to some fixed ordering) that we wish to obtain.

°By Definition 1, for any data set€, R) of sizen, the total number of relations that exist B (and thus can be possibly
accessed bpnswer) is O(n?) = poly(n). This implies that the storage size of data(@tR ) is polynomially related to its size.



aboutS to responderR by sending toR a queryq € Q; (iv) on a queryq € Q issued by{, R computes
answera = Qs(q) and sends toU/; (v) on an updatey € Y for S issued by the sourcé, and D(Qgs) are
appropriately updated by andR.

The model achieves generality and has many practical applications.dregdata authentication, we
wish that the user can verify the validity of the answer given to him by theoreger. For this verification
process, we wish that the responder, along with the answer, givesuiseha proof that can be used in the
verification. To capture this verification feature, we define the notiongofeay authentication scheme

Definition 5 (Query Authentication Scheme) A query authentication schenfer query operationQs :

Q — Ag on structured data sef is a quadruple of PPT algorithm@eyG, Auth, Res, Ver) such that:

Key generationAlgorithmKeyG takes as input a security parametet, and outputs a key paiiP K, SK).
We write(PK, SK) «— KeyG(1").

Authenticator Algorithm Auth takes as input the secret and public K&y, PK), the query spac€ (or
an encoding of the query type) and data Seif sizen and outputs an authentication strimgand a
verification structure, thatis(a, V) « Auth(SK, PK, Q, S), wherea,V € {0, 1}*.

ResponderAlgorithm Res takes as input a query € Q, a data setS of sizen and a verification structure
V € {0,1}* and outputs an answer-proof pdit, p) < Res(q, S, V), wherea € Ag andp € {0,1}*.

Verifier Algorithm Ver takes as input the public key K, a queryqg € Q, an answer-proof paia, p) €
Ag x {0,1}* and an authentication string: € {0, 1}* and either accepts the input, returns 1, or
rejects, returns 0, that is, we have tHat 1} < Ver(PK,q, (a,p), a).

Updates For the dynamic case, we additionally require the existence of an updateitalg Authy; that
complements algorithrAuth and handles updates; nameBuyth; given updatey € ), it updates
the authentication string and the verification structufe!, V') « Authy (SK, PK, Q, S, y,a, V).

We now define the first requirement for a query authentication schenigh Wltorrectnessintuitively,

we wish the verification algorithm to accept answer-proof pairs gertelstehe responder algorithm and
these answers always to be correct. We also discusseth&ityrequirement of any query authentication
scheme. Starting from the basis that in our three-party data querying rtteelaket/ trusts the data source

S but not the respondeRr, it is the responder that can act adversarially. We first assumeRtlaivays
participates in the three-party protocol, i.e., it communicates i#mdi/, as the protocol dictates. Thus,
we do not consider denial-of-service attacks; they do not form areatitiation attack but rather a data
communication threat. HoweveR can adversarially try to cheat, by not providing the correct answer to
a query and forging a false proof for this answer. Accordingly, tloeisty requirement is that given any
query issued by, no computationally boundeR can reply with a pair of answer and an associated proof,
such that both the answer is not correct &hderifies the authenticity of the answer and, thus, accepts it.
The above requirements are expressed as the following two conditioggdoy authentication structures.

Definition 6 (Correctness) A query authentication schenfieyG, Auth, Res, Ver) is said to becorrectif
for all queriesq € Q, if (o, V) « Auth(SK, PK, Q, S) and additionally(a, p) <+ Res(q, S, V), then with
overwhelming probability it holds thdt«— Ver(P K, q, (a,p),«) andQs(q) = a.

Definition 7 (Security) A query authentication schenieyG, Auth, Res, Ver) for query operationQ)s :

Q — Ag on structured data sef is said to besecure if no probabilistic polynomial-time adversary,
given any query; € Q, public keyP K and oracle access to the authenticator algoritiuth, can output
an authentication stringy, an answeik’ and a proofp’, such that:’ is an incorrect answer that passes the
verification test, thatisy’ # Qs(¢) and1 « Ver(PK,q, (d’,p'), «). (See formal definition in Appendix C.)

Definition 8 (Authenticated Data Structure) An authenticated data structuf@r queries in query space
Q on a data sefS is a correctand securequery authentication schenf&eyG, Auth, Res, Ver), or, as it is
implied, a scheme where, given an authentication steingpr algorithm Ver it holds that, for all queries



q € Q, with all but negligible probability (measured over the probability space efrésponder algorithm):
Qs(q) = a ifand only if there existy s.t. 1 — Ver(PK,q, (a,p), ).

4 Certification Data Structures

In this section, we explore the decoupling of query answering and anv&nécation. We start by defining
the notion ofanswer testabilityformally expressed throughcertification data structure Intuitively, this
notion captures the following important property in data querying: queeyaijns on any data set return
validated answers that can be tested to be correct given a (minimal) sifitsgetcially selected relations
over elements of the data set. In essence and in an information-theorstg gearies are certified to return
valid answers; actually this holds in a safe way (i.e., cheating is effectivedlalved).

Definition 9 (Certification Data Structure) Let D(Qs) = (£g,Rqg,Answer) be a query data structure
for query operatiorQs : Q@ — Ag on data sefS = (£, R) of sizen. Acertification data structurfer S with
respecttaD(Qg) is atripletC(Qs) = ((£c, Re), Certify, Verify), where(Ec, R¢), called thecertification
imageof S, is a structured data set antertify and Verify are algorithms such that:

Answer tests: On input queryg € Q and data set$€g, Rq) and (¢, R¢), Certify returns answer, =
Qs(q) and ananswer test, which is a sequence of paifs, j), each indexing a tupl&;[j] of Rc.
Answer test defines a subs& (1) C R, called thecertification supporbf answera.

Answer testability: On input queryy € Q, data set(é¢, R¢), answera € Ag and answer test, Verify
accesses and process®yy relations inR(7) and returns eithef (rejects) orl (accepts).

Completeness:For all queriesq € Q, it holds thatVerify(q, Rc, Certify(q, (€9, Rq), (éc, Rc))) = 1.

Soundness:For all queriesqg € Q, answers, answer tests, whenVerify(¢, R, a,7) = 1, a = Qs(q).

Regarding complexity measures for certification data structuf@s), we say: (1)C(Qg) is answer-
efficientif the time complexityl'-(n) of Certify is asymptotically at most the time complexity(n) of

Answer, i.e.,Tc(n) is O(Ta(n)); (2) C(Qs) is time-efficient(resp. time super-efficientif the time com-

plexity Ty (n) of Verify is asymptotically at most (resp. less than) the time compl@&ity.) of Answer, i.e.,

Ty (n) is O(Ta(n)) (resp. o(T'4(n))); and analogously, (31 (Qs) is space-efficienfresp. space super-

efficient) if the space requiremefit:(n) of (¢, R¢) is asymptotically at most (resp. less than) the space

requirementSy (n) of (£g, Rq), i.e.,Sc(n) isO(Sq(n)) (resp.o(Sg(n))). If S is static, data sets¢, R¢)

can be constructed by some algoriti@@nstro that runs on inputS' in polynomial time inn.

For simplicity, the above definition corresponds to the static case. The dymasgccan be treated
analogously. Informally, an update algoritHopdate is responsible to handle updates in data$éty
accordingly updating”(Qs); that is, it produces the updated $€t., R;-) and, in particular, the set of
tuples whereR(. andR ¢ differ at. AlgorithmUpdate., additionally produces ampdate tesfas the answer
test above, a set of indices for tuplesTy) that validates the performed changes. Similarly, an update
testing algorithmUpdtest, on input an updatg € ), setR ¢, a set of tuples (changes®y) and an update
test, accepts if and only if the tuples correspond to the correct, accdadingew or deleted tuples iR ¢.
Similarly, we can defineipdate efficiencgndupdate-testing (super-)efficienfyr C'(Qs), with respect to
the time complexity ob/pdate andUpdtest respectively, as they asymptotically comparé&Jtaiate,.

Certification data structures introduce a general framework for studiatey querying with respect to
the answer validation and correctness verification. They support catitifn of queries in a computational
setting where the notions of query answering and answer validation acemmally and algorithmically
separated in a clean way. In particular, answer validation is braseglyon the certification imag&c, R¢)
of data setS = (£, R); the two data sets are related by sharing tuples, possibly, through a selasen.
Also, query certification dependsly on the certification support of the answer, i.e., sulset).

Our first result shows that for every query structure there is aneasfficertification structure, that is, a
completeness result showing that all queries can be certified withoutfleffsc@ncy.



Theorem 1 Any query data structure for any query operation on any structured siettadmits an answer-,
time-, update-, update-testing- and space-efficient certification datatste. (Proof in Appendix D.)

Discussion. Certification data structures are designed to accompany two-party dayapgatcols in the
straightforward way: partyl possesses data s€t%), Rg) and(Ec, R¢) and runs algorithn€Certify and
party B possesses data $€t, R¢) and runs algorithnVerify. The underlying dynamic sét is controlled
by B by creating update and query operations§oAlthough both operations are performed4atB is able

to verify their correctness. Thus, this setting moawlgified outsourced computatioat any point in time,
B maintains a correct certification image of outsourced'satowing verificationwithoutloss of efficiency,
by Theorem 1. And although its existential proof is trivial (both partiexetethe same algorithms on the
same data) yet, its significance is justified by that: (1) in addition to showing #fatifion 9 is meaningful,
Theorem 1 proves the feasibility of answer testability for any computableyguie general querying and
computational model; (2) time super-efficient certification is in generallfagsee Appendix B for some
specific examples) so outsourced computations are important, and (3) iouheédal-computational model
and using cryptography, certification data structures have importaticajgms to popular and practical
models of data querying, namelguthenticationand consistencyin third party models and space super
efficiency of certified outsourced computations in the client-server m&eeitions 5 and 6).

Relation to Certifying Algorithms.  Our certification data structures are related to and inspired by cer-
tified algorithms (see, e.g., [18, 20]). Both model the property of ansvetatidity (of a program or an
algorithm for a data structure) as distinct from algorithm execution. The diffarence, though, is that
here we model the intrinsic property of a data structure to provide prowdroéctness for verification pur-
poses. Certifying algorithms are designed to guard against an erimaplementation of an algorithm.
Definition 9 can be viewed as an extension of the theory of certifying algosit data structures: certifying
algorithms for data structures use the implementation of a data structure a& adstaend add a wrapper
program to catch errors; instead, here, the data structure is augmefdetitime query certification.

5 Authentication Reductions and General Authentication Results

We are now ready to use the definitional framework of the previous secéind describe and prove the
main results of our work. The road map is as follows. First we introducedtiemof reducibility in data
authentication, namely by defining reductions between query authenticatiemss. We then prove, using
our framework of certification data structures, that the authenticationyofjaery in our model is reduced
to the authentication afet membershigueries. In fact, we need to authenticate only positive answers—that
is, relatione and not¢ needs to be authenticated. We then present implications of this result, in terms of
concrete constructions. Using certification structures, we provide erglemethodology for constructing
correct and secure query authentication schemes and we show tisaiaioly structure for any query type in
our querying model can be transformed into an authenticated data struktswe based on super-efficient
query certification, we develop a new approach for data authenticatimrewnly the information necessary
for the answer verification is authenticated, and not the entire informatexhmssearch algorithm, which
leads to a powerful framework for the design of authentication strucwitbsuper-efficient verification.
LetQAS(Qgs, S) denote a query authentication scheme (or QAS) for query oper@iiand data sef.
Intuitively, authenticated reductions among QASs allow the design of a Qg ns other cryptographic
tools but what another QAS provides and in a way that preservesctiogss and security.

Definition 10 (Reductions of Query Authentication Schemes) et .S and S’ be data setsQs : Q@ — Asg,
QY : @ — A be query operations o and S’ respectively, and) AS(Qs, S) = (KeyG, Auth, Res, Ver),
QAS(QYs,S") = (KeyG', Auth’,Res’, Ver') be query authentication schemes g on S and Qy on S’
respectively. We say th&AS(Qg, S) is authenticated reduced QAS(QY, S’), if key generation algo-
rithms KeyG and KeyG’ are identical, QAS(Qs, S) uses the public and secret keys generatedbyG



never explicitly but only implicitly through black-box invocations of algorithmsith’, Res’ and Ver’, and
QAS(Qs,S) is correct and secure whenev@d S (Q’, S’) is correct and secure.

A general query authentication scheme. Let S = (£, R) be a structured data set af : Q — Ag

be any query operation. Lé(Qs) = (£g,Rqg,Answer) be a query data structure fg}s. By Theo-
rem 1, we know that there exists a certification data strudf(@s) = ((€c¢, R¢), Certify, Verify) for S

with respect toQs. Let Qc : Q(R¢) — {yes,no} be the set membership query operation, where the
query spac®(R¢) is the indexed tuples that exist . Assuming the existence of a secure and correct
QAS(Qe, Re) = (KeyG', Auth’, Res’, Ver’), we next construa AS(Qs, S) = (KeyG, Auth, Res, Ver), a
query authentication scheme Qi and.S, parameterized b§) AS(Qc<, R¢) for set membership queries.

(A) Key-generation algorithm. By definition it is the same aseyG/, thus,SK = SK' andPK = PK’.

(B) Authenticator. The authenticator algorithruth usingS andConstro computes the structured data
setSc = (¢, Re) of the corresponding certification structréQs) = ((Ec, R¢), Certify, Verify). Then
Auth runs algorithmAuth” on inputSK’, PK’, Qc andR¢. That is, algorithmAuth computes the pair
(o/, V') « Auth’(SK’, PK’, Q¢, R¢), and themuth outputs(a/, V').

(C) Responder. The responder algorithiRes first computes the structured data sgts= (£, Rg) and
Sc = (£c, R¢) usingS and algorithmgonstrg andConstrc. Then, on inpuy, Sg andSc it simply runs
algorithm Certify to produce its paifa, 7). ThenRes constructs the certification supp@i-(7) of answer
a by accessing s« with the use of indices im. For every tuple< ¢ > in R¢, algorithmRes runs the
responder algorithnRes’ on inputs< ¢ >, R¢ andV’ to get(a’(t),p'(t)) « Res'(< t >, R¢, V') and,
if (t1,...,t,) is the sequence of tuples accessed in t&ed,creates sequenge = (p/(t1),...,p (t;)),
setsp = (1, Re(7),p') and finally outputga, p).
(D) Verifier.  The verifier algorithnmVer first checks if the proop and answew are both well-formed and,
if not, it rejects. Otherwise, by appropriately processing the pppafgorithmVer runs algorithmVerify on
inputsq, R (1), a andr. Whenever algorithnVerify needs to access and process a tuplg >, where
< t; > is thei-th tuple accessed bVerify, algorithmVer runs algorithmVer’ on inputsPK’, < t; >,
(yes,p/(t;)) anda’ and if 0 « Ver' (PK', < t; >, (yes,p/(t;)), '), algorithmVer rejects. Otherwiseyer
continues with the computation. Finaller accepts if and only i¥erify accepts.

We have thus construct&gAS(Qg, S), whereQs is a general query operation of sgtparameterized
by QAS(Qe, R¢), whereQc is the set membership query operation &hd is the certification image of
with respect to the certification data structure in use. We can show the foj oesuilts.

Theorem 2 Let QAS(Qe, R¢) be any query authentication structure for set membership queries and
QAS(Qs, S) our QAS as constructed above. For any query operafjgrand any data sef, QAS(Qs, S)
is correct and secure ) AS(Qc, R¢) is correct and secure. (Proof in Appendix D.)

Theorem 3 For any query operatioid)s on any data sef, there exists a secure and correct query authen-
tication structureQ AS(Qs, S) based on a certification data structuéQs). Moreover,QAS(Qs, S) is
authenticated reduced to any secure and correct query authenticatiactige Q AS(Qc, R¢) for the set
membership query operatidp on some certification image ¢ of C(Qs). (Proof in Appendix D.)

We now show what are the implications of Theorems 2 and Theorem 3 in tertmeefand space
complexity. First, let us define the cost measures that are of interest ierg guthentication scheme
QAS(Qs,S) = (KeyG, Auth, Res, Ver) for a set of sizen. Let T,(n), T,(n), T,(n) denote the time
complexity of algorithmsAuth, Res and Ver respectively,S,(n), S,(n) denote the space complexity of
Auth, Res. Also for QAS(Qc, Rc) = (KeyG', Auth’, Res’, Ver'), let T\ (n), T!(n), T!(n) denote the time
complexity of algorithmsAuth’, Res’ andVer' respectively,S’ (n), S.(n) denote the space complexity of
Auth’, Res’. Recall from Section 4 that for certification data structi(@)s) = ((€c, R¢), Certify, Verify),
Ta(n), Tc(n), Ty (n), Sg(n) andSc(n) denote various time and space complexity measures. Algorigt
denote the proof size iIQ AS(Qs, S) andp’(n) the proof size I AS(Qc, R¢). We have the following.
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Lemma 1 LetS be a structured data set ard(Qs) = ((£c, Re), Certify, Verify) be a certification data
structure forS. Letn be the size of and letm(n) = |R¢| denote the size of the certification image and
s(n) = |Rc(7)| the size of the certification support of an answer.

For any query operatiod) s, the query authentication scher@eAS(Qs, S) = (KeyG, Auth, Res, Ver)
that is based o) AS(Qc, Rc) = (KeyG', Auth’, Res’, Ver’) and uses certification data structué®Qs)
has the following performance:

1. wrt. timeT,(n) = O(T,(n)), T.(n) = O(s(n)T.(n) + Tc(n)), Ty(n) = O(s(n)T,(n) + Ty (n));
2. w.rt. space complexitg, (n) = O(S,,(n) + n + m(n)), Sy(n) = O(S.(n) + Sg(n) + m(n));
3. w.rt. proof sizep(n) = O(s(n)p'(n)).

We can now use the above Lemma to have general complexity results in terras drameterized
query authentication schenigAS(Qs,.S). By appropriately choosing known (secure and correct) con-
structions for authenticating set membership queries we can achieveoffadet the efficiency of general
query authentication schemes. Here, we are interested only in asymptdyisiginamitting improvements
of constant factors. So, we only study the related costs with respect &ettszen and not the exact
implementation of the cryptographic primitives.

Theorem 4 Assume the settings of Lemma 1. For any query oper&igrthe query authentication scheme

QAS(Qs,S) = (KeyG, Auth, Res, Ver) that is based on query authentication scheS(Qc, R¢c) =

(KeyG', Auth’, Res’, Ver’) and uses certification data structuf®Qs) has the following performance.

Static Case: Using only signatures, we have the following performance: w.r.t. time coiplé¥(n) is
O(m(n)), Tr-(n) is O(s(n) + Te(n)), Ty(n) is O(s(n) + Ty (n)); w.r.t. space complexity§,(n) is
O(n +m(n)), Sr(n) is O(Sg(n) + m(n)); w.r.t. the proof sizep(n) is O(s(n)).

Dynamic Case: Using signature amortization, we have the following performance:

Hash Tree: w.r.t. time complexityl;, (n) isO(m(n)), T, (n) is O(s(n) logn+Tc(n)), Ty(n) isO(Ty (n)+
s(n)logn); w.rt. space complexityy,(n) is O(n + m(n)), Sy(n) is O(n + Sg(n) + m(n)); W.rt.
the proof sizep(n) is O(s(n) log n); if k tuples are updated, these can be handle@ i log n) time.

Dynamic Accumulator: w.r.t. time complexityl;,(n) is O(m(n)), T (n) is O(s(n)y/n + Tc(n)), Ty(n)
is O(s(n)+Ty(n)); w.r.t. space complexity,(n) is O(n+m(n)), Sy(n) is O(n+ Sg(n) +m(n));
w.r.t. the proof sizep(n) is s(n); if k tuples are updated, these can be handle@{#&+/n) time.

By Theorem 3, all query operations can be authenticated in the threeguéinentication model given
a corresponding certification structure. Theorem 4 gives a detailedlewityanalysis of the authenticated
data structures derived by the corresponding query authenticatiemssh The complexity for query au-
thentication depends on the complexity of the query certification used. uitgéold for the RAM model
of computation, which strictly includes the pointer machine model and, by €hedr all query problems
that have a query data structure have a certification data structure,uhtesalts generalize and improve
previous known possibility results. Additionally, our framework providesights for super-efficient verifi-
cation, as described in the following meta-theorem (in [14], we exhibit semiits for 1D range searching).

Theorem 5 Let S be a structured data set and; be a query operation of. If there exists a time (space)
super-efficient certification data structure f@g, then there exists a time (space) super-efficient authenti-
cated data structure fof) g.

6 Applications of Our Framework

We discuss, rather informally, due to space limitations, three additional afipfisaf our framework.

We have seen how certification data structures support outsourceditaiiops in data querying. In
the bounded computational model, we can actually also acktevage outsourcingvhere the certification
image (¢, R¢) of data setS is entirely outsourced to an untrusted entity. Consider a certification data
structure, where partyl (outsourcer) run€ertify and partyB (source of data) rungerify. It is possible for
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B to store only a cryptographic commitment(@f-, R ) and still be able to verify its integrity throughout
a series of updates on an initially empty $et We refer to this property asonsistency data sourceB
checks that any update ¢f) and thus oréc, R¢), is in accordance with the history of previous updates.
The idea is to use cryptographic primitives (e.g., hashing) that provide commgmé sets, subject to
which membership can be securely checked. The following result finglscapons in the popular and
practicalclient-server data outsourcingnodel, where a client (small computational deviéd,uses space
super-efficient protocols to check its data that resides at a remote ttndted server4) (see Appendix E).

Theorem 6 In the bounded computational model, any certification data structure eanansformed to a
secure, consistent, space-optimal data outsourced scheme in thesdi@at-communication model.

The above result is of independent interest but can be actually applieiddeparty data authentication.
In Section 3, the data source stores the certification image, whereaspghadesstores the data set and the
certification image (partieB and A in our previous discussion). We see that using a secure data outdource
scheme, the data source can oursource the certification image to thedeispod still be able to check that
the data set is correctly maintained and space-optimality is achieved at thedata &Gimilar to [2]).

Additionally, using the distributed Merkle tree construction over peer-g-petworks in [31] (it re-
alizes a distributed authenticated dictionary that is a sedisteibuted query authentication scheme for
membership queries) and the results of the previous section, we get thjaeaks can be authenticated
even when the responder is a distributed peer-to-peer network.

Theorem 7 For any query operation on structured data sets there exists a spaoeadfat the data source
side) and distributed (at the responder side) authenticated data structure
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A Definitions of Cryptographic Primitives

We now overview some cryptographic primitives that are useful for mposition. We give a definition of

a signature scheme as in [11], which has become the standard definitiecuoitys for signature schemes.

Schemes that satisfy it are also known as signature schemes secustadgitive chosen-message attack

A function v : N — R is negligibleif for every positive polynomiap(-) and for sufficiently large,

v(k) < Wlk)'

Definition 11 (Signature scheme)The triple of PPT algorithms$G(-), Sign(.(+), Verify (-, -)), whereG

is the key generation algorithngign is the signature algorithm, anWerify the verification algorithm,

constitute a digital signature scheme for a family (indexed by the publi¢’#€y of message space!, .

if the following two properties hold:

Correctnesslf a messagen is in the message space for a given public Rdy, and S K is the correspond-
ing secret key, then the output $ign ¢, () will always be accepted by the verification algorithm
Verify p . More formally, for all valuesn andk:

Pr[(PK,SK) — G(1%);0 «— Signgg(m) : m — Mpg A —Verifypy(m,o)] = 0.

Security Even if an adversary has oracle access to the signing algorithm thaide®signatures on mes-
sages of the adversary’s choice, the adversary cannot creatdic signature on a message not
explicitly queried. More formally, for all families of probabilistic polynomial-timade Turing ma-
chines{A,(C')}, there exists a negligible functior{k) such that

Pr((PK,SK) — G(1%); (Q,m, o) «— A7) (1F) .
Verifyprc(m, o) = 1A =30’ | (m,0') € Q)] = wv(k).

A cryptographic hash functioh operates on a variable-length messddeproducing a fixed-length
hash valuey(M). Moreover, all the desired security results are achieved by meawlision-resistance
an additional security property required for hash functitonA cryptographic hash function is called
collision-resistanif (i) it takes as input a string of arbitrary length and outputs a short string(iani is
infeasible to find two different strings # y that hash to the same value, i.e., forroadlision h(z) = h(y).
For completeness, we give a standard definition of a family of collisionteegibash functions.

Definition 12 (Collision-resistant Hash Function) Let H be a probabilistic polynomial-time algorithm

that, on inputl”, outputs an algorithnh : {0,1}* +— {0,1}*. ThenH defines a family of collision-

resistant hash functions if:

Efficiency For all h € H(1%), for all = € {0,1}*, it takes polynomial time i& + |x| to computeh(z).

Collision-resistanceFor all families of probabilistic polynomial-time Turing machingdy }, there exists a
negligible functiorv(k) such that

Prh «— H(1F); (x1,20) «— Ap(h) = x1 # 29 A h(z1) = h(29)] = v(k).

We shall use a cryptographic collision-resistant hash funétimcompute the digest of a structured data
setS = (£, R). For this, we assume some fixed, well-defined binary representationyatada element
in £, so thath can operate on. That is, we over-notatk to operate on data elements. Also, we assume that
rules have been defined so tliatan operate over any finite sequence of elements. That is, we, essentially
further over-notaté to also denote enulti-variatehash function. In particulaf,(e;, , e;,, ..., €;, ) is used to
represent a hash value computed from elements;, , ..., e;,, what we call a digest of these elements using
hash functiom:(-). For now, we leave the exact definition of the multivariate extensiol efispecified.
For instancep(e;, , €, -.., €;, ) May denote thak(-) operates on the concatenation of some well-defined
and fixed-size binary representation of elemenfse;,, ..., ¢;, or on the concatenation of the individual
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hashes using(-) of some well-defined binary representation of elementse;,, ..., e;,. In both of these
examplesh essentially operates on one binary stringvhere the cost of the operationfobn o is at least
proportional to the its lengtfr|.
The following cryptographic primitive is based on the Merkle hash tree [23]
Definition 13 (Hash Tree) For a set ofn elements a hash tree is a binary tree, where each node stores a
hash value computed using a collision-resistant hash function. At le&istbeé hash of the corresponding
element is stored; at internal nodes the hash of the concatenation oa#iirevialues of the children nodes.
Finally, we review dynamic accumulators. We here use a standard definitidargo the one in [6].
Definition 14 ((One-way) Dynamic Accumulator) An accumulator for a family of inputsty, } is a family
of families of functiong/ = {F}} with the following properties.
Efficient Generation There is an efficient algorith@en that on inputl” generates a random elemefit
of F, an auxiliary informationaux ¢ and a trapdoor informatiorirdy. Bothaux; andtrd; have
sizes that are linear ir.
Efficient Evaluation Functionf is a computable functiofi : A, x A}, where Ay, an efficiently samplable
set of accumulation values amt., the proposed set of elements to be accumulated, constitute the
input domain off. Function f is polynomial-time computable given the auxiliary informatian: ;.
Quasi-Commutativity Forall f € Fj, a € Ay andzy, z2 € A}, it holds that

f(f(aa :1:1),1‘2) = f(f(a’xQ)v :El)'

WitnessesLeta € Ay andz € &j,. Avaluew € Ay is called awitnessfor « in a, underf, if a = f(w, x).
Updates Let X C &}, z € X, ap,ax,w € Ay, such thatf(ap, X) = f(w,z) = ax. LetOP =
{insert, delete} be the set of update operations on Zgtsuch thatnsert(z) = XU{z},z € Xp—X
and delete(z) = X — {z}, = € X. An one-way accumulator is dynamic if there exist efficient
algorithmsU,,,, W,,,, op € OP, such that:
o Uy(trps,ax,T) =ax € Ay suchthaug = f(ao,op(Z)), thatisag = axuz Oragx = ax—z,
o Wop(f,auzys,ax,ax,x,z) =w € Ay suchthaiayg is as above and ¢ = f(w', z).
Security An accumulator is one-way (secure) if the following holds true.A’]eb< X/ denote the domains
for which the computational procedure for functigre F;, is defined. That s, in principleé,l} o Ay
and X, O A}, For all probabilistic polynomial-time adversariesdvy,

Pr[f < Gen(lk);ao — Ay (z,w, X) « Advi(f,auxys, Af,ag) :
X CXwe Ao € Xpsx ¢ X; f(w,2) = f(ao, X)) = v(k).

B Time Super-Efficient Certification of Data Structures

We describe examples of time super-efficient certification data structurttsgr justifying the importance
of the notion of answer testability. For time super-efficient certification &iras, although the certification
image may be as large as the query structure, the certification supportarigiver to any query has size
asymptotically less than the “searching trail” of the query answering algorithswer. In this case, a
super-efficient certification data structure exploits this gap in certifyirggigs.

A very simple case is the dictionary problem, whéfe= (£, R) is an ordered key-value set of size
n: £ is a setK of n key elements with a totally ordering and a $ebf n values, andR consists of two
indexed relations, the key-value relatifixy, and the successor relatidly over keys. The query operation
Qs has query space the universe that key elements are drawn from swdrapace the set of all possible
key-value pairs; to any query (key) Qs maps the answer (key-value paff),v) if ¢ = k, ¢ € K and
(k,v) € Riy (v is the value ofk), or the answerl (denoting negative membership answer) if no such
condition is satisfied. Consider any search tree that implements the dictiameny dpta structure. Then
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the set(£g, Rq) of a query data structure is an augmentatioiiéofR ), for instanceg now includes tree
nodes and pointers, @, now includes the node-data and parent-child relations. There exists a f@e su
efficient (and space-efficient) certification data structure for the diatioproblem. Set€-, R¢) is simply
(£,R). On input a query;, algorithm Certify returns as an answer test the indiceskip of two tuples:

if ¢ € K, the indices of tuple< ¢, suc(q) > of the successor relatioRg and of tuple< ¢,v > of the
key-value relationR iy are returned, otherwise, the indices of tuptes;, suc(z) >, < y, suc(y) >€ Rg,
such thatr is the maximum element angis the minimum element satisfying < ¢ < y, according to the
total order of K. Algorithm Verify, accesses these tuples and accepts or rejects accordingly. Forengtanc
a = 1 and the indices of two tuples z, suc(z) >, < y, suc(y) > of the successor relation are in answer
testr, then it accepts it < ¢ < y andsuc(x) = y; Verify rejects in all other cases.

It is easy to see that the completeness and soundness conditions holdotéAthat the soundness
property depends on both the answer testing algorittenify and on the certification imag&€c, R¢).
For instance, although a different (than the successor) relation catisflyshe completeness property, this
choice may not satisfy soundness. For instance, the “odd-ranketitfe” relation (two keys have ranks in
the sorted sef with odd difference), which includes the successor relation, satisflggr@completeness
condition. Note thafly,(n) = O(1) althoughT'4(n) = O(logn); alsoSc(n) = O(Sg(n)) = O(n).
The dynamic extension of this certification data structure is straightforwafe .note that the successor
relation can be used to support in a very similar way a time super-efficieificadion data structure for
one-dimensional range searching.

Also, consider the point location problem, where we ask to find the regiamplainar subdivision of size
n containing a given query point. Using existing efficient point-location dtigms point location queries
can be answered in tim@(log n). A time super-efficient certification data structure stores the trapezoidal
decomposition of the subdivision. Each trapezoid is expressed as a tiipke data elements: two vertices
(defining the top and bottom sides), two edges (defining the left and iidgd)s and a region (containing
the trapezoid). The answer test is the index of the trapezoid containingutrg point, which can be
computed by a simple modification of the query algorithm. The inclusion of thearsvint in the answer
test trapezoid is tested if(1) time. That is, again7y (n) = O(1) althoughT's(n) = O(logn). This
certification data structure has also a dynamic extension. Additional exainplede data structures for
other geometric problems (e.g., convex hull) and also index structuresiéoieg on relational databases,
where, for instance, the correctness of the results of complex SQL fygpeedes (“SELECT(-), FROM
(1), WHERE(+)") seems to be verifiable independently of the searching through multi-dinexisiee-like
index-structures (thus, with time complexity that is better by at least a logaritlactiarj.

C Formal Security Definition for Query Authentication Schemes

Definition 15 (Security — Formal version of Definition 7) Let (KeyG, Auth, Res, Ver) be a query authen-
tication scheme for query operatidps : Q — Ag on structured data sef. We say that query authen-
tication scheméKeyG, Auth, Res, Ver) is securef no probabilistic polynomial-time adversapy can win
non-negligibly often in the following game:
1. Akey pair is generated:
(PK,SK) « KeyG(1").

2. The adversary is given:
e The public key? K as input.
e Oracle access to the authenticator, i.e., for< i < poly(k), where poly-) is a polynomial,
the adversary can specify a data $gtof sizen and obtain(«;, V;) «— Auth(SK, PK, Q,S;).
However, the adversary cannot issue more than one query with thesdata That is, for all
i # j,Si # 5.
e Aqueryqg € Q.
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3. At the endA outputs an authentication string, an answew’ and a proofp.

The adversaryinsthe game if the following violation occurs:

Violation of the security property:The adversary did manage to construct an authentication stirig
such a way, that given a quegye Q, the adversary outputs an incorrect answer-proof pait, p’)
that passes the verification test. Namely, the adversary wimisaébf the following hold:

e The authenticator was never queried wihand yet the verification algorithm does not reject,
i.e.,1 < Ver(PK,q,(d,p), ).

e The authenticator was queried withand yeta’ # Qs(q) and the verification algorithm ac-
cepts, i.e.l — Ver(PK,q,(d,p), a).

D Proofs

Proof of Theorem 1. We first discuss the static case. L%t (£, R) be a structured data set of sizand
Qs : Q — Ag be a query operation afi. Let D(Qs) = (£g, Rg, Answer) be a query data structure for
Qs. We now describe a certification data structGi&)s) = ((£c, R¢), Certify, Verify) for .S with respect
to query data structur®(Qgs). First we setf(Ec, Rc) = (£g,Rq). Algorithm Certify is an augmented
version ofAnswer. Given a query; € Q and set§€c, Re), (£, Rq), Certify creates an empty sequence
7 of indices of tuples iR and then it runé\nswer on input(q, (£, R¢)) to produce the answeps(q).
Also, any time algorithmAnswer accesses a tuplg;[j] in R, algorithmCertify adds(i, j) to the end of
sequence-. WhenAnswer terminates, so doeGertify, and returns the output = Qg(q) produced by
Answer and sequence as the corresponding answer test.

We define algorithnVerify as an augmentation éfhswer operating as follows. On input a queye Q,
set(&c, Re), an answer and a sequence, algorithmVerify starts executing algorithnswer on input
(g, (g, Rq)) and checks the execution Ahswer subject to sequence That s, each timAnswer retrieves
atupleR;[j] in (£g, Rq), Verify removes the first element efand compares it t¢i, j), rejecting the input
if the comparison fails. WheAnswer terminates, the answer computed Ayswer is compared with the
answer provided as input: if the two answers agree (are equal)Mééfiy accepts its input, otherwise it
rejects.

We now show that the completeness and soundness conditions are safisfigaleteness is easily seen
to hold, since the tuple-access trail of the same—correctly implementing gpergtmn() s—algorithm
Answer on executions of the same input is tested by algorittemify. Thus, we are guaranteed tiatrtify
reports the correct for its input query answer and an answer tesvkieat feeds the computation @érify
does not lead to rejection. With respect to soundness, we easily seeistraghirement also holds: when
algorithm Verify accepts on inputg, R, a, ), then it is always the case that= Qs(q). Indeed, when
operating on the valid data set and on ingutalgorithm Answer returns the unique, correct answer for
g. Finally, it is easy to see that our certification data structure is answer-, gintkspace-efficient. This
follows from the fact that for any inputSertify and Verify do a total amount of work that is only by a
constant factor more than the work Afiswer, thusT¢(n) = O(T4(n)) andTy (n) = O(Ta(n)), and the
factthat(Ec, Rc) = (€, Rq), thusSc(n) = O(Sg(n)). Observe that each pdif, j) in the answer test
is accessed in constant time.

The dynamic case is treated analogously. This time instead of the queryrangsalgorithmAnswer,
we augment the update algoritidpdate, of the query data structure to define the update and the update
testing algorithmsypdate andUpdtest respectively, of certification data structuré)s). The complete-
ness, soundness and complexity properties hold in a similar way as in the atatict

Proof Sketch of Theorem 2. We start by first discussing the correctness property. Supposeuést q
authentication schem@eyG', Auth’, Res’, Ver’) is correct. We want to show thé&KeyG, Auth, Res, Ver)
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is correct. This easily follows from checking that the verifiér does not reject when given an answer-
proof pair from the respondedRes, for any query issued . Indeed, from the completeness property
of the certification data structure the answer testing algorkenify does not reject, and additionally the
correctness ofKeyG’, Auth’, Res’, Ver’) guarantee thafer does not reject because of a rejectiorvay’.

For the security we argue as follows. Suppose that/G’, Auth’, Res’, Ver) is secure. Assume that
(KeyG, Auth, Res, Ver) is not secure, then with overwhelming probability resporiRisresponds to a query
g € Q incorrectly but still the verifieNer fails to reject its input. Based on the soundness property of the
certification data structure in use, we must admit that it is not algor@hrtify that cheats the verifier, that
is, it is not the indices in sequeneethat cause the problem, but rather the fact that algoritfenify runs
on incorrect data. Then there must be at least one tugi-irthat although it was verified to be a member
of R¢ itis not authentic, meaning that its index is correct but one or more of theetiateents in the tuple
have been (maliciously) altered. We thus conclude that for at least @ng e verification algorithriver’
of query authentication schenieyG’, Auth’, Res’, Ver’) failed to reject on an invalid query-answer pair.
This is a contradiction, since this scheme is assumed to be secure.

Proof Sketch of Theorem 3. The result follows by our constructioQ AS(Qs, S) and the fact that
there exist secure query authentication sche@4s(Qc, -) for membership queries on any data set: in
particular, digital signatures, Merkle’'s hash tree and one-way acctonsilprovide a correct and secure
implementation of AS(Qc¢,-). O

Proof Sketch of Lemma 1. It follows directly by the construction o) AS(Qs,S) and the use of
QAS(Qe,R¢c)andC(Qs) = (Ec, R, Certify, Verify). O

Proof Sketch of Theorem 4. For the static case, simply the use of sighatures provides a satisfactory
time-space trade-off. That is, every indexed tuple in the certification ifidgds signed. The query
authentication schem@AS(Qc<, R¢) in this case is very simpleAuth signs all tuples iR and sets

« to be all these signatures with = 1; Res, along with the (positive) answer to an query, returns

the corresponding tuples iR(7) and the corresponding signature; avet simply verifies a number of
signatures.

For the dynamic case, the extensive use of signatures is not an effiolatibn, since because of the
updates on the sef, after every update all signatures have to be updated. Alternativehgtsig amorti-
zation can be used, where only one digest offgetis signed (incurring)(1) update (signing) cost). Two
alternative options for computing the digest of &t are: (i) the use of a hash tree aritl) the use of
an accumulator. The construction@HAS(Q<, R¢) is straightforward and we omit here the details. Hash
trees have linear storage needs, logarithmic access, update and tenificaes and logarithmic proof size.
Dynamic accumulators, on the other hand, have linear storage neesfgridimme verification and constant
proof, at an increased cost to support updates and processdm@dgses). Note that the use of the trapdoor
information can only be used by algorithiuth and not by algorithniRes for it would destroy the security
of the scheme. In [13] some interesting trade-offs between the updatg@rebs times costs are discussed
(e.g., one can achieve\gn trade-off). O

E Consistency for Data Outsourcing in the Client-Server Model

We consider the problem of secure data outsourcing in a client-semvengnoication model. In this setting,
aclientCl completely outsources a data $ethat he owns to a remote, untruststverSer. S is generated
and queried through a serieswgfdateandqueryoperations issued by/l. At any time, the clientCl keeps
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somestate informatiorns that encodes information about the current state of the outsourcéd $ken the
communication protocol is as follows:

1. The clientC' keeps state informationand issues an update operation to the sefver

2. ServerSer performs the operation, i.eSer accordingly updateS to a new versiory’, and generates

aproof 7, which is then returned to the clie6tl. We writer «— certify(o, S, S"). We call the proof
7 returned to the client eonsistencyroof.
3. ClientC1 runs a verification algorithm, which takes as input the current statee operatiorv and
the corresponding consistency praoénd either accepts or rejects the input. If the input is accepted,
the states is appropriately updated to a new stateWe write { (yes, s’), (no, L)} « verify(s, 7).

We call the above protocol and pair of algorithmsr{ify, verify) andata outsourced schem#/e next
describe the security requirement we wish an data outsourced schenisfio $atuitively, we want the
scheme to satisfgorrectnessand consistencymeaning that a correct behavior by the serger to any
operation will be accepted by the verification algorithm, but any inconsigtenmisbehavior bySer with
respect to any single update operation will be immediately detected and rejected

More formally, consider a data outsourced schéeeetify, verify) letoperate(-, -) be the algorithm that,
given the current sef and an operation, performs the operatiomand brings the file to the updated version
S’. We S’ «— operate(o, S). LetT = (o1, ..., 0) be a sequence obperations issued by the cliefif on an
initially empty setSy and initial empty state = 1 and letS be the set after the last operation is performed.
We say thats is aconsistentstate for series with respect to the scheme in considerations Has been
computed by running algorithmsperate, certify andverify sequentially for all operations, . .., o; in 7.

In this case, we simply say thais consistent withs.

Definition 16 (Security for data outsourced schemes.) et (certify, verify) be a data outsourced scheme

with security parametet. Lets be any state that is consistent with the Sehat corresponds to any series

of operations in an initially empty set, and kebe any operation. Thericertify, verify) is said to besecure

if the following requirements are satisfied.

Correctness. Wheneverr < certify(o, S, operate(o, S)), then it holds thafyes, s’) < verify(s, 7). That
is, if the new operation is performed correctly and the consistency proof is generated usingtlgo
certify, then the verification algorithm accepts and computes the newsst@thich is consistent with
the new set).

Consistency. For any polynomial-time adversary, having oracle-access to algorithrertify andverify,
that on input a setS and an operatioro produces a consistency proaf whenever(yes, s’) «
verify(s, 7), then the probability that eitheiS”) < operate(o, S) does not hold 0¥’ is not consistent
with S’ is negligible in the security parameter That is, assuming a polynomially bounded adversary
that observes a polynomial number of protocol invocations and theduses a pair of consistency
proofr, if = for the new operation is accepted by the verification algorithm, then with overwhelming
probability the operation has been performed correctly and the new stats@stent with the new
set.

According to this definition, if the clien€'! starts from an empty set and outsources it to the server
Ser (through appropriate update operations) using a secure data oes@atreme'! will end up with
a consistent state with the final data set. Thus, the data set is consistentenftisttiry of updates and
all future operations will be verified. With respect to efficiency, we say thdata outsourced scheme is
time-efficientif the verification time is sub-linear in the data set size. We say that an auttiedtatarage
scheme is spacefficientif the state information stored by the cligiit is sub-linear on the data set size. We
say that it is spaceptimalif the state information is of constant size.
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