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ABSTRACT

Implanted biomedical devices havethe potential to revo-
lutionize medicine. Smart sensors, whic hare created by
combining sensing materials with integrated circuitry , are
being considered for several biomedical applications such as
a glucose level monitor or a retina prosthesis. These devices
require the capability to communicate with an external com-
puter system (base station) via a wireless interface. The lim-
ited pow erand computational capabilities of smart sensor
based biological implants presen t researd challenges in sev-
eral aspects of wireless netw orking due to the need for having
a bio-compatible, fault-tolerant, energy-efficient, and scal-
able design. Further, em bedding thesesensors in humans
add additional requirements. F or example, the wireless net-
w orking solutions should be ultra-safe and reliable, w ork
trouble-free in different geographical locations (although im-
plants are typically not expected to move; they shouldn’t
restrict the movements of their human host), and require
minimal maintenance. This necessitates application-specific
solutions which are vastly different from traditional solu-
tions.

In this paper, w e describe the potential of biomedical
smart sensors. We then explain the challenges for wire-
less net w orking of hman-embedded smart sensor arrays and
our preliminary approach for wireless netw orking of a retina
prosthesis. Our aim is to motivate vigorous research in this
area by illustrating the need for more application-specific
and novel approaches tow ard deeloping wireless net work-
ing solutions for human-implanted smart sensors.
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1. INTRODUCTION

The recent development of high-performance microproces-
sors and novel sensing materials has stimulated great inter-
est in the development of smart sensors — physical, ¢ hemi-
cal, or biological sensors combined with integrated circuits.
It is not uncommon to place m ultiplesensors on a single
chip, with the integrated circuitry of the chip controlling all
these sensors. Since the context should be clear, we also use
the term sensor when referring to a smart sensor, i.e., the
combination of the sensor and the integrated circuit. These
smart sensors can be relatively inexpensive to build, allowing
for the large-scale deployment of net works of smart sensors.
T echnical adances are expected to improve the capabilities
and performance of these devices.

The applications of smart sensors are extensiv eandde-
scribing all the uses of these devices is probably not possi-
ble. Ho w ever, a few example application domains will help
explain the interest in these devices. F or example, mili-
tary in terest in net w orks of smart sensoris motivated by
many problems that can be safely and effectively solved with
smart sensors. F or example, netw orks of smart sensors could
be deployed in combat scenarios to track troop movements.
Sensors placed on small robots could conduct land mine de-
tection. Smart sensors could detect the use of biological or
chemical weapons and, via netw ork communication, report
their presence in time to protect troops.

Civilian applications of smart sensors are also many and
varied. One example is pollution detection along beaches,
with smart sensors distributed along the shoreline and us-
ing wireless communication to relay information to a base
station for further processing. Smart sensors could also be
distributed throughout the exhaust system of an automo-
bile to detect levels of emissions and efficiently reduce pol-
lution. Net w orks of smart sensors lme also been proposed
for climate control in large office buildings, where consistent
temperatures have been difficult to achieve.

This list of applications only scratches the surface of pro-
posed and potential applications of novel smart sensors. One
thing in common with the aforementioned applications, how-
ever, is that using a wireless interface to these devices is
superior to a wired connection, even in cases where a wired
connection may be possible. F or example, for some military
applications, the distribution of sensors could be done by
ejecting them from aircraft. For automobile exhaust moni-
toring, wires would require extensive protection to operate
in this high-temperature environment.



In this paper, we consider another application area of
smart sensors — biomedical applications. In particular, we
are interested in embedded smart sensors that operate within
the human body to compensate for various diseases. Be-
cause these devices are placed inside the human body and
also because of the anticipated uses of these devices, the re-
search problems to be solved differ from those for networking
generic smart sensors. In the following, we first describe a
number of proposed biomedical applications of smart sen-
sors, including a biomedical application we are currently
working on, the artificial retina. Then we describe the prob-
lems with wireless networking of biomedical applications,
followed by some of our ideas on solving these problems.

2. BIOMEDICAL SENSORAPPLICATIONS

Although the technology for biomedical smart sensors is
still relatively new, a number of interesting proposed ap-
plications have emerged. These applications are briefly de-
scribed to give an idea of the potential impact that biomed-
ical sensor networks will have on the health and well-being
of future medical patients.

Although only a small cross-section of possible applica-
tions are described, it should be obvious that there are many
potential uses for wireless biomedical sensors. As this re-
search progresses, many more will become apparent.

2.1 Artificial Retina

The example biomedical application we discuss in detail
in this paper is the artificial retina. This should help high-
light the different requirements of biomedical sensors. In
this section, we first describe the retina prosthesis devel-
oped within the Smart Sensors and Integrated Microsystems
(SSIM) project at Wayne State University and the Kresge
Eye Institute. One of the goals of this project is to build a
chronically implanted artificial retina with sufficient visual
functionality to allow persons without vision or with limited
vision to “see” at an acceptable level. In order to reach this
goal, communication protocols that are significantly more
efficient and scalable then current designs must be devel-
oped.

Currently, smart sensor chips, each with 100 microsensors,
have been built for an ex-vivo testing system of a retina.
Figure 1 depicts an illustration of the design. The smart
sensor has two components: an integrated circuit and an
array of sensors. The integrated circuit is a multiplexing
chip, operating at 40KHz, with on-chip switches and pads
to support a 10 x 10 grid of connections. The circuit has
both transmit and receive capabilities. Each connection has
an aluminum probe surface where the micromachined sen-
sor is bonded. This is accomplished by using a technique
called backside bonding, which places an adhesive on the
chip and allows the sensors to be bonded to the chip, with
each sensor located on a probe surface. Before the bond-
ing is done, the entire IC, except the probe areas, is coated
with a biologically inert substance. Several prototype chips
have been fabricated through MOSIS and the sensor arrays
have already been built. The sensors form a 10 x 10 elec-
trode array; each sensor is a microbump that will rest on
the retina. The distance between adjacent microbumps is
approximately 70 microns. These microbumps start with a
rectangular shape and near the end taper to a point. This
point is placed on the retina tissue, allowing contact between
the smart sensor array and the retina without perforating
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Figure 1: Illustration of the Microsensor Array

An implantable version of the current ex-vivo microsen-
sor array, along with its location within the eye, is shown in
Figure 2. The microbumps rest on the surface of the retina
rather than embedding themselves into the retina. Unlike
some other systems that have been proposed, these smart
sensors are placed upon the retina and are small enough and
light enough to be held in place with relatively little force.
These sensors produce electrical signals which are converted
by the underlying tissue into a chemical response, mimicking
the normal operating behavior of the retina from light stimu-
lation. The chemical response is digital (binary), essentially
producing chemical serial communication. A similar design
is being used for a cortical implant, although the spacing be-
tween microbumps is larger to match the increased spacing
between ganglia in the visual cortex.

As shown in Figure 2, the front side of the retina is in
contact with the microsensor array. Transmission into the
eye works as follows. The back side of the retina is stimu-
lated electrically (via an artificial retina prosthesis) by the
sensors on the smart sensor chip. These electrical signals
are converted into chemical signals by the ganglia and other
underlying tissue structures and the response is carried via
the optic nerve to the brain. Signal transmission from the
smart sensors implanted in the eye works in a similar man-
ner, only in the reverse direction. The resulting neurological
signals from the ganglia are picked up by the microsensors
and the signal and relative intensity can be transmitted out
of the smart sensor. Eventually, the sensor array will be
used for both reception and transmission in a feedback sys-
tem and chronically implanted within the eye. Although
the microsensor array and associated electronics have been
developed, the challenge at this point is the wireless net-
working of these microsensors with an external processing
unit in order to process the complex signals to be transmit-
ted to the the array.

The reasons for transmitting information out of the retina
are perhaps less obvious. The purpose of this reverse flow of
data is to determine the mapping between the input image
and the resulting neurological signals which enable us to see
that image. Currently, the actual mapping from input im-
age to brain pattern is not well understood. The ultimate
goals of this research will not be realized without a better
understanding of these processes. It is not feasible to do
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Figure 2: Location of the Smart Sensor within the
Eye

the processing internally using the capabilities of only the
sensor arrays. Thus, work on interconnecting these smart
sensors with an external processing system is a fundamen-
tal aspect of realizing the potential of an artificial retina.
On-going diagnostic and maintenance operations will also
require transmission of data from the sensor array to an ex-
ternal host computer. These requirements are in addition
to the normal functioning of the device, which uses wire-
less communication from a camera embedded in a pair of
eyeglasses into the smart sensor arrays.

Figure 3 depicts the processing steps from external image
reception to transmission to the retina prosthesis. A camera
mounted on an eyeglass frame could direct its output to a
real-time DSP for data reduction and processing (e.g., So-
bel edge detection). The camera would be combined with
a laser pointer for automatic focusing. The DSP then en-
codes the resultant image into a compact format for wireless
transmission into (or adjacent to) the eye for subsequent de-
coding by the implanted chips. The setup in Figure 3 shows
a wireless transceiver that is inside the body, but not within
the retina.

Our ultimate research goal is to support an array of 1600
smart sensor chips, each with a 25 x 25 grid of electrodes.
The investigations into understanding the visual processing
of the brain will indicate whether or not the sensor arrays
will be implanted with uniform distribution. Functionally,
electrode arrays within the center of the macula (the cen-
tral retina) will have to stimulate the retina differently than
peripherally placed electrode arrays, since the functions of
these various parts of the retina are very different. Cen-
trally, in the macula, we perceive our high resolution detail
vision, while in the periphery, the retina is better at detect-
ing motion or illumination transients. (For example, most
persons can perceive their computer monitor’s vertical re-

153

fresh when looking at the monitor using peripheral vision,
since the peripheral retina has better temporal resolution,
but poorer spatial resolution than the macula.) Thus, a
multi-electrode array visual prosthesis will have to encode
the visual scene slightly differently, depending upon where
on the retina each electrode array is placed. The periph-
erally placed electrodes need to generate signals based on
lower spatial resolution with greater emphasis on temporal
events, while centrally placed sensor arrays upon the macula
need to encode more spatially-oriented information. Each
array will have to transmit some common information such
as the overall luminosity of the visual scene. So, each smart
sensor will have to be coordinated with other smart sensors
based on an image processing algorithm designed to control
a set of smart sensor arrays, each separate, sending input to
functionally different retinal areas.

2.1.1 Networking and Processing Requirements

In this section, the functional requirements of the system
are described along with some design options. The proposed
solutions are motivated by these requirements.

In order to achieve the envisioned functionality, two-way
communication will be needed between an external com-
puter and cortical implant so that we can provide input to
the cortical implant and determine if the desired image is
”seen”. We also need two-way communication with the reti-
nal implant so that we can determine that the sensors in
the retina are operating as expected. Besides input from
the camera, we also need the ability to provide direct input
to the retinal implant to determine if the patient sees what
is expected from that input pattern. This will validate our
understanding of the signaling between the camera and the
smart sensor array as well as the operation of the wireless
communication protocols.

The plan is to scale up to a 25 x 25 smart sensor array
on a single chip for human retinal implantation. As the re-
search progresses, many of these chips will be inserted for a
final system of a 1000 x 1000 sensor array (40 x 40 array of
chips, where each chip has a 25 x 25 sensor array). The rods
and cones fire at an interval of approximately 200 — 250ms.
Therefore, the processing will be performed periodically in
a 200 — 250ms processing loop. Hence, data will be trans-
mitted four or five times per second. Although the actual
rods and cones in the eye operate in an analog manner (va-
riety of possible values), our initial system will operate in
a strictly on/off mode. In other words, one bit of data per
sensor every 200 — 250ms. We plan on eventually moving to
multiple-level stimulation.

The power must be carefully controlled to avoid damage
to the retina and surrounding tissue. Each sensor array
operates with less than one microamp of current. The power
can be provided in different ways. Omne option is to use
wires to provide the power, although we would still require
wireless data communication to limit the number of wires.
The power could be provided by implanting a battery near
the eye. A second option is to use inductance, provided by
RF or IR signals. A third option is a photo-diode array,
which converts light to power. It is important to note that
even if the power source is wired, the data communication
needs to be wireless in order to minimize the number of wires
and improve the flexibility of the system.

After considering all factors, the decision has been made
to use radio frequencies for both power inductance and data
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Figure 3: Processing Steps for the Retina Prosthesis Project

transmission. The human body is mostly water and thus has
attenuation characteristics similar to water. This prevents
our design from using extremely high frequencies, although
frequencies in the low GHz range can be used. Because of
obvious restrictions on the size of the antenna that can be
implanted in the eye, a high frequency, in the GHz range,
will be used.

2.2 GlucoseLevel Monitors

The US National Institute of Health’s (NIH) National In-
stitute of Diabetes and Digestive and Kidney Disease re-
ported 15.7 million people — 5.9% of the US population — had
diabetes in 1999 [16]. Complications that arise from diabetes
include heart disease, stroke, high blood pressure, blindness,
kidney disease, and amputations. As the seventh leading
cause of death in the United States, it is clear that this is a
disease that needs serious attention [16]. Typical treatment
for diabetes includes a strict regimen of diet, exercise, insulin
injections, and home blood monitoring. Wireless biomedical
sensors may afford a more effective way to treat diabetes,
by providing a more consistent, accurate, and less invasive
method for monitoring glucose levels. Currently, to monitor
blood glucose levels, a lancet is used to prick a finger; a drop
of blood is placed on a test strip, which is analyzed either
manually or electronically. This constant pricking several
times a day over a period of years can damage the tissue
and blood vessels in that area. Wireless biomedical sen-
sors could be implanted in the patient once. The sensor
would monitor the glucose levels and transmit the results to
a wristwatch display. This would allow for a less invasive
way to monitor the glucose levels several times daily, as well
as providing more accurate results. The glucose would also
be monitored more regularly, alerting the patient sooner to
fluctuations, allowing for corrective measures earlier. This
system could even be taken one step further: insulin could
automatically be injected when a certain threshold glucose
level is reached. This would allow for a more accurate insulin
amount to correct the problem.

2.3 Organ Monitors

In early 2001, there were over 74,500 people waiting for
an organ donation in the US [17]. Nearly 5,000 patients on
donor lists died while waiting for an organ in 1998. Un-
fortunately, more than one third of the hearts and livers
available for transplant go unused, for there is a very short
window of time, depending on the organ involved, in which
to transplant the organ before it is no longer viable. For
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instance, preservation time is 4-6 hours for a heart, 12-24
hours for a liver, and 48-72 hours for a kidney [17]. It is
possible that having a better understanding of the organ’s
condition could lengthen these times. Some researchers are
looking into developing a gas monitor with smart sensors
to achieve this. The sensor would monitor levels of in vitro
heart carbon dioxide, oxygen, and methane to determine
heart viability during transplant. This could also be used
for basic laboratory cardio-research experimentation.

2.4 Cancer Detectors

Cancer is the second leading cause of death in US, with
563,100 deaths reported in 1999. Currently 9 million liv-
ing people have had a cancer diagnosis, with 1,221, 800 new
cases diagnosed in 1999 [21]. Although there is no conclusive
evidence on how to prevent cancer, early detection is key to
surviving this life-threatening disease. Wireless biomedical
sensors may play a key role in early detection. Studies have
shown that cancer cells exude nitric oxide, which affects the
blood flow in the area surrounding a tumor [10]. A sensor
with the ability to detect these changes in the blood flow
can be placed in suspect locations. It is likely that any ab-
normalities could be detected much sooner with the sensors
than without. This is especially useful for people who have
a family history of certain types of cancer, are at high risk,
or are in remission. Research is also being conducted on
placing sensors on a needle, enabling physicians to diagnose
tumors without having to do a biopsy [3]. The sensors used
in this device have the ability to differentiate between dif-
ferent types of cells, identifying cancerous cells.

2.5 General Health Monitors

Wireless biomedical sensors have also been proposed for
use as implanted or ingested general health monitors. NASA
has been working on several different biotelemetry and bioin-
strumentation sensor systems to support Life Sciences re-
search during space flight and ground-based studies [1]. Each
of these pill-sized packages would have a variety of sensors
that would constantly monitor various substances or tis-
sues in its environment. One proposal would help people
with digestive problems. Swallowing one pill containing a
smart sensor might enable wireless transmission informa-
tion about intestinal acidity, pressure, or contractions of in-
testinal smooth muscle, allowing doctors to better diagnose
gastrointestinal diseases in a non-invasive manner. Another
such pill might measure ECG, EEG, EMG, and/or heart
rate for people with heart disease. These monitors can be



used not only in a doctor’s office setting, but also to monitor
the health and performance of soldiers or firefighters.

3. EXISTING CHALLENGES

In this section, we describe the many challenges for wire-
less communication with biomedical sensor networks that
are unique or fundamentally different from other sensor net-
work application domains. Although some subset of these
requirements may be shared by other problem domains, the
combination of these requirements make wireless network-
ing of biomedical sensors significantly different from other
types of sensor networks. As a result of these differences,
different research problems arise and different solutions to
these problems are required.

3.1 Low Power

Wireless sensor networks have power restrictions, whether
they are biomedical or otherwise. This is due not only to
the small physical size of the sensor, but also because of the
absence of wires. Without wires to supply a constant source
of power, there are only a few options. One is to have an
integrated power supply, such as a battery. This supplies
power for only a limited time, however, even with conserva-
tionist techniques. If the node is implanted in the body, it is
not practical to replace the battery as often as would be re-
quired. Passive power sources, such as solar and vibration,
provide insufficient power for continuous operation. This
leads to an external, wireless source of power being the only
feasible solution. Options for power supply are discussed in
section 3.4.

Wireless sensor networks require some form of energy to
operate. This energy is used for various functions in each
node, including running the sensors, processing the informa-
tion, and data communication. Ideally, this power will be
evenly distributed and consumed among the nodes in the
network. An even consumption of power would allow the
nodes to be recharged simultaneously, thereby reducing the
use of bandwidth for recharging.

Biomedical wireless sensors add additional constraints with
regard to power, including the heat dissipated from using
the power. Depending on where in the body the sensor
is placed, the allowable amount of heat dissipated varies.
Chronic implantation requires much lower dissipation, so as
to not damage the tissue surrounding the sensor. In the
case of the retina prosthesis, for instance, the temperature
of the eye is lower than the core body temperature. Medical
doctors are unsure of the effect of raising the temperature
of the eye. It is possible that bacteria that are usually ab-
sent will thrive in the warmer temperature with the sensors
as a growth place and the immune system won’t be able to
effectively combat these bacteria. It is uncertain whether
any subtle effects might occur in the enzymatic reactions
as well. Although we are still not certain of the effects of
chronic implantation on the body, researchers are currently
studying the effects.

3.2 Limited Computation

Computation is directly limited due to the limited amount
of power. Although it is acknowledged that sensors are not
expected to have the computing power of workstations or
even mobile hand-held devices, the amount of computation
that is possible with a biomedical sensor is significantly less
than the capabilities of a generic sensor. This is true for
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a variety of reasons, one of which is the power limitation.
Communication is very expensive in terms of power, as rela-
tively more power is used to communicate than to compute.
Since we are dealing with a small, finite quantity of power
and communication is vital, it is not surprising that little
power will be remaining for computation. There are sev-
eral possibilities to overcome the issues that arise because
of this constraint. One method would be to employ a data
compression mechanism.

Data compression allows the same amount of data to be
transmitted in fewer bits. There are many different algo-
rithms for compressing data, each with advantages that are
appropriate for different applications. In many cases, such
as with the insulin monitor, the sensor will perform peri-
odic polling of the environment. The sensor may contin-
ually process this data and relay the cumulative readings
once every 5 minutes. Although the sensor itself will likely
perform some local processing of the data, large amounts of
data might still be left to transmit. As energy efficiency is
key, the less data to communicate, the less power the sen-
sor will consume. In addition to signal compression, image
compression might also be needed for the retina prosthe-
sis. In this instance, the images coming from the external
camera will likely be compressed before being transmitted
into the internal sensors, reducing the amount of informa-
tion that needs to be transmitted through the limited band-
width. One method for compressing the image uses a form
of segmentation. A small area of the image is examined and
highlights are noted. This might be a point, line, or edge,
depending on the method being employed. Once these high-
lights are discovered, adjacent areas are then compared to
see if any of the trends follow. If they do, this might indicate
a larger feature is present. Point, line, and edge detection
are all very computationally intense, however. An external
processor will need to assist this process.

On the one hand, good signal quality would dictate a
high redundancy rate. This would insure that the correct
information is getting from the sensor to the external de-
vice or vice versa. High redundancy, however, is very costly
with the precious amount of power that is available. The
same is true of a common technique called data fusion,
which entails several nodes pooling their information to-
gether for increased computational power processing and
accuracy. There are some ways to work with these issues.
One might call for limited wired connections. For instance,
a sensor node might be wired to a nearby communication
node [4]. This would allow for the sensor node to sense and
process some data while the communication node could then
send out this processed information. The communication
node could use its energy explicitly for sending or receiving
data, yielding a longer time before the necessary recharge.

It is expected that for some applications, such as blood
glucose monitoring, the ability to transmit data to an ex-
ternal device will be required for further data processing.
This external device may be the result display unit, for in-
stance. This is a very attractive idea, for it allows further
computation in a place with greater processing capabilities
and less inhibited power supply. Other applications might
demand sensors with varying capabilities that communicate
with each other and send out one collaborative data mes-
sage. For instance with the artificial retina prosthesis, there
might be one type of sensor for the peripheral vision and a
different type for the fine detail vision, as different parts of



the retina process information differently. This could give
the most accurate replication of what is normally occurring
in the eye.

3.3 Material Constraints

Because biomedical sensors will be implanted within the
body, the shape, size, and materials will be restricted. The
size and shape are determined in part by the application.
For example, a smart sensor designed to support the retina
prosthesis must be small enough to fit within an eye. As-
suming multiple chips, each with many sensors, will be used,
each covering a small portion of the retina, each chip must
be small enough to accommodate this. A gastrointestinal
monitor, on the other hand, need only be swallowed, so the
size of a pill would be sufficient. The sensors may have to
curve around the retina or accommodate a bone or cartilage
as well, having an impact on the sensor design and material
use.

Even if all of the computational issues previously dis-
cussed can be resolved, it is of no use if the sensor cannot
safely and effectively function in the body. The human im-
mune system is designed to combat foreign substances in the
body. It is therefore of utmost importance to have the sensor
nodes composed of biocompatible materials. These materi-
als must act as a barrier between the fluids and the sensor
components; however, they must not inhibit the operation
of the sensor. The body may begin to reject the implant,
which has an adverse effect on the sensor’s ability to func-
tion properly. This might include the sensor node becoming
encapsulated by fibrous tissue. Materials are also restricted
to ones that are not adversely affected by bodily fluids. Im-
plants are prone to a condition called ”thrombosis,” which
occurs when the platelets in the blood begin to coagulate
on the surface of the sensor. If the conditions inside the
body cause a reaction with the sensors, normal operation
over an extended period of time is not possible. Similarly,
the normal operation of the smart sensor should not cause
damage to the body. For example, leakage of toxic or haz-
ardous substances, including those that occur as a result of
biological interaction with the device, must be avoided.

There are options for packaging the sensor nodes in bio-
compatible materials. Common materials for biomedical
devices include synthetic polymers or biological polymers,
metals, or ceramics, although not all of these will be suit-
able for packaging sensors. While glass packaging is inert
with respect to the body, it also has poor thermal proper-
ties, dissipating much less heat than other materials. The
excess heat is then dissipated through parts of the sensor
node that are not encased in glass, such as the sensor con-
tact points. This localized heat dissipation is likely to cause
permanent damage to the surrounding tissue. Ideally, the
sensor package should be part of the smart sensor node it-
self. Some crystalline materials that can be grown on a
silicon substrate include diamond and aluminum nitride [9].
These materials have high thermal conductivity properties,
which makes them good choices for sensor packaging. Dia-
mond, unlike aluminum nitride, does not have an oxidation
layer, however. This means that the diamond will react with
iron in the body. Aluminum nitride, on the other hand, is
inert with respect to the body, making it a feasible choice
for biomedical sensors.
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3.4 Continuous Operation

Wireless sensor networks have the potential to enhance
our lives in many ways, and researchers are thinking of new
applications daily. Most of these sensor networks, however,
are designed to operate on limited battery power. This
might be because the sensors are for military reconnaissance
with no hope of retrieval or because of cost constraints. Be-
cause of these limitations, much research effort is currently
being directed toward improving the battery life of sensors
in a network, for the main purpose of prolonging the use-
fulness of the network. This usually translates into a need
for low power requirements, for once the battery has been
depleted, the sensor node is defunct.

This is not the case, however, for biomedical sensors. Ide-
ally, once a sensor is implanted, it will remain in operation
for several years, possible decades. The medical procedures
and risks associated with sensor implantation make frequent
placement and adjustment of sensors impractical. Further-
more, based upon how the body reacts with the sensor, it
may be difficult to swap one sensor for another. For exam-
ple, in the case of the retina prosthesis composed of smart
sensors, the specific placement of each sensor relative to the
nerves and ganglia in the underlying tissue will determine
the operation of the sensor network. Depending on the prox-
imity between the ganglia and the sensor probes, different
voltage levels may be required. Based on feedback from the
patient, the behavior of the sensors will be adjusted. It is
thought that the patient’s brain will also adapt to this new
form of stimuli, although more testing must be completed to
validate this. Implanting new sensors could drastically alter
this interaction, even if the placement of the sensors does
not change radically. Hence, the implanted sensors are ex-
pected to be operational for extended periods of time. In the
case of chronically implanted devices, years or even decades
of operation are expected. Ideally, the sensors would remain
implanted for the life of the patient. Although power man-
agement is still important, the working model requires that
biomedical sensors remain functional, perhaps with the reg-
ular infusion of additional power. Since the extracorporeal
(external to the body) power supply should be compact and
portable, power restrictions still apply, but the sensors will
require sufficient power for chronic functionality.

The long-term placement would require a renewable power
source, as battery power would be insufficient for the length
of time that is being proposed. There are several alternative
power sources, however. Interesting research is being con-
ducted on using motion from walking to generate power. A
special insole made of a piezoelectric material is worn inside
of the shoe. When strides are taken, stress is put on that
material, which is then converted into electricity. Solar en-
ergy or mechanical vibrations can also be harnessed to power
sensors. However, with any of these choices, the energy gen-
erated still needs to be transferred wirelessly into the body,
as leads coming out of the body are not practical. It is also
unclear that these passive techniques can reliably generate
the amounts of energy needed. Other possibilities include
using inductance, provided by radio frequencies (RF) or in-
frared (IR) signals. Since the energy travels in waves, there
is no need for wires to carry the energy from outside to inside
the body. RF inductance has the ability to communicate to
many sensors simultaneously. IR, on the other hand, is a
much more directed beam, only able to transmit to a single
destination. IR is also bound by line of sight; that is, the



receiver must be visible to the transmitter. This is likely to
cause issues when dealing with components inside the body.
The FCC has specified the 2.4-2.48 GHz range for unregu-
lated Industrial-Scientific-Medical uses of RF. This range is
not constrained by line of sight for short distances, such as
those that would be used for biomedical sensor networks. It
should be noted, however, that there is more absorption in
the body at higher frequencies than at lower ones. In spe-
cial applications such as the retina prosthesis, a photodiode
array, which converts light into electrical power, may also
be considered.

3.5 Robustness and Fault Tolerance

Biomedical sensors are expected to last a long time, as
it is not desirable to surgically adjust sensors every week,
month, or even year. Ideally, a sensor would last forever,
although a more realistic lifetime would be in the range of
decades. Because of this, the sensor network should be ex-
tremely robust and fault tolerant. In particular, the failure
of one node should not cause the entire network to cease
operation. The best method of achieving this is making a
distributed network, one where each sensor node can oper-
ate autonomously from its neighbors, though still cooperate
when necessary. If a sensor does stop working, then the sen-
sors in the surrounding area should still function as normal.

Indeed, this concept should work within individual sensor
nodes as well: if a sensor can no longer process data, for
instance, that data should still be received and passed on
if communication is functioning. One way to achieve this
would be to have several small components wired together
that function as a group. This node might be comprised of
a sensing block, a communication block, a scheduling block,
and/or a data block. This would be a good way to isolate
the malfunctioning block from the rest of the components
in the node, as well as reducing power consumption among
the various components.

In order to ensure that the proper data is being sent and
received, there are a few options that can be used, whether
singly or in combination, including checksums, parity check,
and cyclic redundancy check [15]. One of these is the com-
mon idea of checksums, a simple error detection scheme.
With checksums, each data message is sent along with a
checksum value based upon the ones’ complement or two’s
complement of the sum of the words in the message. When
the message is received, a checksum is computed on the in-
coming message. The two values are then compared. If
they are the same, then there is a high probability that the
message was sent without data loss. If they are different,
however, then the message has been altered in transmission
and needs to be sent again.

Other forms of error correction include parity checking
and cyclic redundancy check (CRC) [15]. Any of these
schemes can be used to insure the integrity of the data being
transmitted, although they all have trade-offs. While parity
checking is rather simple and does not use any memory, it
has limited error detection capabilities. Specifically, a one-
bit parity check can detect a single bit error. This is an
acceptable choice when errors are rare. CRC, on the other
hand, can detect a greater variety of errors. The message is
treated as a number, which is divided by a predetermined
generator. The remainder of this computation is appended
to the message. When the message is received, the remain-
der is computed and compared. Based upon the generator

157

that is chosen, all single-bit errors, almost all double-bit er-
rors, and any odd number of errors can be detected. In
order to compute a CRC, additional hardware, such as a
shift register and XOR gates, is required. Based upon the
application, there may not be room for these additional com-
ponents on a biomedical smart sensor.

Diagnostics are another important feature that these sys-
tems will need to incorporate. Since these sensors are going
to be implanted in and monitor the human body, there are
likely to be varying responses from different people. In the
case such as the glucose level monitor, different patients have
different "normal” levels of glucose in their blood stream.
The sensor will have to be fine-tuned to give the proper care
to each patient. In terms of the retina prosthesis, there is
no regular spacing between the ganglia. Because of this,
a sensor might be placed in the area between two ganglia,
rather than directly on top of this. Voltages will need to be
adjusted at each node to insure proper vision, based on feed-
back from the patient. Diagnostics will be vital for testing
prototypes of these devices as well. Without them, there
would be no clear feedback on what is actually occurring
inside the body.

Materials must also be carefully chosen to avoid unin-
tended interaction with the body. This will also aid in re-
ducing the failure rate. Designing simple sensors and im-
planting multiple sensor nodes will lead to more robustness
than implanting one monolithic sensor node. Many small,
low-power smart sensors distributed among a larger area
will likely cause less damage to the tissue than one large,
power-consuming sensor block.

3.6 Scalability

Previous constraints mentioned, such as the need for low
power and confined available placement areas, forces the sen-
sor to be relatively small with limited functionality. Yet
there is still the need for substantial amounts of function-
ality. In order to ensure the sensor networks are still as
powerful as necessary, many small sensors may need to be
placed and work in conjunction with each other. With mul-
tiple sensors communicating amongst themselves, as well as
to the output device, lots of communication will be taking
place, demanding the efficient use of the wireless spectrum.
Current wireless sensor protocols do not sufficiently support
the number of low-power sensors needed, nor is it clear that
these protocols will scale to the size necessary for biomedical
needs.

It is also important to realize that it is unclear how many
sensors will need to be placed to make the system functional.
At this point, it is better to build in the ability to increase
the number as the technology becomes more refined than to
redesign the system each time the sensor count is increased.

3.7 Security and Interference

As with any medical information, the issue of confiden-
tiality arises. Although it is important that the physician or
the patient see the feedback from the sensors, it is not in-
formation that necessarily should be broadcast publicly. In
addition, it is not desirable for an outsider to gain access to
the sensors or the display. It could be dangerous, even fatal,
for false readings to appear on a patient’s glucose monitor
output. The same is true of erroneous images being pro-
jected in the eye or for any other function of the biomedical
sensors. Because of these requirements, it is advisable that



strict security mechanisms be put in place that would pre-
vent malicious interaction with these systems. Although it
may seem attractive to encrypt all of the data, any mean-
ingful, strong encryption would be too computationally in-
tensive to be practical for these uses. This is clearly an open
issue that has no obvious solution at this time.

Between all of the proposed applications for biomedical
wireless sensor networks and the great number of people
afflicted by diseases that might be helped with the use of
these networks, it is not unreasonable to expect hundreds
of thousands of these networks in place in the next decade.
This can lead to the problem of interference between wire-
less networks in people standing next to each other or even
the possibility of conflicting signals within one person. It
is clear that information from one person’s network should
not manifest itself on someone else’s display system. Inter-
ference might also come from other types of wireless com-
munication, such as microwave ovens or Bluetooth devices.
Several options exist for dealing with this, though it is not
clear at this time which one will be the most effective.

3.8 Regulatory Requirements

As these biomedical sensors are being used to treat dis-
ease, it is not surprising that the Food and Drug Administra-
tion (FDA) regulates their testing and use. There must be
some evidence that these devices will not harm, and poten-
tially help, the test subjects. Procedures for protecting pa-
tients have been developed for clinical trials. While animal
testing is used for preliminary data, it is often insufficient for
determining the effectiveness of the sensor networks. With
the retina prosthesis, for instance, using the feedback and
diagnostics, a researcher can stimulate the sensors and view
the brain activity of a test cat. The cat, however, is unable
to verbalize what it is seeing, if anything. Verbal feedback
from human test subjects will be necessary for examining
the limitations and usefulness of prototype devices, as well
as guiding procedures of refinement before eventual chronic
implantation in humans.

For this reason, even prototype devices will have to meet
the strict standards of patient safety before any human test-
ing can be done. The wireless transmission of data must
not harm the surrounding tissues and the chronic function-
ing and power utilization of these devices must also be be-
nign. Design for safety must be a fundamental feature of
biomedical sensor development, even at the earliest stages.
Reasonable evidence of design efficacy will be required even
for prototype devices.

Biomedical sensors create additional, fundamental issues
that are not inherent in most other types of sensor networks,
namely, should we do this? Because of the debilitating ef-
fects of many of these diseases, sufferers of these diseases
are likely to be willing volunteers to advance science in this
area. Researchers in biomedical sensors must consider ethi-
cal and moral issues that do not arise in most other sensor
applications. It is conceivable that some unscrupulous re-
searchers could perform tests and trials with devices that are
dangerous to the volunteers. Even with informed consent, it
is possible that people that suffer from these ailments would
overlook obvious dangers in the search for a cure. Therefore,
it is imperative to have diligent oversight of these testing op-
erations.
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4. RESEARCH APPROACH

Biomedical wireless sensor networks have certain advan-
tages over other types of wireless networks. In general, wire-
less nodes are considered to be mobile, such as with cellular
phones [14, 19, 23]. Implanted biomedical sensor nodes,
however, are relatively stationary. This fixed placement
can be exploited to create efficiencies that are impossible
in mobile networks. There is no need for a self-organization
protocol to allow individual sensors in the network to de-
termine the proximity and number of neighboring sensors.
Nor is there any requirement to develop a routing protocol
among sensors to determine paths among sensors that need
to communicate. Although such protocols are invaluable
for networks of sensors that are placed by simply ejecting a
large number of sensors from an airplane or manually strewn
about a field, these issues do not arise in biomedical sensor
applications, where the sensors are surgically implanted and
the number and placement of the sensors are determined
beforehand. By encoding this information into the sensors
and exploiting this information in the design of the sensor
application, optimized communication strategies can be de-
fined for biomedical sensing tasks. The power expenditure
for building routing tables and developing knowledge of the
network topology can be avoided. Thus, energy efficiency
can be obtained from an application-specific biomedical sen-
sor network. Currently, researchers are investigating which
topologies might be the most effective for the constraints
set forth for a biomedical sensor network, particularly power
management.

Although we can ideally exploit these fixed topologies,
there are some exceptions. There is the issue of node failure
as discussed above in section 3.5. There is also the case in
which a sensor or sensors are placed in limbs. If the sen-
sors are placed solely in the limb, this should not cause any
problems, for the distance between nodes will not be chang-
ing. When nodes are also placed in other parts of the body,
however, a non-stationary placement relative to the torso
occurs. Ideally, the sensor reading shouldn’t vary if an arm
is out-stretched, extended above the head, or down by the
patient’s side, although this variance in distance could give
alternative readings. Because of this possibility, the commu-
nication protocol must allow for this situation in some ap-
plications. On the other hand, if the clustering can be done
without too much power consumption in the clusterhead,
the clustering approach should lead to an overall reduced
power requirement.

Wireless networks of biomedical sensors will require highly
customized and application-specific protocols to be devel-
oped. We are currently working on developing protocols
that have general applicability for sensor networks of these
types as a starting point from which certain optimizations
can be realized for specific biomedical applications. In other
words, we do not intend to design a unique solution for every
biomedical application. Instead, we posit that techniques
can be developed for biomedical sensors that can be used as
building blocks for an optimized solution of specific applica-
tions. As an example, efficient wireless bandwidth usage is
required for biomedical applications. Some trade-offs exist
between processing overheads and communication efficien-
cies. Depending on the sensor capabilities, the application
may arrive at different points on this design spectrum, but a
flexible design for optimizing bandwidth usage for different
processing levels allows for an informed decision. Follow-



ing are some specific issues that we have to consider when
designing protocols for wireless communication in biosensor
networks:

e The frequency range we select for communications plays
an important role in the design and performance of a
biosensor network. There is a direct relationship be-
tween frequency and tissue warming. The higher the
frequency of the EM signal, the higher is its absorption
by the tissue and more the tissue warming. Hence it is
desirable to use lower frequencies for communications.
However, the lower the frequency, the larger will the
antenna dimensions have to be. We will therefore have
to make a trade-off between antenna dimensions on the
one hand and greater tissue warming on the other.

The human body is composed mostly of water. Since
water absorbs a lot of radiation, the percentage of wa-
ter in the tissue has a bearing on the signal strength
of the EM signal. However, the water content is not
uniform throughout the body. Fat and bone are rel-
atively dry and absorb less energy when compared to
wetter tissues such as muscle [18]. This variation in
energy absorption, coupled with the possibility of tis-
sue damage due to heating by radiation, complicates
the design of biosensors and biosensor networks.

In order to avoid excessive radio interference as well as
having to obtain FCC licenses, it may be advisable to
use the designated, unlicensed ISM frequency bands.
An FCC regulation, however, makes it mandatory for
all communication on the ISM frequency band to use
spread spectrum techniques. This increases the com-
plexity of the transceivers on the biosensors.

As was mentioned earlier, biosensor networks are power
constrained. Therefore, the communications protocols
we develop will have to consume a minimal amount of
energy. If feasible, we should avoid contention-oriented
protocols such as CSMA/CA and adopt a TDMA ap-
proach instead.

Similarly, we are currently analyzing the performance is-
sues associated with different network topologies. Unlike
previous studies of these issues, mobility is not an issue.
The question we are seeking to answer is what is the best
topology for a wireless network of sensors, assuming we can
control the placement of these sensors and the sensor loca-
tions are fixed relative to each other. One factor in the choice
of topology is the amount of contention for the wireless me-
dia. The level of contention will vary with the application,
since the message pattern and overall message generation
rate are functions of the biomedical application. However,
our study should provide some insights which can be used
along with knowledge of the biomedical application to se-
lect an appropriate topology. Again, the goal is not to find
a single topology that is appropriate for all applications,
but rather provide a structured analysis of the options and
give guidance on the best choices so that a more informed
decision is possible.

5. PRELIMINARY RESULTS

In this section, we briefly describe the results from our
preliminary investigation on power-efficient topologies and
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wireless networking protocols. We will refer to each biosen-
sor chip as a node.

5.1 Power-Efficient Topologies

Our initial studies have focused on analyzing the perfor-
mance of wireless sensor networks when arranged in different
topologies. Since we assume control over the placement of
these sensing nodes and do not require mobility of the sen-
sors relative to each other, the research problem changes.

The summarized results presented next are for network
topologies where each wireless sensor is placed within range
of a specific number of neighbors. For example, the nodes
are arranged into a 2D mesh with a maximum of four neigh-
bors. The sensors on the edges of the network have fewer
neighbors, but each sensor has the same transmission range.

In [20], we have analyzed the power dissipated with re-
spect to the network topology with differing numbers of
neighbors. We considered two-dimensional network topolo-
gies with three, four, six, and eight neighbors as well as
a three-dimensional network with six neighbors. Some of
these network topologies are shown in Figures 4 — 7.

The power used by a transmitter is a function of the dis-
tance and number of bits transmitted. Similarly, the receiver
expends power to receive the message. A clear trade-off ex-
ists: having more neighbors implies a network with a smaller
diameter, while having fewer neighbors implies reduced wire-
less channel contention and less power expended receiving
a message. For our preliminary work, we have adopted the
same energy model as Heinzelman et al. [13].

5.1.1 Two Dimensional Analysis

Figures 4 — 7 show the topologies with differing numbers
of neighbors. It is clear that as the number of neighbors
increases the number of alternative paths increases.

Figure 4: Topology with 3 Neighbors

In table 1 the power usage for a route across the diameter
of the network through the interior is shown. Table 2 shows
the power usage when the path instead travels along the
edges of the network. In both cases, the network consists of
36 nodes. Edge routing consists of moving messages to the
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Figure 5: Topology with 4 Neighbors

Figure 6: Topology with 6 Neighbors

outer edges of the network where there are fewer neighbors.
Interior routing keeps the messages in the middle of the
network, where there is a consistent number of neighbors
for each node. In some cases, longer paths were chosen to
give a similar number of transmissions. From tables 1 and 2,
edge routing dissipates less power than interior routing in all
cases except for 3 neighbors. This is because the 3 neighbor
network makes edge routing difficult. With either routing
strategy, as the number of neighbors increases the power
dissipated increases for the same number of transmissions.
In table 3, we consider the power dissipated between the
source and destination for a message spanning the diameter
of the network for networks with 3 and 6 neighbors. See fig-
ures 4 and 6 for depictions of these two network topologies.
As we can see from table 3, increasing the number of
neighbors decreases the number of transmissions and the to-
tal power dissipated in the system. This result can only be
attributed to the availability of a shortest path between the
source and destination. Similar analysis can be concluded
from table 4, which shows a similar comparison for networks
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Figure 7: 3D Topology with 6 Neighbors

Table 1: Interior Routing, 2D

Joules Used

| Neighbors | Transmissions | Receptions |

3 10 27 9.473 x 10~ *
4 10 36 11.777 x 10~ %
6 10 52 15.873 x 10~ *
8 10 69 20.225 x 1071

with 4 and 8 neighbors. There is a trade-off between the
number of neighbors and the total power dissipated in the
system. However, this trade-off breaks in special cases where
the availability of alternative shortest paths can be used as
an advantage for the power budget calculations.

5.1.2 Three Dimensional Analysis

Figure 7 depicts a three-dimensional network topology
with six neighbors, which has some advantages due to its
inherent symmetry. In 3D, the routing paths between any
given source and destination without misrouting would al-
ways result in the same number of transmissions but differ-
ent number of receptions, just as in two dimensional case of
4 neighbors.

Table 2: Edge Routing, 2D

Total Power

| Neighbors | Transmissions | Receptions |

3 14 33 12.034 x 107 *
4 10 28 9.729 x 1072
6 10 37 12.033 x 107*
8 10 46 14.337 x 107 *




Table 3: Routing Freedom and Power Dissipation; 3
and 6 Neighbors

| Neighbors | Transmissions | Receptions |
3 10 27
6 5 27

Joules Used |

9.473 x 10—4
8.193 x 10—4

Table 4: Routing Freedom and Power Dissipation; 4
and 8 Neighbors

| Neighbors | Transmissions | Receptions | Joules Used |

4 10 36 11.777 x 1077
8 5 38 11.009 x 1077

Table 5 compares 2D with 4 neighbors and 3D with 6
neighbors with a fixed number of transmission. Considering
both the interior and edge routing, we conclude the following
observations: (1) Edge routing in the case of the 3D network
has lower power dissipation than interior routing. (2) The
number of transmissions and receptions, and the total power
dissipated in the three dimensional network is less than the
two-dimensional network for both edge as well as interior
routing.

Table 6 presents the results of transmitting 100,000 mes-
sages, each with a randomly chosen source and destination,
through each of the different networks. Two different rout-
ing protocols were used, although only one is presented here.
The first selects a shortest path, while the second uses the
available power at each neighbor to select the neighbor closer
to the destination that has the most remaining power. De-
tails of these two routing protocols can be found in [20],
where it is shown that power-aware routing reduces the
power usage of the network. The results show that there
is a trade-off between the number of neighbors and the total
power dissipated in the system. Topologies with fewer num-
ber of neighbors dissipated less power, although the topolo-
gies with more neighbors require fewer hops.

Because the number of neighbors differs with different
topologies, one expects different topologies to have different
power usage rates. Even our simulations of the contention-
free case show that different topologies have different levels
of power efficiency. The preliminary results show that the
total power consumption is reduced for topologies with fewer
neighbors; although the topologies with more neighbors re-
quire fewer hops, the power expended by many nodes to
receive these messages increases the power usage. Among

Table 5: Edge and Interior Routing Power Dissipa-
tion

Network Path | T, | R: Joules Used

2D Interior | 10 | 36 11.777 x 1077

4 Neighbor | Edge | 10 28 9.729 x 10~ *
3D Interior | 7 [27/33[8.705 — 10.241 x 10 *

6 Neighbor | Edge 7 25 8193 x 10~ *
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Table 6: 100,000 Node Pairs

DSAP routing (Not Power Aware)
Neighbors T, Re Joules Used
4 388540 | 1369487 45.010465
2D 6 331801 | 1723883 52.629757
8 274405 | 1908911 55.896402
3D 6 302160 | 1312998 41.35415

the 2D topologies, the best power efficiency is achieved with
the 2D topology which allows up to four neighbors. The 3D
topology performs best, although a 3D topology may not be
feasible for some applications.

5.2 Wirdess Communications Protocols

Here we present two communication protocols that were
designed to reduce energy consumption. For the purpose
of designing general purpose communication protocols for
wireless biomedical systems we assume that nodes in the
system need bi-directional communication with an external
processor via the external transceiver (henceforth called the
base station). Since the placement of nodes within the body
is predetermined and fixed, we assume that the base station
is aware of the positioning. All communication is wireless.
TDMA is used for media access and we assume that all nodes
are perfectly synchronized and are aware of the beginning
of each slot.

We observe that energy can be conserved by reducing or
eliminating medium access contention. An interesting fact
about our biosensor network is that the communications
pattern is deterministic and periodic. Each node has to
transmit its data once in 250ms. This leads us to adopting
a fixed TDMA method at the MAC sub-layer. A TDMA
scheme has the added advantage that nodes can sleep when
they are not sending/receiving data. This leads to less power
usage and extended battery life. In the following we present
and compare two approaches, cluster-based and tree-based,
from the perspective of biosensor wireless networks.

5.2.1 Cluster-based Approach

In our cluster-based protocol, we work on the idea that en-
ergy consumption can be reduced by stipulating that only a
small fraction of the nodes are allowed to communicate with
the base station. These nodes are called leaders and each
leader is in charge of data from a cluster of nodes around
it. Each leader collects data from nodes in its cluster, com-
presses the data to eliminate redundancy and transmits the
compressed data to the base station. This method is similar
to the LEACH protocol proposed by Heinzelman et al [13].
In their study, the authors assume that the system has a
limited and non-renewable source of energy in which nodes
die as the energy level falls. Their goal is to extend system
lifetime and this is achieved by dynamic clustering of nodes.
However, this is not an issue for biosensor networks as they
will be provided with a continuous source of energy. Hence
our sole concern is that of reducing energy consumption.
Our static clustering approach has two major advantages:

1. The data is compressed at the source and hence only
relevant data is transmitted to the external processor;
and
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Figure 8: Cluster Based Approach.

2. Only a small subset of the nodes make a long distance
transmission and hence energy is conserved.

There are several issues involved here. First, we must have
some way of deciding which nodes should be leaders. Sec-
ond, the remaining nodes should join a cluster. How does
a node decide which cluster to join? Since the location of
the sensors are predetermined and fixed, and only the base
station has global knowledge about the system, it is best
for the base station to nominate the leaders. If we elect
the leaders probabilistically, there is a good chance that an
elected leader may not be the best choice. For example, the
leaders may not be evenly distributed throughout the net-
work and several of them may be on an edge of the network.
On the other hand, the base station has global knowledge
of the system and is in a better position to nominate lead-
ers. For example, while deciding leaders, the base station
can take into consideration the node concentrations and al-
locate more leaders in denser areas and less in sparser areas.
It can also take into account various other factors such as
cost of communication etc., and improve overall system per-
formance by choosing an optimal number of leaders with
optimal positioning.

Once the leaders have been nominated, each node in the
system has to choose a cluster to join. In our scheme, all
leaders transmit a signal concurrently but at different fre-
quencies. The frequencies can be allocated by the base sta-
tion. Every non-leader node in the system scans all the fre-
quencies and identifies the one frequency that offers it the
best signal-to-noise ratio. The node then joins the cluster
represented by that frequency.

To join a cluster, the node has to inform the leader of
the cluster about its intent. But there is a possibility that
several nodes send their join requests at about the same
time. This will cause a collision. To avoid such collisions,
we adapt a TDMA scheme that was originally used as a
channel reservation protocol. In this scheme, nodes transmit
a binary one in slots corresponding to their address. The
added advantage of this scheme is that all nodes in that
cluster will know which other nodes have joined and in what
order.

After clusters have been formed, nodes in each cluster will
have to send data to the leader of that cluster (see figure 8).
Here again, there is the possibility of collisions if the media
is not regulated. To avoid this problem, we propose to use
TDMA. Each node in the cluster will be allocated a slot in
a frame. The allocation need not be explicitly done as we
can simply follow the order in which the nodes joined the
cluster. As we stated earlier, each node is aware of who joins
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Figure 10: Tree Based Model

the cluster and when, and hence each node is aware of its
position in the frame. Once the leader collects data from
all the nodes in its cluster, it can compress the data and
transmit it to the base station. The TDMA frame structure
for cluster-based protocol is given is figure 9.

5.2.2 Tree-based Approach

In this approach the base station selects one or more nodes
to be its children based on factors such as their proximity
to itself and node density across the system. These selected
nodes then make a low intensity transmission, each at a dif-
ferent frequency. Nodes that receive this transmission at a
predefined minimum signal-to-noise ratio can then request
the transmitting node to be its parent. To make this request,
the prospective children will have to use the subscribing pro-
tocol we mentioned earlier. Once the children have selected
their parents, it is their turn to solicit children. This con-
tinues until all nodes in the system are covered.

By following the above method, we will obtain a spanning
tree for the network (see figure 10). When a node wants
to send data, it will send it to its parent node by a low-
energy transmission. The parent will collect data from all its
children, compress the data if required, and in turn transmit
it to its parent. Ounly the children of the root node (base
station) will be required to make the high energy transmit
to the base station. The TDMA frame structure for tree-
based protocol is given is figure 11.

5.2.3 Performance Comparison

In this section we present the results of our analysis of
the two protocols. The parameters we used during the com-
parison are given in Table 7. Our network consisted of a
2-dimensional array of nodes with the base station placed
above the array. The distance of the base station from the
center of the array was assumed to be twice that of the
inter-node distance. So far in our analysis, we have concen-
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Table 7: Parameters and their values used in the
performance analysis

Parameter Value
Transmission cost 100 pJ/bit/m?
Reception cost 50 pJ/bit
Circuitry cost 50 pJ/bit
Number of nodes 50 - 1600
Distance between nodes 1-10 mm

trated on the power performance of the two protocols. We
studied the variation of power consumption with respect to
distance between nodes as well as the number of nodes in
the network.

Figure 12 shows the relationship between power consump-
tion and distance between nodes. As can be seen, the cluster-
based approach shows better energy-efficiency. Figure 13
compares the power consumption of the two protocols as a
function of the number of nodes in the network. Once again
the cluster-based approach performs better.

6. RELATED WORK

Existing communication protocols are not necessarily suf-
ficient for the needs of biomedical wireless sensor networks,
due mainly to the constraints and requirements discussed
thus far. In addition, there are networking requirements
that also must be considered before designing a new pro-
tocol. When considering a protocol for biomedical sensor
networks, it may be acceptable for it to have a high initial-
ization cost, for the network will usually be in continuous op-
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eration and not require regular restarting. This would mean
that any addressing or look-up table initialization could take
place in this initial phase. There is also a need for bi-
directional communication. This might be needed for up-
grading the protocol or software in the body. It will also
give the flexibility of a standard for biomedical wireless sen-
sors. Some sensors, such as for glucose monitoring, would
receive information from the blood and transmit it to an
external device (output display). The retina prosthesis, on
the other hand, will be receiving its information from the
external device (camera) and transmitting a signal to the
smart sensors in the eye. One standardized protocol for
both devices would be ideal, but perhaps not realistic.

There is also the issue of multiple sensors communicat-
ing within the network through limited bandwidth. Current
protocols have been created to deal with this in the cellu-
lar realm. A short-range communication alternative may be
Bluetooth [22]. Since its standardization, Bluetooth is be-
coming one of the more popular protocols for wireless con-
nection between personal electronics such as mobile phones,
PDAs, and pagers. Bluetooth is designed for wirelessly com-
municating with these devices at short distances, no more
than approximately 100 meters. Keeping with its intended
design, Bluetooth also offers lower data rates. This may
prove to be insufficient for biomedical wireless sensors that
are data intensive, such as the retina prosthesis, which will
have hundreds of sensors needing updates four to fives times
each second.

Another protocol is the IEEE 802.11 standard for wire-
less LANs [12]. This gives a sufficiently high data rate for
most foreseeable applications, between 2 Mbps and 11 Mbps.
IEEE 802.11 is also attractive because of the built-in authen-
tication and encryption mechanisms to prevent tampering
of the data, which is an inherent concern when dealing with
confidential medical data. Because this standard is intended
for LANSs, such as those found throughout buildings, IEEE
802.11 is capable of transmitting over long distances. The
major drawback to this is that it consumes much more power
than other alternatives.

One method that may be more applicable to biomedi-
cal wireless sensors is the Time Division Multiple Access
(TDMA) protocol. TDMA allows multiple users to access
a single radio frequency without interference. It achieves
this by allocating unique time slots to each user of a chan-
nel. TDMA has a data rate capable of between 64 kbps



and 120 Mbps, in 64 kbps increments. These data rates
should be sufficient for all currently perceived biomedical
applications. Another advantage of using the TDMA proto-
col is the energy-efficiency that can be gained by scheduling.
Since each task is assigned a time and channel slot, it is pos-
sible for a node to ”"sleep” for a given period of time. By
allowing the sensor to power down when not in use, great
amounts of power can be conserved at each node.

Heidemann et al. [7] conducted a study comparing TDMA
and IEEE 802.11 in terms of energy consumption. For vary-
ing numbers of nodes in the simulated network, IEEE 802.11
consistently dissipated 20 times more heat than TDMA for
the data diffusion protocol. The reason cited for this large
discrepancy in energy consumption is that TDMA is more
energy-conserving. Thus, IEEE 802.11 is inherently inap-
propriate for sensor networks. Instead, an energy-conserving
MAC such as TDMA is recommended for the sensors to in-
sure their long life.

As mentioned earlier, security and reliability is a major re-
quirement for the type of medical applications considered in
this paper. However, current solutions to wireless network-
ing, such as IEEE 802.11 and Bluetooth, have security and
reliability problems as illustrated by the following examples:

e Security Problems: IEEE 802.11 provides limited sup-
port for confidentiality through the wired equivalent
privacy (WEP) protocol which has significant flaws in
the design as shown in [24]. Recently, Arbaugh et
al. [2] have shown that all the security mechanisms
provided in IEEE 802.11 are completely ineffective.

Performance/Reliability Problems: The 2.4GHz In-
dustrial, Scientific, and Medical (ISM) band is cur-
rently shared by wireless LAN systems (e.g. IEEE-
802.11x excluding IEEE802.11a, HomeRF), other com-
munication systems (e.g. Bluetooth, proprietary cord-
less phones), and non-communication systems (e.g. mi-
crowave ovens). There is much concern over the mu-
tual interference between Bluetooth and IEEE 802.11.
Studies done by companies thus far indicate that if
these two technologies operate at least 2 meters apart,
interference would not be significant. There is, how-
ever, severe degradation in performance if these two
technologies are colocated [5].

A number of research groups have been studying sensor
networks. Although these sensor networks do not match the
requirements for biomedical sensor networks, a brief review
of some of this work is included for completeness.

Byers and Nasser [4] have proposed dividing the sensors
into different types to reduce power usage. Some sensors are
used for communication and others for the sensor applica-
tion. Heinzelman et al. [13] have proposed using clusters of
sensors and rotating the cluster head to equalize power us-
age among sensors and extend sensor life. Bhagwat et al. [8]
propose emphasizing battery lifetime and cost over maxi-
mizing wireless bandwidth efficiency. None of these models
are directly applicable to biomedical sensors applications as
described in this paper.

Some recent work [14, 19, 23] has also examined improving
power efficiency through topology control. In these papers,
however, the authors have focused on adjusting the trans-
mission range, and hence the topology, for a mobile network.

Another interesting research effort on creating extremely
small and low-power sensors is the Smart Dust project [6].
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This work is not directly applicable to biomedical sensors,
however, because optical transceivers are used for commu-
nication. Optical transceivers require a line-of-sight path
between transmitter and receiver and hence are usable in
implanted devices.

Estrin et al. [11] have proposed a communication model
called directed diffusion for scalable co-ordination in sensor
networks. This paper motivates the need for tightly inte-
grating the routing functions with the application. Such
approaches would also be useful for biomedical applications.

Some of the issues involved in designing communication
protocols for wireless communication within human body
are addressed in Personal Area Networks (PANs) research.
A PAN enables data communication between electronic de-
vices on and near human body by capacitively coupling pi-
coamp currents through the body [25].

7. CONCLUSIONS

Smart sensors offer the promise of significant advances
in medical treatment. Networking multiple smart sensors
into an application-specific solution to combat disease is a
promising approach, which will require research with a dif-
ferent perspective to resolve an array of novel and challeng-
ing problems.

As wireless networks of sensors are developed for biomed-
ical applications, the knowledge gained from these imple-
mentations should be used to facilitate the development of
sensor networks for new applications. In many cases, the
sensing materials and low-power electronics already exist for
solving these problems. The design of wireless networks for
these sensors is the time-critical next step in realizing the
benefits of these sensors. By increasing the community of
researchers addressing these problems, the time until the
human benefits are achieved will be dramatically reduced.

Expeditious development of implanted smart sensors to
remedy medical problems presents clear benefits to individ-
uals as well as society as a whole. There is the obvious ben-
efit to persons with debilitating diseases and their families
as these patients gain an enhanced quality of life. Biomed-
ical implants that monitor for cancer will help recovering
patients maintain their health. Visual problems such as re-
tinitis pigmentosis and age-related macular degeneration ef-
fect millions and improving sight for these individuals will
contribute greatly to their well-being. Not only will these in-
dividuals personally benefit from their improved health and
well-being, but society will also benefit from their increased
productivity and societal contributions. Once the technol-
ogy is refined, medical costs for correcting chronic medical
conditions will be reduced. As the world population ages,
the demand for such devices will only increase.
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