CS151: Intro to Cryptography and Computer Security Feb 7, 2007

Homework 3
Instructor: Anna Lysyanskaya Due: Feb 14, 2007

Problem 1: Statistical Indistinguishability

In class we discussed statistical indistinguishability between two sets of faces M and F of equal size,
where all faces were equally likely to be chosen.

Now consider a more general case. We have two possibly overlapping sets, So x, 51,k C {0, 1}
Let Do ) be the distribution created by choosing each element & € Sy with probability Py x(Z).
Let D1 j be the distribution created by choosing each element & € Sy, with probability P x(&).

Recall our definition of statistical indistinguishability: We first define the advantage of an algo-
rithm Test:

Adv(Test) = |Pr[z < Dy ;b Test(z):b=0] —Prz < Dy 1;b « Test(z) : b= 0]].

Two distributions Dy, o, Di,1 are statisticallly indistinguishable if for all algorithms Test, there exists
negligible function v such that Adv(Test) = v (k).

Intuitively, think of Test as an algorithm that gets an element x and tries to determine whether
it was chosen from Dy, or D . If it thinks it came from Dy j, it will output 0, and if it thinks it
came from Dy j, it will output 1. If it is just as likely (or within a negligible amount) to output 0
given an element chosen from the first distribution as it is given an element chosen from the second
distribution, then that means it truly cannot tell the two distributions apart.

a. Suppose we have a distinguisher Dave who knows everything about both distributions. In par-
ticular, he knows the probability of every element of each distribution. What is Dave’s optimal
strategy for distinguishing elements from these two sets (what is the best Test algorithm?).

b. Let

Adv'(Test) =1/2 (|Pr[z « Dg ;b < Test(z);b = 0] — Pr[z « Dy ;b « Test(z) : b= 0]|
+|Pr[x «— Do ;b Test(z) : b = 1] — Pr{x «— D7 j; b« Test(z) : b =1]|).

Show that Adv(Test) and Adv'(Test) are equivalent.

c. Now consider the following: We define the statistical distance between 2 sets as

A(Do g, D1 ) =1/2 Z |[Prix < Dy :x =& — Prlx < Doy : x = ||
Z€(S1(k)USo(k))

Claim. A(Dy, D1 ) = v(k) for v negiligible < D1 i and Dy i are statistically indistinguish-
able.

Prove this claim (Hint: use the fact that in part a we found the best possible Test algorithm,
and evaluate Adv’ of that algorithm.)
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Problem 2: Notation Practice

For details on the experiment notation, see Handout 2 (posted on the class website).

a. Recall the Shannon one-time pad cryptosystem: to encrypt length k& message m, we choose
a random secret key r « {0,1}*, and produce the ciphertext ¢ = m @ r. Let E(¢) be
the probability that when a random message is encrypted with a random key, the result is
ciphertext ¢. Represent F(¢) using the experiment notation.

b. Note that the following two probabilities are equivalent:

Pr[coin < {male, female}; if coin = male, face «— M

otherwise, face «— F; b« Test(face) : b= 0| coin = male]
and
Pr[face < M;b « Test(face) : b= 0] (1)

This shows how we can often remove a condition by changing our notation.

Recall HW1 problem b: we are given a machine which successfully distinguishes male and
female faces with probability .7. We wish to build an algorithm for identifying the gender of
CS concentrators, 80% of whom are male. We determined that the best algorithm is to run the
machine on the given face, use its output if it suceeds, and output male if it fails. Represent
the event that this algorithm succeeds using the experiment notation. Analyze the probability
of this event, using the above technique whenever possible to simplify the notation.

Problem 3: 2/3-Indistinguishability

For ¢ > 1/2, let B, denote the binary space where
Prb — B,:b=0]=¢q
(I.e. By outputs 0 with probability ¢, and 1 with probability 1 — g.)

Definition 1. For ¢ > 1/2, two families of sets of faces, My, Fy, are q-indistinguishable if for all
probabilistic poly-time tests Test there exists a negligible v(k) such that

Pr[coin — Bg;if coin=0, face — My,
otherwise, face — Fy; b+« Test(face) : b= coin] < q+ v(k)

As mentioned in class, It turns out that for ¢ > 1/2, ¢-indistinguishability does not imply (1/2)
indistinguishability. Here we prove this for ¢ = 2/3.
We will construct a contrived pair of sets that is 2/3-indistinguishable, but is not 1/2-indistinguishable.

a. Suppose we have 2 sets of faces, one of baby girls (F}), and one of baby boys (My). Of course,
given a picture of a baby’s face, it is very hard to tell whether it is male or female. In fact, let’s
suppose that no algorithm Test can distinguish male and female baby faces with probability
better than negligible v(k). However, each face is also stored with an extra bit of information.
Let g = 0 for a male face and g = 1 for a female face. When a face is added to the set, a
random bit z «— B% +1 is chosen, and y = g ® x is computed. The face is now stored together
with this bit y, so we have face’ = (face, y), and we now have two databases, M} and F}, which
include these pairs instead of just faces.

Prove that Mj, and Fj, are not 1/2-indistinguishable. (I.e. describe an algorithm that takes a
(face, bit) pair that is equally likely to have come from Mj, and from F},, and correctly guesses
which set it came from with probability 1/2 + €(k) for nonnegligible €.)
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b. Now we want to show that M}, F}. constructed above are 2/3-indistinguishable. Let Test be a
distinguishing algorithm. Let pr be its success probability. L.e.,

pr = Prfcoin « Bz;if  coin =0, face’ «— M,

otherwise, face’ « F}; b« Test(face’) : b= coin]

We wish to show that pr < 2/3 4+ v(k) for some negligible v(k).

Let us introduce further notation:
pgﬂM,;&) = Pr[(face,y) « Mj;b < Test(face,y) : b=0|y=17]

P = Pr((face, y) «— Fj;b — Test(face,y) : b=1|y =gl
Le, pSfM’Q) is the probability that Test produces the correct answer when the face is male and
the appended bit is .

Assuming that the original sets F}, and M, are 1/2-indistinguishable, prove that for all prob-
abilistic poly-time algorithms Test, for y € {0,1}, there exists a negligible v, (k) such that

M, F,
P = (L =P = v ().
(Hint: Recall the definition of indistinguishability that was presented in class:

Definition 2. Two distributions Dy o, Dy,1 are computationally indistinguishable if for all
probabilistic polynomial algorithms Test, there exists negligible function v such that Adv( Test) =
v(k). (Where Adv is as defined in Problem 1).

) (Fyy)

Now try rewriting the advantage of T’ in terms of p(TM’y , and py )

c. For a moment, imagine that vy(k) = v1(k) = 0 (where vy and v, are as defined in part (b)
relative to adversary Test). So, substituting this into the equations we derived in part b, we

get p(TM’y) =1- p;F’y) = ay. Show that in this case
o 1 ap + a apgp — ap
Pr=3+ 7% K

(Hint: express pp in terms of p(TM’O),pgpM’l),png’O%pg«F’l).)

d. Use the result of part ¢ to prove that if vy(k) = v1(k) = 0 and k > 6, then pr < 2/3.

e. Recompute parts ¢ and d for the case when we allow v (k),v1(k) # 0 (but still require k > 6),

and find an upper bound for pr. (Hint: now let a, = pgpM’y) <1- png’y) + vy (k).) Conclude
that M| and F}, are 2/3-indistinguishable.
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