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Abstract

Feature-oriented programming organizes programs
aroundfeaturesrather thanobjects,thusbettersupporting
extensible, product-linearchitectures. Programminglan-
guagesincreasinglysupportthis styleof programming, but
programmers get little supportfromveri�cation tools. Ide-
ally, programmers shouldbe able to verify features inde-
pendentlyof each other and useautomatedcompositional
reasoningtechniquesto infer propertiesof a systemfrom
propertiesof its features. Achieving this requirescarefully
designedinterfaces:theymustholdsuf�cient informationto
enablecompositionalveri�cation, yet toolsshouldbeable
to generatethis informationautomaticallybecauseexperi-
enceindicatesprogrammers cannotor will not provide it
manually. We presenta modelof interfacesthat supports
automated,compositional,feature-orientedmodel check-
ing. To demonstrate their utility, we automaticallydetect
thefeature-interactionproblemsoriginally foundmanually
byRobertHall in anemailsuitecasestudy.

1 Intr oduction

Modules are crucial to large-scalesoftware construc-
tion [25]. Modulesdivideasysteminto coherentcollections
of datastructuresand functionality that programmerscan
assembleinto a suiteof services.Thebene�ts thatmodules
bestow, suchasindependentdevelopmentandcodereuse,
have ensuredthe widespreadadoptionof modulesin soft-
waredevelopment.

Having differentdeveloperswrite themodulesin a sys-
tem increasesthe likelihood of incompatibility between
modules.Programmersthereforeneedsomelevel of com-
positionveri�cation to protectagainstlatenterrorsthatare
not detecteduntil late into developmentor even deploy-
ment. Type checkingat moduleboundariesis perhapsthe
mostbasicandwidespreadform of veri�cation. Eachmod-
ule'sinterfacespeci�esits servicesasaseriesof functionor
methodnamesandthe type signatureson their inputsand
outputs;the modulealsospeci�es the interfacesit expects

of themoduleswith whichit will eventuallycompose.Type
checkerscon�rm thatanindividualmodulesatis�esits own
interfaceandthat it usesservicesfrom othermodulestype-
correctly. ModernlanguagessuchasML [23] andJava[14]
supportthisbasicnotionof modularveri�cation, andit is so
usefulandconvenientthatprogrammersuseit daily without
complaint.

While type-basedmodularveri�cation is a handy�rst
line of defense,it provesonly a very simpletheorem(typ-
ically, thatwell-typedprogramswill not go “wrong” [22]);
furthermore,thistheoremis �x edandbuilt into thetypesys-
tem.Developersoftenneedtoproverichertheoremsabouta
system'sbehavior. Behavioral veri�cation canuncoversub-
tle errorssuchasconcurrency violations, raceconditions,
deadlock,andprogressfailures. As programsgrow more
complex, andincreasinglyusecommunicationandconcur-
rency, behavioral veri�cation growsmorecritical.

The feasibility of modularbehavioral veri�cation is un-
fortunately diminishedby a simple but critical practical
concern: the needfor speci�cations. While programmers
voluntarily write types,decadesof experiencehave shown
that programmersare highly unlikely to write more com-
plex speci�cationsof a module's behavior. This problem
persistsevenwhenthesespeci�cationsarefed to toolsthat
canprovide concretefeedback[13]. Worse,programmers
oftensimply lack suf�cient understandingof theprogram's
behavior andmay not have the training necessaryto cor-
rectly usethe speci�cation logics. Without speci�cations,
however, the modular veri�cation tools cannot function,
leaving theprogrammerswhomostneedveri�cation unable
to exploit it.

Onetemptingpropositionis to composea completepro-
gram out of the modules,then verify the programas a
whole. This ideafails for numerousreasons.First, not all
modulesareavailableat the sameplace,becausethey are
written by independentauthorsandassembled(in a com-
ponentialfashion[27]) by a client. Second,evenwhenthe
modulesareavailable(sayat theclient),thetotalnumberof
systemcon�gurationscanbetoonumerous:for instance,in
a productline construction[10], the total numberof com-
binationsof productline featurescanexhibit combinatorial
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explosion.Finally, evenasingleoneof thosecon�gurations
maybetoo largeto verify enmassedueto thewell-known
problemof stateexplosion[8].

For behavioral veri�cation to be usefulandtractablein
practice, it must thereforeapply to modules,rather than
only to whole programs. Ideally, a modularveri�cation
methodologyshouldsupportproving propertiesaboutindi-
vidual modulesandinferring propertiesof composedsys-
tems from propertiesof the individual modules; further-
more, thesemethodsshouldretain the automationof type
checking. Most importantly, given a behavioral property
expectedof a whole system,the techniquemustautomati-
cally generatethemodulespeci�cationsbecauseprogram-
mersoftenwill not,andsometimesmaynotbeableto, sup-
ply them. This is the essenceof automatedsoftware en-
gineering:to automaticallyhandletasksthatprogrammers
cannotmanuallyperform.

Theveri�cation techniquethatthis paperde�nesspecif-
ically addressesfeature-orientedmodules.Thesemodules
encapsulateindividual programfeaturesthatcross-cutsys-
tems[18] andcontainthecodefragmentsthat implementa
feature's functionality for eachactorin theoverall system.
In recentyears,researchersfrom a variety of applications
areashave notedthatprogrammingwith cross-cuttingcon-
cernscansimplify a variety of softwareengineeringprob-
lemssuchasmaintenance,evolution, andproduct-linede-
velopment.

Thispaperfocusesontheinterfacesthatfeature-oriented
modulesneedin orderto supportmodularmodelchecking
of behavioral properties.Interfacesmustcontainsuf�cient
informationfor tools to prove whethercompositionwould
violatethepropertiesprovenof anindividualmodule.This
requiresinterfacesto containconstraints,similar to veri�-
cationconditions,that othermodulesmustsatisfyat com-
position time. Our methodologyderives theseconditions
automaticallyduringfeatureveri�cation. Thus,for feature-
orientedmoduleswe are able to lift the bene�ts of auto-
matedmodularveri�cation to the level of behavioral prop-
erties. A companionpaper[20] containsthe algorithmic
details.

Thispaperalsodemonstratestheutility of our interfaces
througha casestudy. The casestudyis basedon an anal-
ysis of an email systemoriginally conductedby Robert
Hall [15]. This exampleis interestingbecauseit contains
asubstantialnumberof featureinteractions;in ourmethod-
ology, thesemanifestaspropertiesthat hold of individual
features,yet fail after composition.Hall originally identi-
�ed theseinteractionsmanually. Using our methodology,
we candetecttheseinteractionsautomaticallyandcompo-
sitionallygivendesiredpropertiesof theindividualfeatures.

Section2 providesan overview of the casestudyused
in this paper. Section3 describesour approachto feature-
orientedveri�cation and the interfacesthat it engenders.
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Figure 1. The encr yption and forwar ding fea­
tures. Dashed states resolve with concrete
ones during composition.

Section4 presentsthe resultsof our casestudy. Section5
reviewsrelatedwork. Section6 offersconcludingremarks.

2 The Email CaseStudy

The email applicationoffers several features,a charac-
teristic of product line systems;thesefeaturescan, how-
ever, adversely interact with one anotherin many ways.
The applicationcontainsa databasewhich storesinforma-
tion pertinentto individual users,suchastheir encryption
keys, mail aliases,andforwardingaddresses(if any). The
applicationcontainsthefollowing features(Figure1 shows
someof their statemachines):basicmail delivery, digi-
tal signatures,forwarding, anonymousremailing, encryp-
tion, decryption,signatureveri�cation, auto-reply, �ltering
(basedonsender'shostname),mail hosting.

Hall foundavarietyof interactionsby manuallyinspect-
ing numerouscon�gurations of thesefeatures. Many of
theseinteractionsviolate straightforward requirementson
the individual features;this paperstudiesten of thesere-
quirements.We statetherequirementsbothinformally and
asformal propertiesin the temporallogic CTL [8]. In the
descriptions,“deliver” refers to a messagethat reachesa
useronthelocalmail systemand“received” refersto ames-
sagethatreachesanexternalrecipient.

1. Onceamessageis signed,thesender�eld isnotaltered
until themessageis deliveredor received.
Formula:
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2. When a messageis readyto be remailed,it is never
mailedoutwith thesender's identityexposed.
Formula:
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3. If onetriesto verify asignature,thenthemessagemust
beveri�able.
Formula: ���������
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4. Whenamessageis encrypted,it is neverdecryptedand
thensentin theclear.
Formula: �����!�#"%$&�'	�(����)�*�,+.-���� � 
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5. If amessageis to beremailed,it is formattedcorrectly
for theremailerto processit.
Formula: �������:G�5H�#BD�&�E� ���I�J�K"��L���&B �&�E� �&�'����G��FBD���M�

6. If anauto-responseis generated,the responseeventu-
ally is deliveredor received.
Formula: �����N��O��:G��P�,�2QR(#G�"%QL�S�T�VUW+.-���� � 
@�&�X/Y�����
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7. Thereis no loop wheremessagesarein�nitely mailed
backandforth.
Formula: ���Z�VU[�����@-#	

8. If a messageis forwarded,it is eventuallydeliveredor
received.
Formula: ��������G��
\�����-��]�VU^+�-��&� � 
����7/_���2$��%� 
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9. If the auto-responderrepliesto a message,then that
message'ssubjectline mustbein theclear.
Formula: �����H��O��:G��P�,�2QR(#Ga"�QP���:�E"@$2GaB �K"%bc�d$�� �%���
�

10. If anoutgoingmessageis signed,thenits bodyis never
changedunlessis it deliveredor retrieved.
Formula: �����eQf� b�"2�fBD�&�E�g;hQ�� b�"%��-i�j�*�I-��&� � 
������2-S/
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11. If a mailhost generatesan error message,then that
messageis eventuallyretrievedor delivered.
Formula: �����NB �&�o�om@G&Q:�`�F�&�.��G��`pX�&�E���q�VU_+.-���� � 
����0/
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Eachof thesepropertiesholdsin thefeaturethat imple-
mentsit. Eachpropertyalso fails when the featurethat
implementsit is composedwith another(speci�c) feature.
Section4 describestheseinteractionsand the speci�c as-
pectsof ourmethodologythatdetectthefailures.

3 Modular Feature Veri�cation

Intuitively, a feature-orientedmodulecontainsthe code
fragmentsthat implement a featureacrossthe actorsof
a system. In a full email application, for example, a
message-forwardingfeaturewould involve themail client,
the databaseof user information (to retrieve the forward-
ing address),and the router that dispatchesmail to users.
Ratherthaninsertseparatecodeinto eachof the database,
router, andclient, feature-orientedprogrammingkeepsthe

Feature 1

Feature 2

Figure 2. Features and their composition.

codetogetherin thedesign.Thisorganizationmakesit eas-
ier to addandremovefeatures,thusmakingfeature-oriented
programmingwell-suitedto product-linedevelopment.

Inferringpropertiesaboutfeature-orientedsystemsfrom
individual featuresrequiresa formal semanticsof feature
composition.Somepopularversionsof cross-cutting,such
asaspects[18], lackthelevel of formalsemanticsnecessary
to supportthis task. Our work usesa somewhat restricted
modelof featuresfor which the compositionsemanticsis
straightforward. Our model is similar at the high-level to
thoseof Batory [5] and Ossherand Tarr [24], but differs
at the low-level. We view featuresas fragmentsof state
machinesandcompositionas insertingedgesbetweenthe
fragmentsfor thesameactor;Figure2 shows an example.
While a state-basedmodeldoesnot completelycapturethe
behavior of thesoftware,it is rich enoughto uncover inter-
estingtechnicalproblemswith compositionalveri�cation.

Thecontentsof featureinterfacesarisefrom variousas-
pectsof our veri�cation methodology. To simplify thepre-
sentation,we describeinterfacesin stages,re�ning themas
we cover the methodologyin moredetail. We begin with
our formalmodelof featuresandtheir composition.

De�nition 1 A statemachinertsYu�v?wfxNwfy�wfz%{�wP|nwL}VwL~0•

is atuplewherev is asetof states,x and y aresetsof input
andoutputatomicpropositions,z

{•€
v is the initial state,

|ƒ‚„v … PL( x ) …Mv is thetransitionrelation, }‡†avˆ�d‰�Š

indicateswhich propositionsaretruein eachstate,and ~‹†

vZ�Œ‰&Š indicateswhichpropositionsarefalsein eachstate
(•gz

€
v?w:}0u�z�•>Ž•~•u�z�•7s’‘ ).1

De�nition 2 A feature is a tuple “.”D•&w2–�–2–2wP”V—�˜ of statema-
chines.

Giventwo featuresandthestatesatwhichto connectthe
statemachinefragments,we cancomposethe featuresby
insertingedgesbetweenthe fragments. This leadsto our
�rst de�nition of featureinterfaces,aswell asa de�nition
of composition:

De�nition 3 (Interfaces,version1) An interfacefor feature
“�”N•&w2–�–2–RwP”V—a˜ containsthefollowing information:

1Ourmotivationfor specifyingbothtrueandfalsepropositionsin state
machineswill becomeclearshortly.



� For each
���

, a setexit of statesin
���

from whichcon-
trol canenteranotherfeature.

� For each
���

, astatere-enterin
���

to whichcontrolcan
returnfrom anotherfeature.

De�nition 4 Let �

�

and �	� befeatureswith thesamenum-
ber of componentstatemachines.Let 


�

and 
�� be inter-
facesof �

�

and ��� , respectively. Composing�

�

and ���

via 
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and 

� yieldsa tupleof statemachines���

���
���
���

����� .
Each �

�

combinesthe ����� machinesof �

�

and � � by insert-
ing a transitionfrom eachstatein exit of �

���

to re-enterof
� �

�

andfrom eachstatein exit of � �

�

to re-enterof �

���

.

3.1 The CoreVeri®cation Methodology

Ourveri�cation methodologysupportsthreetasks:

1. Proving a CTL property of an individual feature
throughmodelchecking(theveri�cation step).

2. Automaticallyderivingpreservationconstraintsonthe
interfacestatesof a featurethat aresuf�cient to pre-
serveeachpropertyaftercomposition.

3. Proving thatafeature�

�

satis�esthepreservationcon-
straintsof anotherfeature �

� (the preservationstep).
Weestablishpreservationby analyzingatmost �

�

, not
thecompositionof �

�

and �
� .

We derive thepreservationconstraintsduringtheveri�-
cationstepusing(a variantof) CTL modelchecking.The
standardCTL algorithmworks by labelingall stateswith
subformulasof the propertyto be veri�ed. Whenwe ver-
ify apropertyagainsta feature(in theveri�cation step),the
interfacestatesarelabeledwith someof thesesubformulas.
During the preservation step,we must check that adding
thenew featurewill preserve all of theselabels.We there-
forestoretheselabelsin theinterfaceandcon�rm thatthey
still holdduringpreservationchecks.Wereferto thisasthe
original methodologylater in thepaper;the formal details
appearelsewhere[12].

Theoriginal methodologyhandledreasoningaboutcon-
trol properties,but not dataattributes. To handledatain
features,our methodologymust supportreasoningabout
featuresasopensystemsandpropositionswhoseinterpre-
tationsevolve upon composition;this also compelsus to
enrichtheinterfaces.Theremainderof thissectionusesthe
email casestudy to illustrate why theseneedsarise,how
they affect our interfaces,andhow we usethe interfacein-
formation.Thealgorithmicdetailsappearelsewhere[20].

3.2 Deriving the Interfaces: The Veri®cation Step

Theveri�cation stephastwo purposes:�rst, it veri�es a
propertyagainstan individual feature;second,it computes

the statelabelsthat we will storein the feature's interface
for preservation checksat compositiontime. Two aspects
of our methodology, featuresasopensystemsandevolving
propositions,affecthow we performthis step.

3.2.1 OpenSystems

Considerproperty4 of the email application,which states
that oncea messageis encrypted,it is never sentout on
the network in the clear. This propertyholds of the en-
cryptionfeature.If we composetheencryptionfeatureand
the forwardingfeature,we will needto checkthat the for-
wardingfeaturepreservesthis property. ThestandardCTL
modelcheckingalgorithm[8] will not be able to perform
this check,however, becausetheforwardingfeature's state
machinedoesnot containthe proposition  �!#"%$'&)(+*, 
- . This
is not a designerror. Encryptionis not part of forward-
ing, sotheforwardingfeatureshouldnotcontainreferences
to the messageattributesassociatedwith encryption. This
separationof concerns,whichunderliesfeature-orientedde-
sign,inherentlyyieldsveri�cation tasksinvolving unknown
propositions;unknown propositionsleadto opensystems.

We handleopensystemsusingBrunsandGodefroid3-
valuedCTL modelcheckingalgorithm[7]. This algorithm
allows propositionsto have values*.$�/# , 0�1)2 34 , or /)!65�!#7+89! .
We interpretpropositionsfrom otherfeaturesas /6!)5�!#7+89! ;
the *.$�/# and 0�1)2 3: labelingsin De�nition 1 capturethethree
values(propositionsnot labeledwith either *.$;/# or 0�1)2 3: 

in a stateare interpretedas /6!)5�!#7+89! ). A 3-valuedmodel
checker canreturn *.$;/+ , 0�1)2 3: , or /)!65�!#7+89! asthe valueof
a propertyin a structure. From a veri�cation perspective,
the /6!65�!+7+8�! result is lessuseful than a *.$;/+ or 0�1)2 3: re-
sult. In the context of compositionalveri�cation, a result
of /6!)5�!#7+89! during a preservation checkwould requireus
to verify the compositionof the features,rather than the
individual features.To potentially increasethe numberof
casesyielding concreteresults,BrunsandGodefroidper-
form two veri�cations which they call optimisticandpes-
simistic; in theformer, all /)!65�!#7+89! sareinterpretedas *.$;/+ ,
while thelatterinterpretsthemas0�1)2 34 . Any propertywhich
evaluatesto 0�1)2 3: in the optimistic model is guaranteedto
be false,while any propertywhich evaluatesto *.$;/+ in the
pessimisticmodel is guaranteedto be true [7]. Thus,a 3-
valuedmodelcheckactuallyinvolvestwo runsof themodel
checker; we must storethe labelingsthat arisefrom both
runsin our interfaces.

Theopensystemsarisingfrom featuresdiffer from those
arisingfrom conventionalmodelchecking.In conventional
modelchecking,modulescomposein parallel;propositions
de�ned in other, abstracted,modulescanchangevalueany-
time. Features,in contrast,composesequentially2; propo-

2Parallel compositionoccurswithin features(to synchronizeactors),
but notacrossthem.Ourwork exploits this re®nedarchitecture[12].



sitionsarisingfrom onefeaturedo not changevaluewhile
anotherfeatureis executing. Furthermore,we can parti-
tion propositionsfrom otherfeaturesinto datapropositions,
which representattributesof shareddata(suchaswhether
a messageis encrypted),and control propositionswhich
modeltheexternal(user)choicesthatdrivethefeature(such
as ����������	�

������� from property2). Control propositionsof
one featureare never true in anotherfeaturebecausefea-
turesdo not executesimultaneously. Thus,we cansetthe
controlpropositionsfrom otherfeaturesto ����� ��
 (ratherthan

�

����������� ) duringmodelchecking;reducingthenumberof
�

����������� sincreasesthelikelihoodof obtainingconcretere-
sultsduringmodelchecking.

De�nition 5 (Interfaces,version2) An interfacefor feature
���� "!$#$#�#$!��&%('

containsthefollowing information:

) For each
�+*

, a setexit of statesin
�  

from whichcon-
trol canenteranotherfeature.

) For each
�

*

, astatere-enterin
�� 

to whichcontrolcan
returnfrom anotherfeature.

) A partition of
�+*

's propositions( ,.-0/ ) into control
anddatapropositions.

) For eachstate 1 in exit -�2 re-enter3 , two setsof CTL
formulas:onecontainingthe labelsascribedto 1 dur-
ing thepessimisticcheck,andtheothercontainingthe
labelsascribedto 1 duringtheoptimisticcheck.

3.2.2 Evolving Propositions

Consider property 2, which requires messagespassed
throughthe anonymizing remailerto not reveal any infor-
mationthat identi�es thesender. What is the de�nition of

�����4�$56���

�

� in this property? From the perspective of the
remailerfeaturealone,�����(��5����

�

� is thesameasthepropo-
sition 78

������� 9:�����(��56�;� <$
 assignedin theremailer. Oncewe
addthe signingfeature,however, a messagealsoneedsto
beunsignedin orderto beconsideredanonymous.

Thisexampleillustrateshow addingfeaturesmaychange
our interpretationof existing propositions. In this sense,
the propositionsin our formulasevolve over time; in our
runningexample,they captureconceptsthatarisein email
systems,but theconcretede�nitions of thoseconceptsmay
changebasedonthefeaturesincludedin themodel.Our in-
terfacesmustthereforehandleevolving propositionswhile
retainingcompositionality.

Ourmethodologyviewsevolving propositionsaspropo-
sitionsthatdonot labelstatesin thestatemachinesbut that
mayappearin properties.As we composefeatures,we re-
solve theevolving propositionsinto booleancombinations
of concretepropositionsfrom the features. The follow-
ing de�nition capturesthesebindings. We modelchecka

formula underan interpretationby replacingall evolving
propositionsin the formula with their bindingsunderthe
interpretation.

De�nition 6 An interpretationis a functionfrom evolving
propositionsto booleanformulas(containing= , > , ? ). We
assumethatnoevolving propositionsappearin therangeof
aninterpretation.

Verifying propertiesof individual featuresrequires3-
valuedmodel checking. We wish to increasethe number
of casesin which future preservation checkscan be per-
formed compositionally; as modifying the interpretation
of an evolving propositioncould affect whethera prop-
erty holds, we must anticipatethe impact of changesto
the evolving propositions. Our methodologyhandlestwo
speci�c changes:thosethat logically strengthena proposi-
tion's interpretation,andthosethatlogically weakenit. The
methodologythusveri�es propertiesunderthreeinterpreta-
tionsof evolving propositions,asdetailedin the following
algorithm.

Veri�cation step: Let @

 

be a feature, A be a prop-
erty to verify against@

 

, and B bean interpretationof the
evolving propositionsin A . We verify A underthreeinter-
pretations:

1. Thestraightforward3-valuedcheckof A relative to B .

2. A strengtheningcheckin which eachevolving propo-
sition C in A is strengthenedto BED�CGFH=JI�KML�NPO�QSR for
somenew propositionI�KML�NPO�QSR .

3. A weakeningcheckin which eachevolving proposi-
tion C in A is weakenedto BED�CGFS>PI�KML�NPO�QSR for some
new propositionI�KML�NPO�QSR .

Failureof thestrengthened/weakenedchecksindicatecases
where the property would not hold if the propositions
evolvedaparticularway. In thesecases,if thepropertyfails,
wealsostorethegeneratedcounterexamplein theinterface,
so we canpresentit to the userat compositiontime. The
preservationstep(Section3.3)will choosewhich setof la-
belsto usebasedon thecontext of thecomposition.

Ouruseof separatestrengtheningandweakeningchecks
is analogousto Bruns and Godefroid's useof pessimistic
andoptimistic interpretations,in that it treatstheextremal
cases.Treatingall possiblestrengthening/weakeningcases
would result in a combinatorialblowup, which would ren-
der the methodologyimpractical. Our casestudydemon-
strates that propertiesoften involve only one evolving
proposition(sincepropertiesgenerallycorrespondto single
requirements),sothis approachappearsusefulin practice.

The combinationof evolving propositionsand3-valued
modelcheckingleadsto the following, �nal, de�nition of
interfaces:



De�nition 7 (Interfaces,version3) Thenew interfacedef-
inition replacesthe last item from version2 (Defn 5) with
thefollowing information:

� For eachstate in exit
���

re-enter� , six setsof CTL
formulas, arising from the pessimistic, optimistic,
pessimisticstrengthened,pessimisticweakened,opti-
mistic strengthened,andoptimisticweakenedchecks.
We storetwo piecesof informationwith eachset: the
interpretationof evolving propositionsthatwasin ef-
fect whentheformulaswerederived,andwhetherthe
conditionsfor that setguaranteethe propertyto hold
or beviolated. If a propertyis violated,we alsostore
thecounterexamplearisingfrom theviolation.

The numberof differentsetsof labelsrequiredto support
compositionalpreservation checkswould overwhelmde-
signersif we asked themto develop the interfacesmanu-
ally. Fortunately, theCTL modelcheckingalgorithmgener-
atesthe formula setsautomatically(modelcheckersbased
on LTL would not easily supportthis task). Thus, while
theseinterfacesaremorecomplicatedthanstandard,type-
basedinterfaces,our ability to generatethemautomatically
makesthemtractablefor designersto use.As theformulas
in thesesetsareshort,representableasstrings,andassigned
to only afew states,thesizesof our interfacesshouldnotbe
prohibitivein practice.

3.3 Using the Interfaces: The Preservation Step

We usethe preservation stepto checkthat composing
features ��� and �	� will preserve a property 
 already
provenof ��� . In general,we performthis stepby attaching
two dummystatesto �

� , representingtheinterfacestatesof
�

� to which �
� will attach.We thenseedthedummystate

that exits �
� back into �

� with the labelsassignedto the
actualre-entrystatefrom �

� ; theselabelsarestoredin �
� 's

interface.We thenusetheCTL modelcheckingalgorithm
to checkthateachlabel from �

� 's exit interfacestateholds
in thedummystatethatenters��� [12].3 If all of theselabels
arepreserved, 
 is guaranteedto hold in the composition.
Becausepropositionsevolve,however, agivencomposition
doesnot needto preserve all of the labelsin the interface;
thefollowing algorithmindicateswhichonesarerelevant.

Preservationstep: Let �
� betheinterpretationusedto
verify 
 in ��� andlet ��� bethenew interpretationassoci-
atedwith �	� . Weperformthefollowing sequenceof checks
to determinewhether 
 is preserved in thecompositionof

�
� and �

� under�
� :

� If ��������� strengthens��������� for all evolving proposi-
tions � in 
 , checkwhetherthe pessimisticstrength-

3CTL ªuntilºpropertiesalsogive riseto additionalchecks,but thefor-
mulasto checkarealsoderivedautomaticallyandstoredin theinterface.

enedcaseheld in ��� . If so, copy/con�rm the pes-
simistic interfacelabelsthataroseunderthestrength-
enedinterpretationon � � 'sdummystates.If not, there
is no needto proceedwith veri�cation of � � because

� � alreadyviolatestheproperty.

� If ��������� weakens�
������� for all evolvingpropositions�

in 
 , follow thepreviouscaseusingpessimisticweak-
enedin placeof pessimisticstrengthened.

� If � � ����� is logically equivalentto � � ����� for all evolv-
ing propositions� in 
 , copy/con�rm the pessimistic
interfacelabelsthataroseunder ��� (with no strength-
eningor weakening)on ��� 's dummystates.

� In all othercases,re-verify 
 against� � using � � , then
applyversion2 of thepreservationalgorithmto check
preservationin � � .

4 CaseStudy Results

Our interfacesareonly effective if they enableusto per-
formmostpreservationcheckscompositionally. Toevaluate
theeffectivenessof our interfaces,we searchedfor feature
interactionerrorsin theemailapplicationdescribedin Sec-
tion 2. We usedthecasestudyto determine

� whetherour interfacesandmethodologycandetectthe
featureinteractionerrorscompositionally,

� the extent to which each aspect of our method-
ology (original feature-orientedmodel checking, 3-
valued model checking, and evolving propositions)
contributedto detectingactualinteractions,and

� whetherinteractionscanbedetectedthroughcombin-
ing smallnumbersof features.

Our experimentsuse a model checker that we built
speci�cally for handling our feature-orientedveri�cation
methodology. We do not presentperformance�gures here
in partbecausebecausethestatemachinesfor thesemodels
aretoo small to generatemeaningfulperformance�gures,
andbecausetheemphasisin developingthemodelchecker
hasbeento supportthe methodologyrather than provide
highperformance.

We manuallyextractedthe ten propertiesdescribedin
Section2 from the interactionsthat Hall reportedin his
study[15]. Hall detectedtwenty-sixinteractions,of which
we detectedsixteen.4 Of Hall's remainingteninteractions,
two were too simple to detectat our level of model (we
would have hadto arti�cially designa modelto re�ect the

4Our tablesof resultsshow only ®fteen rows becausethe ®rst of the
property7 entriescapturestwo relatedinteractionsfrom Hall's study.



interactions,andthedetectionwouldhavethenbeentrivial).
Two arosefrom propertiesthatcouldbeexpressedin LTL,
but not in CTL. Two appearedto requirea propertyspeci�-
cationlanguagethatsupportsalternation.Two interactions
involvedhumanconceptssuchasrudenessthatdidn't trans-
late well into logical formulas. Finally, two requireda re-
mailerwith differentbehavior thantheonewehaddesigned
basedon theremainderof thestudy.

Eachof the propertiesfrom Section2 held whenveri-
�ed againstthefeaturethatwasmainly responsiblefor im-
plementingit, but faileduponcompositionwith otherfea-
tures.5 Table1 summarizesthefeatureinteractionsthatwe
detectedusingour modelingandveri�cation methodology.
Eachrow describestheproperty(from Section2) whosevi-
olation led to theundesiredinteraction,the(ordered)com-
positionof featureswith whichwedetectedtheinteraction,
adescriptionof theundesirableinteraction,andastatement
of which techniquesdetectedthe interaction. The values
in the tablefor the last columnindicateoneof threetech-
niques: the original compositionalmethodology, 3-valued
checks,andstrengthened/weakenedcomparisons.

The tablesshow several results.First, sevenof the six-
teen interactionsrequiredonly the original methodology.
The remaininginteractionsrequiredsomecombinationof
theenhancements.

Our methodologydetectedthe � ve interactionsmarked
with “pessimistic strengthened”basedsolely on the in-
formation in the interfaces; no additional model check-
ing runswere performedduring the preservation step. In
thesecases,the veri�cation stepdeterminedthat strength-
eningtheevolving propositionswould leadto aviolationof
the propertyandrecordedthis fact in the interface. When
the violation did occur, the model checker extractedthe
counter-examplealreadystoredin theinterface.

We detectedtwo interactionsusing evolving proposi-
tionssans3-valuedmodelchecking;thesearemarkedwith
“Original” in the techniquescolumnanda non-emptyRe-
Interpretationcolumn. In thesecases,thepreservationstep
requiredmodelchecking,but only for 2-valuedlogic. Find-
ing the remainingtwo interactionsrequiredboth 3-valued
modelcheckingandevolving propositions;in thesecases,
the informationstoredaboutweakeningandstrengthening
wasnot enoughto indicatea violation, so thepreservation
stepranthe3-valuedmodelchecker, usingtheextendedin-
terpretationlisted in the table. In no casedid we have to
verify thefull compositionof the listedfeaturesin orderto
detectaninteraction.

In nine of the sixteen interactions, the propositions
evolvedat compositiontime. In all of thesecases,thenew
interpretationsalwayseitherstrictly strengthenedor strictly

5For therestof this section,wewill implicitly assumethatfeaturesare
composedwith the basicmail delivery featureprior to veri®cation; this
de®nesthepropositions���

���

and ���

� � 	

��
 .

weakenedtheir earlier interpretations;due to our stored
interface information in thesecases,we never neededto
re-verify a propertyalreadyproven of a featureafter re-
interpretation. This clearly shows that any methodology
for verifying feature-orienteddesignsmust accommodate
evolving propositions. The propositionsdo, fortunately,
seemto evolve predictably, which veri�cation techniques
shouldexploit.

The distinction betweencontrol and datapropositions
was necessaryto handlefour of the interactions,speci�-
cally, the onesthat violated properties1 and 4. Eachof
thesecompositionalcheckswouldhave failedif thecontrol
propositionshadbeeninterpretedas ��
���
�����
 , ratherthan
as ���

� �

� , duringmodelchecking.
This casestudysuggeststhatour enrichedmethodology

is crucialfor detectingmany interactions.Ouroriginaltech-
niquecouldnot �nd severalof thefeatureinteractionprob-
lemsin this suite. In fact,our original modelingtechnique
couldnotevenmodelthesuiteaccuratelydueto thelackof
supportfor evolving propositions.We believe theenriched
techniquebetterre�ects themodelingandveri�cation needs
of abroadrangeof realisticsoftwaresystems.

An Inter estingInteraction

Property 4, which requiresan encryptedmessageto
never be decryptedandthenmailedwithout �rst beingre-
encrypted,led to someinterestingresultsduringthis study.
The interactionsarising from this property cannotoccur
with fewer thanthreefeatures:

� Thepropertyholdsof theencryptionfeaturealone.

� The property holds when the decryption feature is
composedwith encryptionbecausethedecryptionfea-
turedoesnot itself mail anything.

� Thepropertyholdswhenencryptionis composedonto
either autorespondor forward becausethe message
staysencrypteduntil mailed.

� The property fails when autorespondor forward is
composedwith encryptionfollowedby decryptionbe-
causethis compositionintroducesa pathfrom a state
wherethemessageis clear(andstaysclear)to mail. A
3-valuedcheckexposesthis.

� Thepropertyalsofailswhendecryptionfollowseither
encryptionandautorespondorencryptionandforward.
Theproposition�

�

����
 is weakenedfrom ���

� �

� to ���

� �

���

������
 ��!�"$#

�

�������

�%�

�&�

�

. A pessimisticweakenedcheckon
��
���
 ��!�"$#&����"%��
'�

�

!(�)
�� or ��
���
 ��!�"$#*�+��
,�-��
'� exposesthis.

This propertydiffers from the othersthat yieldedundesir-
able interactionsbecausemultiple ordersof composition



amongthefeaturesexposetheinteraction;furthermore,dif-
ferenttechniques(3-valuedchecksversusevolving propo-
sitions)exposedtheinteractiondependinguponthecompo-
sitionorder.

5 RelatedWork

Compositionalveri�cation hasalonghistorydatingback
to AbadiandLamport'swork onassume-guaranteereason-
ing [1]. In this framework, a designerstatesmanually-
developedconstraints(assumptions)on the behavior of a
moduleaspartof its interface;thisframeworkwasdesigned
tosupportseparatedevelopmentof components.Proofrules
governwhenacompositionof modulesis valid accordingto
theassumptions,anddictatewhensafetypropertiesholdof
acompositionof modules.

Pnueli [26], McMillan [21], andothershave developed
proof rulesfor compositionalmodelchecking;theseframe-
works capturemoduleconstraintsthroughtemporallogic
formulas.Theseworks,however, arereallyaboutdecompo-
sitional veri�cation, in which thewholesystemis available
at the sametime, but is veri�ed piecewise for tractability.
Having thewholesystemspeci�cationenablesdesignersto
derive assumptionsaboutthebehaviors of thesurrounding
system.Our modules,in contrast,aredevelopedindepen-
dentlyof their eventualdeploymentcontext. We can,nev-
ertheless,exploit the sequentialcompositionin our frame-
work to automaticallyderive temporallogic interfacecon-
straintsthatmusthold at compositiontime. deAlf aroand
Henzingercaptureinterfacesthroughautomata[11] for par-
allel compositioncontexts.

Houdini infers annotationsfor modular checking in
ESC/Java [13]. The framework infers candidateannota-
tions throughstaticanalysis,thenusesESC/Java to check
whetherthe annotationssatisfytheprogram;if so, the an-
notationscanbecomepartof theprogram's interface. Our
approachdiffers in severalways. First, we infer properties
during individual featureveri�cation. Second,our inter-
facescapturesuf�cient information to preserve properties
uponcomposition;Houdini's annotationsarenot property-
driven,andthusmaynot beusefulfor a givenproperty. Fi-
nally, our approachis truly modularin that we do not re-
quireinformationaboutthemoduleswemaycomposewith
in orderto deriveour interfaces;Houdini requiressomeas-
sumptionson the remainderof the programto performits
modularanalysis.

Our casestudyusesmodularmodelcheckingto detect
certainfeatureinteractions. Featureinteractionproblems
havereceivedsubstantialattentionin thesoftwareengineer-
ing literature[17, 28]. Our emphasishereis on modular
veri�cation, not on modelcheckingasa tool for detecting
featureinteraction.Several researchershave attemptedthe
latter in non-modularsettings[4, 6, 16, 17]. While we ap-

preciatethat model checkinghas limitations in detecting
featureinteraction,we believe our work enhancesthe op-
tionsfor usingit whenapplicablein this domain.

Our email exampleusesa pipe-and-�lter modelof fea-
turecomposition;this modelresemblesZaveandJackson's
DistributedFeatureComposition[16]. Ourwork differsbe-
causeourfull methodologysupportsfeaturesthatspanmul-
tiple actors;we do not cover multiple actorsin this paper
as they are orthogonalto our discussionof moduleinter-
faces.Our work alsodiffers in that its focusis on veri�ca-
tion ratherthanarchitectureandspeci�cation.

Other veri�cation researchershave discussedmethod-
ologiesfor reasoningundersequentialcomposition[2, 3,
9, 19]. Theseefforts differ from oursin many ways: none
handleopensystems,nonewerecreatedtowardssupport-
ing cross-cuttingdesignmethodologies,andall arisein a
decompositionalveri�cation context ratherthana modular
designone.Ourinterfacesandveri�cation methodologyare
designedto supportmodularityat thedesignlevel.

6 Conclusions

Theautomatedveri�cation of modernsoftwaresystems
requireseffort in two directions.First, it mustaddressthe
structureof modernsoftware: asa third-partycomposition
of independently-producedcomponentsthat, increasingly,
encapsulatesoftware features(as in a productline). Sec-
ond,it mustrealizethat,evenasthisstyleof softwarecould
greatly bene�t from sophisticatedveri�cation techniques,
programmersareunwilling andsometimeseven unableto
write thespeci�cationsnecessaryfor veri�cation tools.Au-
tomaticallysynthesizingasuitablealternativeto thesespec-
i�cations is a critical softwareengineeringchallenge.

The veri�cation techniqueusedin this paperis model
checking,restrictedto amodularcontext. Modularveri�ca-
tion is critical in this domainfor severalreasons.Most im-
portantof all, thereis usuallyno clearnotionof a “whole”
program,sinceindependentfragmentsmaybeproducedby
severaldifferentdevelopers.In addition,thesizesof whole
programscan easily defeatthe varioustechniquesmodel
checkersdeploy to combatstateexplosion.

This paper's contributionsaretwofold. First, it presents
aseriesof de�nitions of interfacesthatsupportmodularver-
i�cation in this component-basedprogramminguniverse.
Thede�nitions grow to handleboth thenatureof thesoft-
ware itself, and the needsof the veri�cation methodol-
ogy. Second,it presentsa study of verifying a suite of
emailfeatures.Our techniqueidenti�es mostof thefeature-
interactionproblemspreviouslyfoundmanuallyin thiscase
study, thusvalidatingtheutility of our interfaces.

This work doessuffer from the problemthat a feature
developermaynot know whichparticularfeaturesto verify
togetherto detecterrors.This is not a problemfor a client,



Property Features
Involved

ProblemDescription Re-Interpretation
Veri�cation
Techniques

1 sign,forward
The sender�eld of a signedmessage
canbealteredby a forwardingfeature,
andthenmailedout.

���������	��

����������������� strength-
enedfrom �

����� to �����

������� �

Original

1 sign,remail
The remailerchangesthe sender�eld
of a signedmessage.

���������	��

����������������� strength-
enedfrom �

�!��� to �

���

�

��"�#%$ &��

Original

2 sign,remail
Signing a messagesgives away the
identity irrespective of whether the
sender�eld is changed.

���

�

�'"(#

�

��� strengthenedfrom
���

�

�'"(#)$ &'� to ���

�

�'"(#)$ &'�

*

�

�+$ �,���'�

Pessimistic
Strengthened

3 encrypt,verify
If a messageis signedand then en-
crypted,the encryptiondefeatssigna-
tureveri�cation.

-

���.$ /0��1�2 � strengthenedfrom
�

�!��� to �

��������"�3

�

�'�

Pessimistic
Strengthened

4 encrypt, decrypt,
forward

A messagecan be encrypted,mailed
out, decrypted,andthen forwardedin
theclear.

�����	��"�3

�

�'� weakened from
�

��2 �
� to �����	��"�3

�


!�������'�'�4�

�

��2

3-valued
check

4
encrypt, decrypt,
auto-respond

A messagecan be encrypted,mailed
out, decrypted, and then auto-
respondedsuchthat the auto-response
contains the original text of the
message.

�����	��"�3

�

�'� weakened from
�

��2 �
� to �����	��"�3

�


!�������'�'�4�

�

��2

3-valued
check

5 encrypt,remail
A messageintended to be remailed
cannotbeprocessedby the remailerif
themessageis originally encrypted.

$5��

�6��#7��$52 �	��


���

��#7�

� strength-
enedfrom �

����� to �

�����	��"�3

�

�'�

Pessimistic
Strengthened

6 auto-respond,�l-
ter

The �lter featurecan potentially dis-
card messagesgeneratedby the auto-
responder.

Original

7 forward,remail

If a user establishesa pseudonym
on a remailer and forwards to that
pseudonym, thenany messagesentto
the userwill be forwardedto the re-
mailer, sent to the user, forwardedto
theremailer, etc.

Original

7 forward
A usercan provision a forward mes-
sagesbackto himself,thuscreatingan
in�nite loop.

Original

7 forward,mailhost

If forwardingis setupto a non-existent
user, thenthemailhostgenerateserror
messagesthatarethenforwardedback
to the non-existent user, resulting in
longerandlongererrorresponsesfrom
themailhost.

Original

8 forward,�lter
The �lter featurecan potentially dis-
cardforwaredmessages.

Original

9
auto-respond,de-
crypt,encrypt

An encryptedmessagecanfail decryp-
tion and thus be given to the auto-
responderin which it cannotreadthe
subjectline.

�	2 ����� strengthenedfrom �

����� to
�

�����	��"�3

�

�'� .
Pessimistic
Strengthened

10 remail,sign
The remailerwill alter the body of a
signedmessageif the user wants re-
mailing.

1

�

��"�

����������������� strengthened
from �

�!��� to �

���

�

��"(#)$ &'� .
Pessimistic
Strengthened

11 �lter , mailhost

If a user sendsa messageto an un-
known recipientat a mailhost,thener-
ror messagesfrom thatmailhostcanbe
discardedby the�lter .

Original

Table 1. Each feature interaction is listed with the proper ty it violates, the interpretation of proposi­
tions it requires, and the veri�cation techniques used to expose the problem.



who presumablyhandlesonly a particular composition.
Evena producercan,however, exploit our methodologyto
identify potentialproblems.As Section4 showed,a failed
pessimisticstrengthenedtest storesa counter-example in
theinterface.Thus,any otherfeaturethatstrengthensafea-
ture'spropositionsis guaranteedto raiseanerror: thedevel-
opercandetectthis without evenverifying thesecondfea-
ture. This (and,dually, optimistic weakening)shouldpro-
videa usefuldiagnosticfor a featuredeveloper.

Thereare numerousdirectionsfor future work. Natu-
rally, weneedto conductmorecasestudiesto identify other
weaknessesin our interfaces.Second,we needexperience
with a broaderuserbaseto determinethe true usability of
our tools. More signi�cantly, we intend to explore other
kindsof veri�cation tools,suchasdeclarative speci�cation
solvers,that might bettersupportthe incompleteinforma-
tion thatwecurrentlymodelwith 3-valuedlogic.

Acknowledgements: We thankBob Hall for discussions
abouthis casestudy, Colin Blundell for his feedback,and
theanonymousreviewersfor their detailedcomments.
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