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Abstract

Featue-oriented programming organizes programs
aroundfeaturesratherthan objects thusbettersupporting
extensible product-line architectues. Programminglan-
guagesincreasinglysupportthis style of programming but
programmes get little supportfromveri cation tools. Ide-
ally, programmes shouldbe able to verify featuesinde-
pendentlyof eadh other and useautomatedcompositional
reasoningtechniquesto infer propertiesof a systemfrom
propertiesof its featues. Achieving this requires carefully
designednterfaces:they musthold sufcient informationto
enablecompositionalveri cation, yettools shouldbe able
to genertethis informationautomaticallybecausesxperi-
enceindicatesprogrammes cannotor will not provide it
manually We presenta modelof interfacesthat supports
automated,compositional,feature-orientedmodel ched-
ing. To demonstate their utility, we automaticallydetect
thefeature-intetaction problemsoriginally foundmanually
by RobertHall in an emailsuitecasestudy

1 Intr oduction

Modules are crucial to large-scalesoftware construc-
tion [25]. Modulesdivide asysteminto coherentollections
of datastructuresand functionality that programmersan
assemblénto a suiteof services Thebene tsthatmodules
bestav, suchasindependentevelopmentand codereuse,
have ensuredhe widespreadadoptionof modulesin soft-
waredevelopment.

Having differentdeveloperswrite the modulesin a sys-
tem increasesthe likelihood of incompatibility between
modules.Programmershereforeneedsomelevel of com-
positionveri cation to protectagainstatenterrorsthatare
not detecteduntil late into developmentor even deploy-
ment. Type checkingat moduleboundariess perhapshe
mostbasicandwidespreadorm of veri cation. Eachmod-
ule'sinterfacespeci esits servicesasaserief functionor
methodnamesandthe type signatureson their inputsand
outputs;the modulealsospeci esthe interfacesit expects
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of themoduleswith whichit will eventuallycomposeType
checlerscon rm thatanindividualmodulesatis esits own
interfaceandthatit usesservicesrom othermodulestype-
correctly ModernlanguagesuchasML [23] andJava[14]
supporthisbasicnotionof modularveri cation, andit is so
usefulandcorvenientthatprogrammersiseit daily without
complaint.

While type-basednodularveri cation is a handy rst
line of defensejt provesonly a very simpletheorem(typ-
ically, thatwell-typedprogramswill notgo “wrong” [22]);
furthermorethistheoremnis x edandbuilt into thetypesys-
tem. Developersoftenneedo proverichertheoremsabouta
systemsbehaior. Behavioral veri cation canuncoversub-
tle errorssuchas concurreng violations, race conditions,
deadlock,and progressfailures. As programsgrow more
comple, andincreasinglyusecommunicatiorandconcur
rengy, behavioral veri cation grows morecritical.

The feasibility of modularbehaioral veri cation is un-
fortunately diminished by a simple but critical practical
concern:the needfor speci cations. While programmers
voluntarily write types,decade®f experiencehave shavn
that programmersare highly unlikely to write more com-
plex speci cationsof a modules behaior. This problem
persistsavenwhenthesespeci cationsarefed to toolsthat
can provide concretefeedback{13]. Worse,programmers
oftensimply lack sufcient understandingf the programs
behaior and may not have the training necessaryo cor
rectly usethe speci cation logics. Without speci cations,
however, the modular veri cation tools cannotfunction,
leaving the programmersvho mostneedveri cation unable
to exploit it.

Onetemptingpropositionis to composea completepro-
gram out of the modules,then verify the programas a
whole. This ideafails for numerouseasons.First, not all
modulesare available at the sameplace,becauséghey are
written by independentwuthorsand assembledin a com-
ponentialfashion[27]) by a client. Secondevenwhenthe
modulesareavailable(sayattheclient), thetotal numberof
systemcon gurationscanbetoo numerousfor instancejn
a productline construction10], the total numberof com-
binationsof productline featurescanexhibit combinatorial



explosion.Finally, evenasingleoneof thosecon gurations
may betoo largeto verify enmassedueto the well-known
problemof stateexplosion[8].

For behavioral veri cation to be usefulandtractablein
practice,it mustthereforeapply to modules,ratherthan
only to whole programs. Ideally, a modular veri cation
methodologyshouldsupportproving propertiesaboutindi-
vidual modulesandinferring propertiesof composedsys-
tems from propertiesof the individual modules; further
more, thesemethodsshouldretain the automationof type
checking. Most importantly given a behaioral property
expectedof a whole system the techniquemustautomati-
cally generatehe modulespeci cationsbecausgrogram-
mersoftenwill not,andsometimesnaynotbeableto, sup-
ply them. This is the essenceof automatedsoftware en-
gineering:to automaticallyhandletasksthat programmers
cannotmanuallyperform.

Theveri cation techniquethatthis paperde nes specif-
ically addressefeature-orienteanodules. Thesemodules
encapsulatendividual programfeatureghat cross-cutsys-
tems[18] andcontainthe codefragmentghatimplementa
features functionality for eachactorin the overall system.
In recentyears,researcherfrom a variety of applications
areashave notedthat programmingwith cross-cuttingcon-
cernscansimplify a variety of software engineeringprob-
lemssuchas maintenancegvolution, and product-linede-
velopment.

This paperfocuseontheinterfaceghatfeature-oriented
modulesneedin orderto supportmodularmodelchecking
of behavioral properties.Interfacesmustcontainsuf cient
informationfor toolsto prove whethercompositionwould
violatethe propertieprovenof anindividualmodule. This
requiresinterfacesto containconstraintssimilar to veri -
cation conditions,that othermodulesmustsatisfyat com-
positiontime. Our methodologyderives theseconditions
automaticallyduringfeatureveri cation. Thus,for feature-
orientedmoduleswe are ableto lift the bene ts of auto-
matedmodularveri cation to thelevel of behaioral prop-
erties. A companionpaper[20] containsthe algorithmic
details.

This paperalsodemonstratethe utility of ourinterfaces
througha casestudy The casestudyis basedon an anal-
ysis of an email systemoriginally conductedby Robert
Hall [15]. This exampleis interestingbecauseét contains
a substantiahumberof featureinteractionsjn our method-
ology, thesemanifestas propertiesthat hold of individual
featuresyet fail after composition. Hall originally identi-
ed theseinteractionsmanually Using our methodology
we candetecttheseinteractionsautomaticallyand compo-
sitionally givendesiredpropertieof theindividualfeatures.

Section2 providesan overview of the casestudyused
in this paper Section3 describesour approacho feature-
orientedveri cation and the interfacesthat it engenders.
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Figure 1. The encryption and forwar ding fea-
tures. Dashed states resolve with concrete
ones during composition.
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Section4 presentghe resultsof our casestudy Section5
reviews relatedwork. Section6 offersconcludingremarks.

2 The Email CaseStudy

The email applicationoffers several features,a charac-
teristic of productline systems;thesefeaturescan, how-
ever, adwerselyinteractwith one anotherin mary ways.
The applicationcontainsa databasevhich storesinforma-
tion pertinentto individual users,suchastheir encryption
keys, mail aliasesandforwardingaddresses§f ary). The
applicationcontainghefollowing featureqFigure1 shavs
someof their statemachines): basic mail delivery, digi-
tal signaturesforwarding, anorymousremailing, encryp-
tion, decryption,signatureveri cation, auto-reply ltering
(basedn senders hostname)mail hosting.

Hall foundavariety of interactionsdy manuallyinspect-
ing numerouscon gurations of thesefeatures. Many of
theseinteractionsviolate straightforvard requirementson
the individual features;this paperstudiesten of thesere-
guirements We statethe requirement$othinformally and
asformal propertiesn the temporallogic CTL [8]. In the
descriptions,‘deliver” refersto a messagehat reachesa
useronthelocal mail systemand“received” refersto ames-
sagethatreachesanexternalrecipient.

1. Onceamessagés signedthesendereld isnotaltered
until themessagés deliveredor receved.
Formula:

2. Whena messages readyto be remailed,it is never
mailedoutwith the senders identity exposed.
Formula:



3. If onetriesto verify asignaturethenthemessagenust
beveri able.
Formula:

4. Whenamessagés encryptedit is neverdecryptedand
thensentin theclear
Formula:

5. If amessagés to beremailed,t is formattedcorrectly
for theremailerto processt.
Formula:

6. If anauto-responsis generatedthe responseventu-
ally is deliveredor receved.
Formula:

7. Thereis noloop wheremessagearein nitely mailed
backandforth.
Formula:

8. If amessagés forwarded,t is eventuallydeliveredor
receved.
Formula:

9. If the auto-responderepliesto a messagethen that
message subjectine mustbein thecleat
Formula:

10. If anoutgoingmessagés signed thenits bodyis never
changedinlesss it deliveredor retrieved.
Formula:

11. If a mailhostgeneratesan error messagethen that
messagés eventuallyretrievedor delivered.
Formula:

Eachof thesepropertiesholdsin the featurethatimple-
mentsit. Each property also fails when the featurethat
implementsit is composedvith another(speci c) feature.
Section4 describegheseinteractionsand the speci ¢ as-
pectsof our methodologythatdetectthefailures.

3 Modular Feature Veri cation

Intuitively, a feature-orienteanodule containsthe code
fragmentsthat implementa feature acrossthe actors of
a system. In a full email application, for example, a
message-forardingfeaturewould involve the mail client,
the databasef userinformation (to retrieve the forward-
ing address)and the router that dispatchesnail to users.
Ratherthaninsertseparateodeinto eachof the database,
router, andclient, feature-orientegorogrammingkeepsthe

Figure 2. Features and their composition.

codetogetherin thedesign.This organizatiormakesit eas-
ierto addandremovefeaturesthusmakingfeature-oriented
programmingwell-suitedto product-linedevelopment.

Inferring propertiesaboutfeature-orientedystemgrom
individual featuresrequiresa formal semanticsof feature
composition.Somepopularversionsof cross-cuttingsuch
asaspect$18], lackthelevel of formal semanticsiecessary
to supportthis task. Our work usesa someavhat restricted
model of featuresfor which the compositionsemanticds
straightforvard. Our modelis similar at the high-level to
thoseof Batory [5] and Ossherand Tarr [24], but differs
at the low-level. We view featuresas fragmentsof state
machinesand compositionasinsertingedgesbetweenthe
fragmentsfor the sameactor; Figure 2 shavs an example.
While a state-basedthodeldoesnot completelycapturethe
behaior of the software, it is rich enoughto uncoverinter-
estingtechnicalproblemswith compositionakeri cation.

The contentsf featureinterfacesarisefrom variousas-
pectsof our veri cation methodology To simplify the pre-
sentationwe describeanterfacesn stagesre ning themas
we cover the methodologyin more detail. We begin with
our formal modelof featuresandtheir composition.

De nition 1 A statemachine

isatuplewhere isasetof states, and aresetsof input

andoutputatomicpropositions, is theinitial state,
PL( ) is thetransitionrelation,

indicateswhich propositionsaretruein eachstate,and
indicateswhich propositionsarefalsein eachstate

( )1
De nition 2 A featueis atuple of statema-
chines.

Giventwo featuresandthe statesatwhichto connecthe
statemachinefragments,we cancomposethe featuresby
insertingedgesbetweenthe fragments. This leadsto our

rst de nition of featureinterfaces,aswell asa de nition
of composition:

De nition 3 (Interfacesyersionl) An interfacefor feature
containghefollowing information:

1our motivationfor specifyingbothtrue andfalsepropositionsn state
machinewill becomeclearshortly



Foreach , asetexit of statesn from which con-

trol canenteranotherfeature.

Foreach ,astatere-enterin towhichcontrolcan

returnfrom anotherfeature.

Denition 4 Let and befeatureswith thesamenum-
ber of componentstatemachines.Let and beinter
facesof and , respectiely. Composing and
via and yieldsatupleof statemachines .
Each combinegshe machineof and byinsert-
ing a transitionfrom eachstatein exit of to re-enterof
andfrom eachstatein exit of to re-enterof

3.1 The Core Veri®cation Methodology

Ourveri cation methodologysupportghreetasks:

1. Proving a CTL property of an individual feature
throughmodelchecking(the veri cation step.

2. Automaticallyderiving preservatiorconstaintsonthe
interfacestatesof a featurethat are sufcient to pre-
sene eachpropertyaftercomposition.

3. Provingthatafeature satis esthepreserationcon-
straintsof anotherfeature  (the preservationstep.
We establistpreserationby analyzingatmost , not
thecompositiorof  and

We derive the preseration constraintduring the veri -
cationstepusing (a variantof) CTL modelchecking. The
standardCTL algorithmworks by labelingall stateswith
subformulasof the propertyto be veri ed. Whenwe ver-
ify apropertyagainsiafeature(in theveri cation step),the
interfacestatesarelabeledwith someof thesesubformulas.
During the presenation step, we must checkthat adding
the new featurewill presere all of theselabels. We there-
fore storethesdabelsin theinterfaceandcon rm thatthey
still hold during preserationchecks We referto this asthe
original methodologyaterin the paper;the formal details
appeaelsavhere[12].

The original methodologyhandledreasoningaboutcon-
trol properties,but not dataattributes. To handledatain
features,our methodologymust supportreasoningabout
featuresasopensystemsand propositionswhoseinterpre-
tations evolve upon composition;this also compelsus to
enrichtheinterfaces.Theremaindeof this sectionuseshe
email casestudyto illustrate why theseneedsarise, how
they affect our interfaces andhow we usethe interfacein-
formation. Thealgorithmicdetailsappeaelsavhere[20].

3.2 Deriving the Interfaces: The Veri®cation Step

Theveri cation stephastwo purposes:rst, it veri es a
propertyagainstanindividual feature;secondjt computes

the statelabelsthat we will storein the features interface
for preseration checksat compositiontime. Two aspects
of our methodologyfeaturesasopensystemsandevolving
propositionsaffect how we performthis step.

3.2.1 Open Systems

Considerproperty4 of the email application,which states
that oncea messagés encrypted,it is never sentout on
the network in the clear This property holds of the en-
cryptionfeature.If we composehe encryptionfeatureand
the forwardingfeature,we will needto checkthatthe for-
wardingfeaturepreseresthis property The standardCTL
model checkingalgorithm[8] will not be ableto perform
this check,however, becausé¢he forwardingfeatures state
machinedoesnot containthe proposition . This
is not a designerror. Encryptionis not part of forward-
ing, sotheforwardingfeatureshouldnot containreferences
to the messagattributesassociatedvith encryption. This
separatiof concernswhichunderliedeature-orientede-
sign,inherentlyyieldsveri cation tasksinvolving unknavn
propositionsunknonn propositiondeadto opensystems.

We handleopensystemausing Brunsand Godefroid 3-
valuedCTL modelcheckingalgorithm[7]. This algorithm
allows propositiongo have values , or .
We interpretpropositionsfrom otherfeaturesas ;
the and labelingsin De nition 1 capturethethree
values(propositionsnot labeledwith either or
in a stateareinterpretedas ). A 3-valuedmodel
checler canreturn , , or asthe value of
a propertyin a structure. From a veri cation perspectie,
the resultis lessusefulthana or re-
sult. In the context of compositionalveri cation, a result
of during a preseration checkwould requireus
to verify the compositionof the features,ratherthan the
individual features. To potentiallyincreasethe numberof
casesyielding concreteresults,Bruns and Godefroid per
form two veri cations which they call optimisticand pes-
simistic in theformer, all sareinterpretecas
while thelatterinterpretg¢hemas . Any propertywhich
evaluatesto in the optimistic modelis guaranteedo
be false,while any propertywhich evaluateso in the
pessimisticnodelis guaranteedo be true[7]. Thus,a 3-
valuedmodelcheckactuallyinvolvestwo runsof themodel
checler; we must storethe labelingsthat arisefrom both
runsin ourinterfaces.

Theopensystemarisingfrom featurediffer fromthose
arisingfrom corventionalmodelchecking.In corventional
modelcheckingmodulescomposen parallel;propositions
de nedin other abstractedmodulescanchangevalueary-
time. Featuresin contrastcomposesequentially; propo-

2parallel compositionoccurswithin features(to synchronizeactors),
but notacrosshem. Our work exploits this re®nedarchitecturg12].



sitionsarisingfrom onefeaturedo not changevaluewhile
anotherfeatureis executing. Furthermore we can parti-
tion propositiondrom otherfeaturesnto datapropositions
which representttributesof shareddata(suchaswhether
a messages encrypted),and control propositionswhich
modeltheexternal(user)choiceghatdrivethefeature(such
as from property2). Control propositionsof
one featureare never true in anotherfeaturebecausdea-
turesdo not executesimultaneously Thus,we cansetthe
controlpropositiondrom otherfeaturedo (ratherthan
) during modelchecking;reducingthe numberof
sincreaseshelik elihoodof obtainingconcretee-
sultsduringmodelchecking.

De nition 5 (Interfacesyersion2) An interfacefor feature
containgthefollowing information:

Foreach |, asetexit of statedn from which con-

trol canenteranotheifeature.

Foreach ,astatere-enterin towhichcontrolcan

returnfrom anotherfeature.

A partitionof  's propositions(
anddatapropositions.

) into control

For eachstate in exit re-enter, two setsof CTL
formulas: onecontainingthe labelsascribedo dur
ing the pessimisticcheck,andthe othercontainingthe
labelsascribedo duringthe optimisticcheck.

3.2.2 Evolving Propositions

Consider property 2, which requires messagespassed
throughthe anorymizing remailerto not reveal ary infor-
mationthatidenti es the sender Whatis the de nition of
in this property? From the perspectie of the

remailerfeaturealone, isthesameasthepropo-
sition assignedn theremailer Oncewe
addthe signing feature,however, a messagealsoneedsto
beunsignedn orderto be considerecnorymous.

Thisexampleillustrateshow addingfeaturesnaychange
our interpretationof existing propositions. In this sense,
the propositionsin our formulasevolve over time; in our
runningexample,they captureconceptghatarisein email
systemshut the concretade nitions of thoseconceptanay
changehasednthefeaturesncludedin themodel.Ourin-
terfacesmustthereforehandleevolving propositionswhile
retainingcompositionality

Our methodologyiews evolving propositionsaspropo-
sitionsthatdo notlabelstatedn the statemachinegut that
may appeatin properties.As we composdeatureswe re-
solve the evolving propositionsinto booleancombinations
of concretepropositionsfrom the features. The follow-
ing de nition captureghesebindings. We modelchecka

formula underan interpretationby replacingall evolving
propositionsin the formula with their bindingsunderthe
interpretation.

De nition 6 An interpretationis a functionfrom evolving
propositiongo booleanformulas(containing , , ). We
assumehatno evolving propositionsappeain therangeof
aninterpretation.

Verifying propertiesof individual featuresrequires3-
valuedmodel checking. We wish to increasethe number
of casesin which future preseration checkscan be per
formed compositionally; as modifying the interpretation
of an evolving propositioncould affect whethera prop-
erty holds, we must anticipatethe impact of changesto
the evolving propositions. Our methodologyhandlestwo
speci ¢ changesthosethatlogically strengthera proposi-
tion'sinterpretationandthosethatlogically wealenit. The
methodologythusveri es propertiesunderthreeinterpreta-
tions of evolving propositionsasdetailedin the following
algorithm.

\eri cation step Let beafeature, bea prop-
erty to verify against , and beaninterpretationof the
evolving propositionsn . We verify underthreeinter
pretations:

1. Thestraightforvard3-valuedcheckof relativeto

2. A strengtheningheckin which eachevolving propo-
sition in is strengthenedo for
somenew proposition

3. A wealening checkin which eachevolving proposi-
tion in iswealenedto for some
new proposition

Failure of thestrengthened/weakedchecksndicatecases
where the property would not hold if the propositions
evolvedaparticularway. In thesecasesif thepropertyfails,
we alsostorethegenerated¢ountergamplein theinterface,
sowe canpresentt to the userat compositiontime. The
preserationstep(Section3.3) will choosewhich setof la-
belsto usebasedn the context of the composition.

Ouruseof separatastrengtheningndwealeningchecks
is analogougo Bruns and Godefroids useof pessimistic
andoptimistic interpretationsin thatit treatsthe extremal
cases.Treatingall possiblestrengthening/weaningcases
would resultin a combinatorialblowup, which would ren-
der the methodologyimpractical. Our casestudy demon-
stratesthat propertiesoften involve only one evolving
proposition(sincepropertieggenerallycorrespondo single
requirements)sothis approactappearsisefulin practice.

The combinationof evolving propositionsand 3-valued
modelcheckingleadsto the following, nal, de nition of
interfaces:



De nition 7 (Interfacesyersion3) Thenew interfacedef-
inition replaceghe lastitem from version2 (Defn 5) with
thefollowing information:

For eachstatein exit re-enter, six setsof CTL
formulas, arising from the pessimistic, optimistic,
pessimisticstrengthenedpessimistiowealened,opti-
mistic strengthenedand optimistic wealenedchecks.
We storetwo piecesof informationwith eachset: the
interpretationof evolving propositionghatwasin ef-
fectwhenthe formulaswerederived,andwhetherthe
conditionsfor that setguaranteehe propertyto hold
or beviolated. If a propertyis violated,we alsostore
the counter&amplearisingfrom theviolation.

The numberof differentsetsof labelsrequiredto support
compositionalpreseration checkswould overwhelm de-

signersif we asled themto develop the interfacesmanu-
ally. Fortunatelythe CTL modelcheckingalgorithmgener

atesthe formula setsautomatically(modelcheclersbased
on LTL would not easily supportthis task). Thus, while

theseinterfacesare more complicatedthanstandardtype-

basednterfacespur ability to generatehemautomatically
malkesthemtractablefor designerdo use.As theformulas
in thesesetsareshort,representablasstrings,andassigned
to only afew statesthesizesof ourinterfacesshouldnotbe

prohibitivein practice.

3.3 Usingthe Interfaces: The Presewation Step

We usethe presenration stepto checkthat composing
features and will presere a property already
provenof . In generalwe performthis stepby attaching
two dummystatesto , representingheinterfacestatesof

towhich  will attach.We thenseedthe dummystate
thatexits  backinto  with the labelsassignedo the
actualre-entrystatefrom ; thesdabelsarestoredin 's
interface. We thenusethe CTL modelcheckingalgorithm
to checkthateachlabelfrom 'sexit interfacestateholds
in thedummystatethatenters  [12].2 If all of thesdabels
arepresered, is guaranteedo hold in the composition.
Becauseroposition®volve, however, agivencomposition
doesnot needto presere all of thelabelsin the interface;
thefollowing algorithmindicateswhich onesarerelevant.

Preservatiorstep Let  betheinterpretatiorusedto
verify in andlet  bethenew interpretatiorassoci-
atedwith . We performthefollowing sequencef checks
to determinewhether is preseredin the compositionof
and under

If strengthens
tions in

for all evolving proposi-
, checkwhetherthe pessimisticstrength-

SCTL auntil°propertiesalsogive rise to additionalchecks put thefor-
mulasto checkarealsoderived automaticallyandstoredin theinterface.

enedcaseheld in If so, copy/conrm the pes-

simisticinterfacelabelsthataroseunderthe strength-

enedinterpretatioron ‘'sdummystatesIf not,there

is no needto proceedwith veri cation of  because
alreadyviolatesthe property

If wealens for all evolving propositions
in , follow the previous caseusingpessimistioveak-
enedin placeof pessimisticstrengthened.

If is logically equivalentto for all evolv-

ing propositions in , copy/con rm the pessimistic
interfacelabelsthataroseunder  (with no strength-
eningor wealening)on  'sdummystates.

In all othercaseste-verify against using ,then
applyversion2 of the preserationalgorithmto check
preserationin

4 CaseStudy Results

Ourinterfacesareonly effective if they enableusto per
formmostpreserationcheckscompositionally To evaluate
the effectivenesf our interfaces,we searchedor feature
interactionerrorsin the emailapplicationdescribedn Sec-
tion 2. We usedthe casestudyto determine

whetherourinterfacesandmethodologycandetecthe
featureinteractionerrorscompositionally

the extent to which each aspectof our method-
ology (original feature-orientednodel checking, 3-
valued model checking, and evolving propositions)
contributedto detectingactualinteractionsand

whetherinteractionscanbe detectedhroughcombin-
ing smallnumbersof features.

Our experimentsuse a model checler that we built
speci cally for handling our feature-orientedseri cation
methodology We do not presentperformancegures here
in partbecausdecausehe statemachinedor thesemodels
aretoo smallto generatemeaningfulperformancegures,
andbecausé¢he emphasisn developingthe modelchecler
hasbeento supportthe methodologyratherthan provide
high performance.

We manually extractedthe ten propertiesdescribedin
Section2 from the interactionsthat Hall reportedin his
study[15]. Hall detectedwenty-sixinteractionspf which
we detectedsixteen? Of Hall's remainingteninteractions,
two were too simple to detectat our level of model (we
would have hadto arti cially designa modelto re ect the

40ur tablesof resultsshav only ®fteenrows becausehe ®rst of the
property7 entriescaptureswo relatedinteractionfrom Hall's study



interactionsandthedetectionwould have thenbeertrivial).
Two arosefrom propertieghatcould be expressedn LTL,
but notin CTL. Two appearedo requirea propertyspeci -
cationlanguagehat supportsalternation.Two interactions
involvedhumanconceptsuchasrudenesshatdidn't trans-
late well into logical formulas. Finally, two requireda re-
mailerwith differentbehaior thantheonewe haddesigned
basedn theremaindeiof the study

Eachof the propertiesfrom Section2 held when veri-
ed againstthe featurethatwasmainly responsibldor im-
plementingit, but failed uponcompositionwith otherfea-
tures® Tablel summarizeshe featureinteractionghatwe
detectedusingour modelingandveri cation methodology
Eachrow describeshe property(from Section2) whosevi-
olationled to the undesirednteraction,the (ordered)com-
positionof featureswith which we detectedheinteraction,
adescriptionof theundesirablénteraction,anda statement
of which techniquegdetectedthe interaction. The values
in thetablefor the last columnindicateone of threetech-
nigues: the original compositionalmethodology 3-valued
checksandstrengthened/weakedcomparisons.

Thetablesshow several results. First, seven of the six-
teeninteractionsrequiredonly the original methodology
The remaininginteractionsrequiredsomecombinationof
theenhancements.

Our methodologydetectedhe ve interactionsmarked
with “pessimistic strengthenedbasedsolely on the in-
formation in the interfaces; no additional model check-
ing runswere performedduring the preseration step. In
thesecasesthe veri cation stepdeterminedhat strength-
eningthe evolving propositionsvould leadto a violation of
the propertyandrecordedthis factin the interface. When
the violation did occur the model checler extractedthe
counterexamplealreadystoredin theinterface.

We detectedtwo interactionsusing evolving proposi-
tions sans3-valuedmodelcheckingtheseare marked with
“Original” in the techniquesolumnanda non-emptyRe-
Interpretatiorcolumn. In thesecasesthe preserationstep
requiredmodelchecking but only for 2-valuedlogic. Find-
ing the remainingtwo interactionsrequiredboth 3-valued
modelcheckingand evolving propositions;in thesecases,
the information storedaboutwealeningandstrengthening
was not enoughto indicatea violation, sothe preseration
stepranthe 3-valuedmodelchecler, usingthe extendedn-
terpretationlisted in the table. In no casedid we have to
verify thefull compositionof the listedfeaturesn orderto
detectaninteraction.

In nine of the sixteen interactions, the propositions
evolvedat compositiontime. In all of thesecasesthe new
interpretationglwayseitherstrictly strengthenedr strictly

5For therestof this sectionwe will implicitly assumehatfeaturesare
composedwith the basicmail delivery featureprior to veri®cation; this
de®neghepropositions and

wealenedtheir earlier interpretations;due to our stored
interfaceinformation in thesecases,we never neededto
re-verify a property alreadyproven of a featureafter re-
interpretation. This clearly showvs that any methodology
for verifying feature-orientedlesignsmust accommodate
evolving propositions. The propositionsdo, fortunately
seemto evolve predictably which veri cation techniques
shouldexploit.

The distinction betweencontrol and data propositions
was necessaryo handlefour of the interactions,speci -
cally, the onesthat violated propertiesl and4. Eachof
thesecompositionatheckswould have failedif the control
propositionshad beeninterpretedas , ratherthan
as , duringmodelchecking.

This casestudysuggestshatour enrichedmethodology
is crucialfor detectingnary interactions Ouroriginaltech-
niguecouldnot nd severalof the featureinteractionprob-
lemsin this suite. In fact, our original modelingtechnique
couldnotevenmodelthe suiteaccuratelydueto thelack of
supportfor evolving propositions.We believe the enriched
techniquébetterre ectsthemodelingandveri cation needs
of abroadrangeof realisticsoftwaresystems.

An Inter esting Interaction

Property 4, which requiresan encryptedmessageto
never be decryptedandthenmailedwithout rst beingre-
encrypted)ed to someinterestingresultsduring this study
The interactionsarising from this property cannotoccur
with fewer thanthreefeatures:

The propertyholdsof the encryptionfeaturealone.

The property holds when the decryptionfeatureis
composedavith encryptionbecause¢hedecryptionfea-
ture doesnotitself mail anything.

The propertyholdswhenencryptionis composeanto
either autorespondr forward becausethe message
staysencrypteduntil mailed.

The property fails when autorespondor forward is

composedvith encryptionfollowedby decryptionbe-
causethis compositionintroducesa pathfrom a state
wherethemessagés clear(andstaysclear)to mail. A

3-valuedcheckexposeghis.

The propertyalsofails whendecryptionfollows either

encryptionandautorespondr encryptiorandforward.
Theproposition is wealenedfrom to

. A pessimistiovealenedcheckon

or exposeshis.

This propertydiffers from the othersthat yielded undesir
able interactionsbecausanultiple ordersof composition



amongthefeaturesexposetheinteraction;furthermoredif-
ferenttechniqueq3-valuedchecksversusevolving propo-
sitions)exposedheinteractiondependingigponthecompo-
sition order

5 RelatedWork

CompositionaVeri cation hasalonghistorydatingback
to AbadiandLamport's work on assume-guaranteeason-
ing [1]. In this framework, a designerstatesmanually-
developedconstraints(assumptionspn the behaior of a
moduleaspartof its interface;this framewnork wasdesigned
to supportseparatelevelopmenof componentsProofrules
governwhenacompositiorof moduless valid accordingo
theassumptionsanddictatewhensafetypropertieshold of
acompositionof modules.

Pnueli[26], McMillan [21], and othershave developed
proofrulesfor compositionamodelcheckingtheseframe-
works capturemodule constraintsthroughtemporallogic
formulas.Theseworks,however, arereally aboutdecompo-
sitional veri cation, in which thewhole systemis available
at the sametime, but is veri ed piecavise for tractability.
Having thewhole systemspeci cationenableslesigners¢o
derive assumptionsiboutthe behaviors of the surrounding
system. Our modules,in contrast,are developedindepen-
dently of their eventualdeploymentcontet. We can,nev-
erthelessexploit the sequentiacompositionin our frame-
work to automaticallyderive temporallogic interfacecon-
straintsthat musthold at compositiontime. de Alfaroand
Henzingercapturenterfaceshroughautomatd11] for par
allel compositioncontexts.

Houdini infers annotationsfor modular checking in
ESC/Jaa [13]. The framework infers candidateannota-
tions throughstatic analysis,thenuseseSC/Jaa to check
whetherthe annotationssatisfy the program;if so,the an-
notationscanbecomepart of the programs interface. Our
approacHdiffersin severalways. First, we infer properties
during individual featureveri cation. Second,our inter
facescapturesufcient informationto presere properties
uponcomposition;Houdini's annotationsrenot property-
driven,andthusmay not be usefulfor a givenproperty Fi-
nally, our approachis truly modularin that we do not re-
quireinformationaboutthe modulesve maycomposewith
in orderto derive our interfaces;Houdinirequiressomeas-
sumptionson the remainderof the programto performits
modularanalysis.

Our casestudy usesmodularmodel checkingto detect
certainfeatureinteractions. Featureinteractionproblems
have recevedsubstantiahttentionin the softwareengineer
ing literature[17, 28]. Our emphasishereis on modular
veri cation, not on modelcheckingasa tool for detecting
featureinteraction. Severalresearcherhave attemptedhe
latterin non-modularsettings[4, 6, 16, 17]. While we ap-

preciatethat model checkinghas limitations in detecting
featureinteraction,we believe our work enhanceshe op-
tionsfor usingit whenapplicablen this domain.

Our email exampleusesa pipe-and- lter model of fea-
ture compositionthis modelresemblegave andJacksors
DistributedFeatureComposition[16]. Ourwork differsbe-
causeour full methodologysupportdeatureghatspanmul-
tiple actors;we do not cover multiple actorsin this paper
asthey are orthogonalto our discussionof moduleinter
faces.Ourwork alsodiffersin thatits focusis on veri ca-
tion ratherthanarchitectureandspeci cation.

Other veri cation researcherfiave discussedmethod-
ologiesfor reasoningundersequentialcomposition[2, 3,
9, 19]. Theseefforts differ from oursin mary ways: none
handleopensystems nonewere createdtowardssupport-
ing cross-cuttingdesignmethodologiesandaall arisein a
decompositionaleri cation contect ratherthana modular
designone.Ourinterfacesandveri cation methodologyare
designedo supportmodularityat the designlevel.

6 Conclusions

The automatedreri cation of modernsoftware systems
requireseffort in two directions. First, it mustaddresghe
structureof modernsoftware: asa third-partycomposition
of independently-prodted componentghat, increasingly
encapsulatesoftware features(asin a productline). Sec-
ond,it mustrealizethat,evenasthis style of softwarecould
greatly bene t from sophisticatedveri cation techniques,
programmersare unwilling and sometimeseven unableto
write thespeci cationsnecessarfor veri cation tools. Au-
tomaticallysynthesizing suitablealternatie to thesespec-
i cations is a critical softwareengineeringhallenge.

The veri cation techniqueusedin this paperis model
checking restrictedo amodularcontext. Modularveri ca-
tion is critical in this domainfor severalreasonsMostim-
portantof all, thereis usuallyno clearnotion of a “whole”
programsinceindependenfragmentanaybe producedy
severaldifferentdevelopers.In addition,the sizesof whole
programscan easily defeatthe varioustechniqguesnodel
checlersdeploy to combatstateexplosion.

This papers contributionsaretwofold. First, it presents
aserief de nitions of interfaceghatsupporimodularver-

i cation in this component-basegrogramminguniverse.
The de nitions grow to handleboth the natureof the soft-

ware itself, and the needsof the veri cation methodol-
ogy. Second,it presentsa study of verifying a suite of

emailfeaturesOurtechniquadenti es mostof thefeature-
interactionproblemspreviously foundmanuallyin this case
study thusvalidatingthe utility of ourinterfaces.

This work doessuffer from the problemthat a feature
developermay not know which particularfeaturego verify
togetherto detecterrors. This is not a problemfor aclient,



Features . ; Veri cation
Property Involved Problem Description Re-Interpretation Techniques
The sendereld of a signedmessage strenath-
1 sign,forward canbealteredby a forwardingfeature, 9" original
. enedfrom to
andthenmailedout
. . ‘The remailerchangeghe sender eld strength- .
1 sign,remail ; Original
of asignedmessage. enedfrom to
Signing a messagegives away the strengthenedrom .
. . : LY ; Pessimistic
2 sign,remail identity irrespectve of whether the to
i Strengthened
sendereld is changed.
3 encryptverify It atméest'rs]ages S|gtr_1eddar}d t?en en- strengthenedfrom | Pessimistic
ypt, crypted, the encryptiondefeatssigna- to Strengthened
:[AL\Jreven cat|on.b - =
encrypt, decrypt, | -~ MesSsagean be encrypted,maile wealened from | 3-valued
4 out, decrypted,andthenforwardedin
forward to check
theclear
A messagecan be encrypted,mailed
out, decrypted, and then auto-
4 szgrrgé doencdrypt, respondeduchthat the auto-responsg o wealened  from 3;]valllied
P contains the original text of the chec
message.
A messageintendedto be remailed o
. o strength-| Pessimistic
5 encrypt,remail cannotbe processedby the remailerif
. enedfrom to Strengthened
themessagés originally encrypted.
¢ .l The Tter teaturecan potentially dis-
6 f‘u 0-reéspond. I 1 card messagegeneratedy the auto- Original
er responder
[T a user establishesa pseudogm
on a remailer and forwards to that
. pseudogm, thenary messageentto -
’ forward,remail the userwill be forwardedto the re- Original
mailer, sentto the user forwardedto
theremailer etc.
A user can provision a forward mes-
7 forward sagedackto himself,thuscreatingan Original
in nite loop.
[f forwardingis setupto anon-ecistent
user thenthe mailhostgeneraterror
7 forward, mailhost messagematgrethenforwarde(_jba_ck Original
to the non-eistent user resulting in
longerandlongererrorresponsefrom
LIhheeml";tlgp 0fsetaturecan otentially dis
8 forward, Iter P y Original
cardforwaredmessages.
An encryptednessageanfalil decryp-
auto-respondde- | tion and thus be given to the auto- strengtheneftom to | Pessimistic
9 . 2
crypt,encrypt respondeiin which it cannotreadthe Strengthened
subjectine.
The remailerwill alter the body of a o
- . . strengthened Pessimistic
10 remail,sign signedmessagef the userwantsre-
i from to Strengthened
mailing.
[f a user sendsa messagdo an un-
. known recipientat a mailhost,thener- .
1 Iter , mailhost ror messagefom thatmailhostcanbe Original
discardedy the Iter.

Table 1. Each feature interaction is listed with the property it violates, the interpretation of proposi-

tions it requires, and the veri cation

techniques used to expose the problem.



who presumablyhandlesonly a particular composition.
Evena producercan,however, exploit our methodologyto
identify potentialproblems.As Section4 shaved, a failed
pessimisticstrengthenedest storesa counterexamplein
theinterface.Thus,ary otherfeaturethatstrengthena fea-
ture's propositionss guaranteetb raiseanerror: thedevel-
opercandetectthis without evenverifying the secondfea-
ture. This (and,dually, optimistic wealkening) shouldpro-
vide a usefuldiagnostidor a featuredeveloper

Thereare numerousdirectionsfor future work. Natu-
rally, we needto conductmorecasestudiego identify other
weaknessem our interfaces.Secondwe needexperience
with a broaderuserbaseto determinethe true usability of
our tools. More signi cantly, we intendto explore other
kinds of veri cation tools, suchasdeclaratve speci cation
solvers, that might bettersupportthe incompleteinforma-
tion thatwe currentlymodelwith 3-valuedlogic.

Acknowledgements: We thankBob Hall for discussions
abouthis casestudy Colin Blundell for his feedbackand
theanorymousreviewersfor their detailedcomments.
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