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ABSTRACT

The growing importance of access control has led to the def-
inition of numerous languages for specifying policies. Since
these languages are based on different foundations, language
users and designers would benefit from formal means to com-
pare them. We present a set of properties that examine the
behavior of policies under enlarged requests, policy growth,
and policy decomposition. They therefore suggest whether
policies written in these languages are easier or harder to rea-
son about under various circumstances. We then evaluate
multiple policy languages, including XACML and Lithium,
using these properties.
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1. INTRODUCTION

Access-control policies should not be write-only. Because
they govern both the containment and availability of critical
information, they must be highly amenable to analysis by
both humans and by reasoning software such as verifiers.

An access-control policy dictates a function from requests
for access to decisions about whether or not to grant ac-
cess. The competing requirements of expressive power and
computational speed makes the design of policy languages a
delicate balancing act. Contemporary policy languages have
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largely followed one of two routes. Some are based on logics,
restricting first-order logic (e.g., Lithium [9]) or augmenting
Datalog (e.g., Cassandra [2]). Others are custom languages
such as XACML [12] and EPAL [13], which behave roughly
by rule-evaluation and do not depend on theorem-proving
capabilities to determine a response to a query.

The custom language approach often produces fairly lim-
ited languages. For example, to express hierarchical role-
based access-control (RBAC) [14] in XACML requires a
fairly cumbersome encoding [1]. On the other hand, its more
direct request evaluation strategy suggests that policies writ-
ten in XACML are more transparent than policies written
in languages based on first-order logic (as we motivate in
Section 2).

How, then, do we distinguish different policy languages?
Studies of complexity and expressive power may ensure tract-
able verification and the ability to capture certain policies,
but do not directly classify the ease of reasoning about poli-
cies in a language. In this paper we take a step towards for-
malizing reasonability properties that make languages more
amenable to reasoning. We then apply these properties to
actual policy languages. Such properties are useful even
when verification is computationally tractable because they
provide a guide to where and how to edit a policy for a
desired effect.

Concretely, our properties study three main questions:
how decisions change as requests include more information,
how decisions change as policies grow, and how amenable
policies are to compositional reasoning. The last of these is
especially important for two reasons. First, organizations in-
creasingly have different divisions creating policy fragments
that must be combined into a whole while preserving the in-
tent of each division; second, to mirror these use cases, and
to scale better as policies grow in size, it becomes important
for analysis and verification tools to function modularly.

These properties codify our observations made while writ-
ing and studying policies for non-trivial systems. (We do
not, however, presume to make broad statements about the
impact of these properties for manual reasoning.) They are
meant to be descriptive rather than prescriptive: which ones
a language should satisfy depends on the context of its use.
We do expect these properties to help both language design-
ers and policy authors, the former to set goals and the latter
to evaluate languages.

We first motivate the work with an example. Section 3
presents background on policy languages. Section 4 presents
the heart of our formalism. Section 5 applies this framework
to XACML, and Section 6 to logical approaches such as



Lithium. The remainder discusses related work and offers
concluding remarks.

2. MOTIVATING EXAMPLE

Consider the following natural-language policy:*

1. If the subject is a faculty member, then permit that
subject to assign grades.

2. If the subject is a student, then do not permit that
subject to assign grades.

3. If the subject is not a faculty member, then permit
that subject to enroll in courses.

We might represent this policy as follows:

faculty(s) = Permit(s, grades,assign) (p1)
student(s) == —Permit(s, grades,assign) (p2)
—faculty(s) = Permit(s, courses, enroll) (p3)

Let the above formalization be p and the first line of the
policy be sub-policy p1, the second p2, and the third ps.
Consider the following natural-language request:

A student requests to enroll in courses.

Assume that requests list the subject, resource, and action
by name if possible and by variable if the name is unknown,
along with any other known facts. In this representation,
the request becomes:

(s,courses, enroll) with student(s) (1)

Should the policy grant access? At least three interpreta-
tions of the policy are possible:

1. p grants access due to p3. The request does not show
the subject being a faculty member; thus, ps applies
and p produces the decision to permit access. This
relies on the assumption that since the request does
not show the subject being faculty, that the subject is
in fact not faculty. One could drop this assumption.

2. The policy does not apply to the request. One would
reason that p; and p2 do not apply since they are deal-
ing with assigning grades and not enrolling in courses.
Furthermore, one could conclude that ps does not ap-
ply since the request does not prove that the subject
is not faculty. To do so, the request would have been

(s, courses, enroll) with student(s) A ~faculty(s)

Since the policy does not apply to the request, the
system should have and enact some default behavior.

3. By reasoning different than that used in the first in-
terpretation, p could still grant the request. As in the
second interpretation, one could conclude that the re-
quest alone fails to establish that the subject is not a
faculty member. However, if the subject were a fac-
ulty member, then the first two lines together would
yield a contradiction: p; would imply that the subject
could enroll in courses and p> would imply that the
subject could not. Thus, student-faculty members do
not exist. Since the subject of the request is clearly
a student, he must not be faculty member. Thus, ps
applies to grant access.

I This example is adapted from Halpern and Weissman [9].

In the first two interpretations the user may limit his rea-
soning to each sub-policy independent of one another. How-
ever, under the third interpretation (which, in fact, is the
one chosen by Halpern and Weissman), the user must rea-
son about all three sub-policies at once. Furthermore, under
Interpretation 2, the user must reason about both positive
and negative attributes, unlike under Interpretation 1.

These semantic differences drastically affect a reader’s abil-
ity to comprehend policies. For example, Interpretation 3
requires both global analysis and demands rich reasoning
power to deduce the contradiction. This paper formalizes
these differences and their burdens.

3. BACKGROUND

Despite the differences between access-control policy lan-
guages, we can still identify many common elements. First
we describe features common to most languages, and then
we discuss in detail two areas in which many languages dif-
fer: the available decisions and policy combinators.

3.1 Common Features

A policy language must provide a way of describing the
different forms of access and the environment in which they
could occur. This information forms a request. Many lan-
guages break requests into four different parts:

Subject the person or process making the request,

Resource the object, subsystem, person, or process that
the subject would like to affect (e.g., a file name or a
process id),

Action the command or change that the subject would like
to execute on the resource, and

Environment describes any other relevant information in-
cluding the time of day, location, or the previous ac-
tions of the subject.

The first three make up the form of access requested while
the last gives the context in which this access would occur.
Each of these parts lists attributes associated with its respec-
tive topic. In some languages, the absence or negation of an
attribute might also be explicitly listed (see Section 4.2).
Languages must also provide a set of decisions. Such a set
must include some decisions that grant access and some that
prohibit access. A policy will associate with each request a
decision (or in the case of nondeterministic policies, a policy
will relate each request with some number of decisions).

DEFINITION 3.1. An access-control policy language is a
tuple L = (P,Q,G, N, {(-))) with

P a set of policies,
Q a family of sets of requests indexed by policies,

G the set of decisions that stipulate that the system should
grant access (granting decisions),

N the set of decisions that stipulate that the system should
not grant access (non-granting decisions),

() a function taking a policy p € P to a relation between
Qp and GUN,

where GN N = 0.



When clear from context, the above symbols will be ref-
erenced without explicitly relating them to £, and D will
represent G U N. The function ((-)) gives the meaning of
policy p, and we write ¢({(p))d for p € P, ¢ € Qp, and d € D,
when p assigns a decision of d to the request ¢. If for a
language @Qp = @, for all p and p’ in P, then we drop the
subscript on ) and treat it as a set of requests common to
all policies. Given L define the partial order < on D to be
such that d < d’ if either d,d’ € N, d,d’ € G, or d € N and
deq.

3.2 Decisions

Policy languages must provide decisions to indicate a pol-
icy’s intent to grant or not to grant a request. Some lan-
guages might just provide two decisions: permit for granting
access and deny for not granting access. A policy in such a
language associates various subsets of requests with one of
these two decisions. For example, p1 explicitly identifies a
subset of permitted requests and ps2 gives denied requests.

However, a policy might assign some requests to neither
permit nor deny (e.g., g1 under Interpretation 2 of p). To err
on the side of safety, the policy language should provide for
such requests a default decision that does not imply a grant
of access creating a closed policy [10]. However, assigning
them the decision of deny may limit the ability to compose
policies. For example, while combining the policies of two
departments, one would like to distinguish between those
requests that each department really would like to prohibit
and those about which they do not care [3]. The decision of
not applicable serves this purpose.

With a decision of not applicable sufficing to prevent ac-
cess, some languages elect not to include statements associ-
ating requests with deny. This leaves only statements per-
mitting some set of requests. The uniformity of statements
in such languages might make the policy easier to read and
compose (see Section 3.3). However, allowing for the expli-
cate denial of requests can quickly rule out exceptional cases
and provides a means to determine when a policy does not
grant access by desire rather than by default.

Some requests might not have a logical interpretation un-
der a given policy. For example, a request of

(s,grades,assign) with faculty(s) A student(s) (q2)

under Interpretation 3 of p contradicts the policy itself. A
request might even contain illogical values or require unde-
fined computation (such as division by zero). For generality,
a system might like to assign a decision to such inputs rather
than excluding them from the set of requests and leaving the
policy undefined on them. In such cases, a decision of error
or some refinement of it might be appropriate.

One may view the fact that an error state is reached given
a request to be a weakness in the policy. However, one may
also take it to be a statement about the world in which the
policy is to function: that no such requests may logically
exist. Error decisions can enforce these preconditions or
assumptions that the policy has made.

3.3 Policy Combinators

The policy of an organization often consists of the compo-
sition of policy fragments, or sub-policies, from a variety of
internal units (e.g., legal, accounting, and execute depart-
ments of a corporation). Thus, policy languages provide
combinators to create a single policy from these fragments.

Under p, the request given above (g2) is permitted by p1
but denied p2. The method used to combine the three sub-
policies of p into one policy determines how to resolve this
conflict. Some languages, like the hypothetical language in
which p is written, might have only one policy combinator
that is implicitly applied. Other languages provide multiple
combinators. If a policy has sub-policies nested inside of
sub-policies, the different layers may be resolved differently.

Some of the possible policy combinators are:

Permit Overrides If any of the sub-policies produces a
permit, return only permit. Otherwise, if any produces
a deny, return only deny. Else, return not applicable.

Deny Overrides If any of the sub-policies produces a deny,
return only deny. Otherwise, if any produces a permit,
return only permit. Else, return not applicable.

First Applicable Return the decision reached by the first
sub-policy to reach one other than not applicable.

All Seen Return a set containing the decisions reached by
all the sub-policies.

Either Permit or Deny Nondeterministically return one
of the produced decisions.

Error Return a error if the sub-policies produces both per-
mit and deny. Otherwise return permit if produced,
or deny if produced. Else, return not applicable.

And Conjoin the sub-policies together by logical And and
return the implied decision(s).

De Capitani di Vimercati et al. [4] list additional combina-
tors. The nature of the combinators available in a language
can greatly impact the clarity of policies written in it.

Notice that many of the above combinators behave the
same in the absence of the decision of deny. One might con-
clude from this observation that allowing the explicit denial
of a request is an undesirable complication in a language.

To formalize the role of policy combinators, let policies be
either an atomic policy or a set of sub-policies combined by
some policy combinator. Let p be a policy that consists of
sub-policies p; with 1 < ¢ < n. Then p = ®(p1,p2,...,Pn)
represents the composition of the sub-policies using &.

Since sub-policies are themselves policies, one may apply
{-)) to them.® The relationship between (D(p1,p2,- .., pn))
and meaning of each sub-policy p; affects the clarity of the
policy and is studied in the next section.

4. POLICY LANGUAGE PROPERTIES

Having formalized policy languages, we are now ready to
describe properties of them.

2We assume that the set of combinators in a given language
L = (Q,P,G,N,(-)) is clear from the structure of P and
{(-)). If this is not the case for a language, one could explicitly
add it to the definition of an policy language.

3Some languages may permit contextual information from
enclosing policies to affect the meaning of the sub-policies.
For example, a language might have a notation of variable
binding. For such a language, ((-)) might be extended to
take a second argument that carries such contextual infor-
mation. All the following definitions could be extended, e.g.,
monadically, to deal with such an extended ((-)).



4.1 Determinism and Totality

DEFINITION 4.1. A language L = (P,Q, G, N, {(*))) is de-
terministic if

Vp € PYq € Qp,Vd,d € D, q(p)dAq{p)d = d=d

For a deterministic language, we can define a function [-]
which takes a policy p € P and returns a function from @, to
D asAp.)\q.d € Ds.t.q(p)d. For a deterministic language,
[[] may be given instead of ((-)) to define the language. (We
only even mention nondeterministic languages due to the
existence of one: XACML with obligations.)

DEFINITION 4.2. A language L = (P,Q,G, N, {-)) is to-
tal if

Vp € P,Vq € Qp,3d € D s.t. ¢{(p)d

The policies of total languages will always make a decision.

4.2 Safety

Under Interpretation 2, the request contained too little
information to determine which of the sub-policies of p ap-
plied. Interpretation 1 avoids such indecision by having re-
quests implicitly refute the presence of any attribute not
listed. These two interpretations produce different mean-
ings for statements like —faculty(s) found in p3. Under
Interpretation 1, =faculty(s) holds if faculty(s) is not in
the request, while under the second, the request must ex-
plicitly list ~faculty(s) for it to hold. We call the former
implicit and the latter explicit.

The explicit approach permits distinguishing between un-
known information and attributes known to be absent. The
explicit interpretation, however, incurs the cost of listing a
possibly large set of absent attributes and can lead to inde-
cision as shown above.

Such indecision, however, allows the system to recognize
when the policy requires more information to yield a deci-
sion. In contrast, the implicit interpretation can grant un-
due access. If, for example, a request does not list faculty(s)
simply because the system did not determine whether s was
a faculty member or not, then the system might erroneously
allow s to enroll in courses. Thus, the sub-system produc-
ing requests must be sure to include all the relevant facts in
each request.

For large scale systems, collecting or even determining
the germane information might consume large amounts of
time. For such systems, the explicate approach might prove
better since requests may leave out information safely and
be refined until the policy yields a decision. Furthermore,
overzealous optimizations and other coding errors might re-
sult in the system producing requests that do not contain
all the relevant facts.

Having a policy drive which information requests include
allows for the system to collect only the information really
needed to reach a decision from the policy. Under this ap-
proach, the sub-system evaluating the policy starts with a
request that contains only the readily available information.
If this sub-system needs additional information to reach a
decision from the policy, it requests the necessary additional
information. Thus, the system does not need to know what
information the policy requires at the time of generating the
initial request. This approach may allow for more efficient
implementations.

Once a datum has been published, it cannot easily be re-
tracted. Therefore, preventing unwanted access is usually
preferable to granting it. As a result, such incomplete re-
quests should only result in a grant of access if the complete
one would have. We can formally state this safety concern:

DEFINITION 4.3. Let C be a family of partial ordering on
requests of a language L = (P,Q,G, N,[]) indezed by the
policies of L. L is safe with respect to C iff

Vp € PNq,q € Qp, ¢Cpd = [p](q) < [p](d).

Due to differences in the contents of a requests, for each lan-
guage a different family of partial orderings C will interest
users. The relation should be such that if ¢ C, ¢’, then
q' contains all the information contained in ¢ and possibly
more. Often one partial ordering may serve every policy.

For example, consider a language in which requests are
sets of non-contradictory facts and the set of decisions is
{permit,deny}. Then using the subset partial ordering for
C, (for every policy p) will make sense since it matches the
intuition of information content. If the language is safe with
respect to such a defined C, then one may omit facts from
a request without causing undue access.

Informally, in a safe language, undue access is 1mpossi-
ble provided that requests tell no lies; whereas, in an unsafe
language, the requests must additionally tell the whole truth.
The choice between these is a function of trust in the pro-
gram generating requests, comprehensiveness of analysis to
generate requests, efficiency, and so on. Nevertheless, the
ability to conclude, given a request that will yield access,
that all requests with more information will also yield ac-
cess, can potentially be a great boon to policy reasoning.

Some languages might choose to avoid the complications
introduced by a policy testing for the absence of an attribute
all together. In some contexts, such as certificate passing
systems in which a certificate may be withheld, negated at-
tributes may not make sense.? In such a context, requests
would not list negated attributes and the policy would not
test for the absence of an attributes at all.

4.3 Independent Composition

Consider the third interpretation of p. Under this inter-
pretation, the meaning of p can only be determined by look-
ing at the interactions of the different sub-policies as a whole.
Notice that any one of these sub-policies would produce a
decision of not applicable in isolation, and yet together they
interact to produce a permit decision. The third interpre-
tation thus inhibits the easy use of local reasoning to reach
conclusions about the policy as a whole. This increases the
possibility of unintended results from combining sub-policies
into a policy.

The alternative, as found in the first two interpretations,
is for the sub-policies to be combined in such a way that
only the result of each in isolation matters. This property
is formalized as follows:

DEFINITION 4.4. A policy combinator & of a language
L = (P,Q,G,N,[]) independently composes its sub-

“One may argue that certificate passing systems may use
negative certificates to achieve the checking of attribute ab-
sence. Whether this captures the notion of the absence of
an attribute or just the presence of another related attribute
is unclear. For example, one could conceivably hold both a
positive and a negative certificate for an attribute.



policies iff

7p7’b e P7 VZ,
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and there exists a function B : Q — D* — D such that
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If all the combinators of L independently compose, then L
has the independent composition property.

Vp1,p2, .

The first requirement forces a request defined for a policy
to also be defined on each of its sub-policies. This is nec-
essary for the second requirement to be well defined. The
second requirement ensures that one can determine the de-
cision of the whole policy from the request and decisions of
its sub-policies on that request; no other properties of the
sub-policies matter.

One might alternatively be tempted to define independent
composition thus:

DEFINITION 4.5. A policy combinator & of a language
L = (P,Q, G, N, []) semantically composes its sub-
policies iff

E”Z(QHD)*_)(Q_)D)vvphpr7pTLGP7
[©@1,p2, - pa)] = ®([p1], [p2], - - - [pn]) - (3)

If all the combinators of L semantically compose, then L has
the semantic composition property.

Semantic composition ensures that all sub-policies with the
same meaning in isolation will behave the same under the
combinator. A language with the semantic composition
property is arguably more clear than one without it, since
only the isolated meaning of the sub-policy must known to
reason about its use under the combinator.

THEOREM 4.6. If a policy combinator @ of an policy lan-
guage L has independent composition, then it has semantic
composition.

PrOOF. To prove that & has semantic composition, X :
(Q - D)* — (Q — D) required for Equation 3 will be
constructed from the B : Q — D* — D known to exist
since @ independently composes. Let

Izl(f17f27 .. ‘7f7l) = )‘qBE’(Q)(fl(Q)7f2(Q)7 o
Then

IX'(HP1H7 [[pQ]L B [[p"]])
= Ag.B(q)([p1](a), [p=] (), .-
=Xq.[®(p1,p2,- -, pu)](q)
= [®(p1,p2,-..,pn)]

s [psl(a))
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THEOREM 4.7. The semantic composition of a policy com-
binator does not imply that it independently composes.

Proor. Consider a rather odd language that has only one
unary policy combinator, @, atomic policies that are sets of

values, G = {permit}, N = {deny}, and requests that are
sets of values. Let the semantics be
. {permit [p1]({v'}) = permit

OO deny [ () = deny

for some distinguished value v’, and for atomic policies p,
[r](q) equals permit iff pN g # @ and equals deny otherwise.
The language has semantic composition: for X such that

_Jpermit  fi({v'}) = permit
B = {deny fi({'}) = deny

clearly, [®(p1)] = X([p1]).

To show that the language does not have independent
composition, assume that it does. Then there exists such a
B :Q — D* — D to satisfy Equation 2. Let p; = {v} and
p2 = {v,v'} for some value v such that v # v'. Then,

deny = [&({v})] ({v})
= B{vH([{v} ({v}) = B({v})(permit)
= B({vH([{v, v} {v}) = [8({v,v' DI ({v}) = permit

A contradiction is reached since permit # deny. [

Only with independent composition can a policy reader
with a specific request in mind know the decision of the
whole policy from each of the component policies. This en-
ables a reader to ask what-if questions like “What if Bob
requests to write the log?” and determine the answer from
recursively asking that question of the sub-policies. Such an
ability is particularly helpful to readers interested in only a
subset of the possible requests or already familiar with some
of the sub-policies.

4.4 Monotonicity

As noted at the end of Section 3.3, the decision of deny
complicates the policy combinators. One of the reasons for
this is that, under combinators like Deny Overrides, a back-
and-forth pattern can arise when considering the decision of
the whole policy from the sub-policies. Consider each sub-
policy in p with the request q2. Under a reasonable interpre-
tation p; yields a decision of permit, p> a decision of deny,
and p3 not applicable. Thus, if the order of p was changed
to ps3, p1, p2 and we assume a Deny Overrides policy com-
binator, the apparent decision would go from non-granting
to granting to non-granting.

Note that Permit Overrides does not exhibit this pattern
since it is impossible to go from a granting decision to a
non-granting one under it. Thus, the formalization of this
pattern focuses on the transition from a granting to a non-
granting decision.

DEFINITION 4.8. A policy combinator & of a language
L= (P,Q,G,N,[]) is monotonic iff

vpl: s 7pn7p/ S P7Vq S Ql7

[©@1,---,p)l(9) < [&(p1, .

/ —
whfare Q = Q@(m'wqpn) n QEB(m,<»<,pi,13’,pi+1,m,pn)"
L is monotonic if every combinator is monotonic.

,pn)](9)
We say

’
yPiyP 5 Pit1, - - -

Adding another sub-policy to a monotonic combinator can-
not change the decision from granting to non-granting.

Having motivated and established these criteria, we now
apply them to concrete access control languages.



5. CORE XACML

In its entirety, XACML [12] exceeds the bounds of the
definitions given in Section 3. Full XACML includes obliga-
tions, which act as annotations on the decisions of permit
and deny. These annotations specify actions that the system
enforcing the access controls must preform before granting
access or upon prohibiting access. Thus, an XACML policy
may have effects beyond just granting or prohibiting access
that the model presented fails to address.

Handling all of XACML is beyond the scope of this pa-
per. For illustrative purposes, we employ a formalized subset
of XACML, which we will call Core XACML (CXACML),
which corresponds to the input of the tool Margrave [7, 8].
This subset is expressive enough to capture RBACy [14].

5.1 Syntax

CXACML has two syntaxes: one for policies and one for
requests. We present the policy syntax first, with the start
non-terminal P. For syntactic brevity, we use a Lisp-like
parenthetical syntax in place of XML notation.

w= (Policy CT P*) | (Rule T F)

um=  FirstApp | DenyOver | PermitOver
= (@) @) @ @mH)

t= (AT)

z=  (id val)

u=  Permit | Deny

o H Q"

Those policies formed by using solely the right choice of
the production rule for P are called rules. XACML does not
consider rules to be policies. However, since the semantics
assigned to rules allows them to behave as policies, we will
consider them policies. The elements of the syntax category
T are called targets. The four parts of the target are the
requirements placed on the subject, resource, action, and
environment, respectively, for the policy to apply to a re-
quest. The non-terminals id and val are strings representing
the attribute IDs and values.

ExXAMPLE 5.1. The following is a CXACML policy:

(Policy FirstApp

(CQO) (((mame log))) (O) (O

(Rule (((role dr)) (O)) (O) (0O)) Deny)

(Rule ((O) (O) (O) (O)) Permit))
This policy permits all requests for access to a log except
those made by doctors, which it denies. In detail, the policy
is composed of two sub-policies using the combinator First
Applicable and applies only to requests where the resource
has the name of log. The first sub-policy denies requests
where the subject has the role of dr regardless of the resource,
action, or environment. The second permits all requests.

The syntax for requests is (with start non-terminal Q):
Q == (A" (A" (A") (AD)

They simply list the attributes possessed by the subject,
resource, action, and environment in turn.

5.2 Semantics

In the following natural semantics, we will use the conven-
tion that a lower-case letter represents an element of the set
or syntactic category represented by the upper-case equiva-
lent. For example, P is the set of all policies and p is a policy.
Let D be the set of all decisions (D = {permit, deny, na}).

The core of the semantics of CXACML compares requests
to targets. We will denote this relation by gq&t for request
q and target t. The natural semantics of Table 1 defines €.

Next we define ((-)). Table 2 gives the result of evaluating
rules. The following tables defines ((-)) over policies. Table 3
deals with two cases where a policy does not apply to a
request. Finally, we must define the policy combinators:
Permit Overrides in Table 4, Deny Overrides in Table 5,
and First Applicable in Table 6.

5.3 Analysis

The syntax and semantics of CXACML defines £ZAME =
(P,Q,G,N,{-»). The syntax determines P and () where
the same set of requests is used for every policy (and thus,
we treat @ as a set of requests). From the semantics, G =
{permit}, N = {na,deny}. CXACML allows for explicit
denials and the checking of the implicit absence of attributes.

LCXACML

THEOREM 5.2. is deterministic.

PRrROOF. Inspection of the inference rules for atomic poli-
cies (Table 2) shows that only one of them can hold at a
time. Thus, atomic policies are deterministic.

Table 4 combined with Table 3 gives the semantics of the
policy combinator Permit Overrides. The antecedents of
all these inference rules are disjoint, that is, at most one
them can hold for any policy and request. Thus, Permit
Overrides is deterministic. The same argument holds for
Deny Overrides and First Applicable using Tables 5 and 6.
Thus, all the combinators are deterministic. [

Thus, one may view a CXACML policy as a function from
requests to decisions with [-] in place of ((-)). Further in-
spection establishes that [-] is a total function.

For two requests ¢ = (s 7 a €) and ¢’ = (s' v’ a’ €’), let
q Cp ¢ (for every policy p) if s ' s', r C' 7', a C' @, and
e T’ ¢’ where C’ is defined in Table 1.

THEOREM 5.3. CXACML is not safe with respect to C.

ProOOF. Consider the policy p shown in Example 5.1 and
the requests ¢ = (() ((name log)) (O () and
¢ = (((role dr)) ((name log)) () ()). Clearly ¢ C, ¢ .
Yet [p] (q) = permit £ deny = [p](¢") O

THEOREM 5.4. LML has independent composition.

PROOF. A combination algorithm ¢ and target ¢ together
determine a policy combinator. For each pair of values for ¢
and t, the needed function B : Q — D* — D exists to pro-
vide the meaning of the policy (Policy ct p p*) and satisfy
Equation 2. For Permit Overrides (when ¢ = PermitOver,
or PO for short), the function B5,(q)(d d*) is equal to

na if qgEt

permit else if d = permit V By (q)(d*) = permit
deny else if d = deny vV B, (q)(d*) = deny

na otherwise

The function By(g)(d d*) for Deny Overrides is equal to

na if qEt

deny  else if d = deny V B}y (q)(d*) = deny
permit else if d = permit Vv By (q)(d*) = permit
na otherwise

For First Applicable, B, (¢)(d d*) is
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Table 1: The Match Relationship

qEt g€t
q{{(Rule ¢ f))na q{((Rule ¢ Permit)))permit

q&€t
q{((Rule ¢ Deny) ))deny

Table 2: ((-)) on Rules

qEt

q{((Policy c t p")))na

q{{(Policy c t))na

Table 3: Default na Inference Rules

g€t Fis.t. g{(ps)) permit
q{((Policy PermitOver ¢ p1 p2 ... pn)))permit

g€t Jist.g{(pi)deny  Vj,—~(q{(p;)) permit)
q{{(Policy PermitOver ¢ pi p2 ... pn)))deny

g€t Vi, q((p:))na
q{((Policy PermitOver ¢ p1 p2 ... pn)))na

Table 4: Inference Rules for Permit Overrides

qE€t Fis.t. ¢{(ps)) deny
q{((Policy DenyQver t p1 p2 ... pn)))deny

g€t Jist.g{(pi)permit  Vj, =(q{(p,))deny)
q{((Policy DenyQOver t p1 p2 ... pn)))permit

g€t Vi, q{(pi))na
q{((Policy DenyQver ¢ p1 p2 ... pn)))na

Table 5: Inference Rules for Deny Overrides

g€t q{p1))permit
q{((Policy FirstApp t p1 p2 ... pPn)))permit

g€t q{{p1))deny
q{((Policy FirstApp t p1 p2 ... pn)))deny

q€t qg{(p1))na q{((Policy FirstApp ¢ p2,...,pn))d

q{((Policy FirstApp ¢t p1 p2 ... pn))d

Table 6: Inference Rules for First Applicable

na if qgEt
d else if d = permit V d = deny
Bii(q)(d*)  otherwise

where Bfy(o) = HBiy(c) = B (o) = na for the empty se-
quence o. [

LCXACML

THEOREM 5.5. s mot monotonic.

PrOOF. Consider the policy p in Example 5.1 and the
policy p’ that would be p without the first rule. Let the re-
quest ¢ be (((role dr)) ((name log)) O O). [p'](q) =
permit, but [p](q) = deny. Thus, adding a rule to p’ re-
sults in a request going from being granted to not being
granted. [l

6. ADAPTATIONS OF
FIRST-ORDER LOGIC

Whereas XACML is an attempt to create a policy lan-
guage from whole cloth, other languages are adaptations
of first-order logic. Halpern and Weissman present sev-
eral schemata for such languages [9]. Here we present and
analyze the languages produced by two of their schemata,
Lithium and Ls.

For the ease presentation, first, we define the language
schemata FOL, a more readily identifiable restriction of first-
order logic. To ensure efficiency (and decidability!), the lan-
guages of L5 and Lithium use additional context-sensitive
constraints to restrict FOL. We discuss these restrictions
after giving a semantics to FOL. (The semantics of £5 and
Lithium will be the same as that of FOL, restricted to sub-
sets of the language.)

The schemata FOL is a restriction of many-sorted first-
order logic. Each language of FOL corresponds to giving
the logic a different vocabulary ® (the parameters includ-
ing quantifier symbols, predicate symbols, constant symbols,
and function symbols). We assume that ® includes the sorts
S for subjects, R for resources, A for actions, and the pred-
icate symbol Permit of the sort S x R x A — {T,F}.°> &
may also include sorts to represent environmental data such
as the current time and location.

6.1 Syntax ofFOL

A standard policy under the vocabulary ® is an expression
with one of the following forms:
Ny, 1, .o Yy, Tm U1 A ... ALy — Permit(s, 7,a)))
My X1 o5 Yy Tm UL AL ALy — —Permit(s, r, a)))
where each x; names a variable over the sort identified by
Y;i, S is a term over the sort S, r is a term over the sort R,
a is a term over the sort A, and each /¢; is a literal over ®
that may include the variables x1,...,Zm.

The policies of the language FOL(®) are the standard poli-
cies under ® and conjunctions of policies:

P ::= StandardPolicy | (and P*)

EXAMPLE 6.1. Let the vocabulary ® contain

1. the sorts S = {amy,bob, joe},
R = {grades, courses}, and A = {assign, enroll};

®Halpern and Weissman treat the Permit predicate as tak-
ing two arguments, a subject and a resource-action, instead
of three.



2. the predicates Permit : S x Rx A — {T,F}, faculty :
S — {T,F}, and student : S — {T,F}.

FOL(®') includes the following policy:
(and (Vs x (faculty(x) — Permit(x, grades, assign)))
(Vs x (student (x) — —Permit(x, grades, assign)))
(Vs x (—faculty(x) — Permit(x, courses, enroll))))
where S identifies the sort S. As the semantics will soon
show, this policy has the same meaning as policy p from
Section 2 does under Interpretation 3.

The requests of FOL(®) have the form (s, r, a, €) where
s € S is the subject making the request; » € R is the re-
quested resource; a € A is the action the subject would like
to preform on the resource; and e is a conjunction of ground
literals and universal formulas of the form

Vylxl, e ,Vymxm(£1 A... /\én — £n+1)

where each x; names a variable over the sort identified by y;
and each ¢; is a literal over ® that may include the variables
Zi,...,Tm. The expression e provides information about s,
r, a, and the environment.

EXAMPLE 6.2. The four-tuple
(bob, courses, enroll,
student (bob) A faculty(amy) A— student (amy))
is a request of FOL(®') where ®' is defined in Ezample 6.1.

6.2 Semantics ofFOL

The semantics of a policy follows from interpreting it as a
formula in many-sorted first-order logic. The policy combi-
nator and becomes conjunction. The standard policies and e
are interpreted as the corresponding logic formulas. A policy
p defines a relation {(p)) between requests and {permit, deny}
as follows:

ifft pAel Permit(s,r, a)
iff pAebk —Permit(s, r, a)

(s, 7, a, e){(p)permit
(s, 7, a,e){p)deny

where F is interpreted as the standard “proves” relation for
many-sorted first-order logic over ®.

To define a deterministic and total version of FOL, we
expand the set of decisions to D = {na, permit, deny, error}
and define [p]((s, 1, a, e)) to be

error if pAe - Permit(s, r, a) and pAe -—Permit(s, r, a)
permit if pAe - Permit (s, 7, a) and pAe t/—Permit (s, r, a)
deny if pAet/ Permit (s, r, a) and pAe F—Permit(s, r, a)
na if pAe tf Permit (s, 7, a) and pAe F/—Permit(s, r, a)

Since a policy composed of sub-policies, each composed of
standard policies, is semantically equivalent to a policy com-
posed of all the standard policies without the intermediate
sub-policies, we will henceforth treat all policies as either a
standard policy or a conjunction of standard policies.

6.3 Analysis ofFOL

The language FOL(®) defines the deterministic and total
policy language (P,Q,G, N, [-]). The syntax determines P
and ) where () may be treated as a set of requests since for
all policies p and p’, @p = Q. The semantics requires that
G = {permit} and N = {na,deny,error}. The languages of
FOL has the policy combinator and. FOL allows for explicit
denials and checking for the explicit absence of attributes.

Given two requests ¢ = (s, 7, a, e) and ¢ = (s, 1/, a/, €'),
if s#£s,r#7r', ora#a, we consider the two requests in-
comparable. If s = s’, r =/, and a = a’, then we would like
C to order requests according to their information content.
One might conclude that q C, ¢’ if € = e. However,
suppose ¢¢ = 1, where L is logical contradiction. Then
€’ contains no information and yet it implies e. Similarly, if
pAe’ = L, then ¢’ contains no information with respect
to p. Thus, we define C,, as follows:

Let (s, 7, a,e) Cp (8,7, d, e) iff

1. s=5s,r=71",and a = a; and
2. pAe implies p A e but not L, or p A e implies L.

THEOREM 6.3. FOL(®) is safe with respect to T for any
vocabulary ®.

PROOF. Assume FOL(®) is not safe. Then there must
exist p € P and ¢,¢' € Q such that ¢ T, ¢’ and [p](q) £
[r](q"). Let ¢ = (s,r,a,e) and ¢ = (s, 1, a,€’). Since
permit is the only granting decision, [p](¢g) = permit and
thus p A e b Permit(s, r, a). Since N = {na,deny,error},
[p] (¢') must be either na, deny, or error.

Since q E,, ¢', two cases arise:

1. pAe’ implies pAe but not L: Since pAe’ = pAe and
pAe - Permit (s, r, a), pAe’ - Permit(s, r, a). Thus,
[p](¢') is either permit or error. However, if [p](q’) =
error, then pAe’ = 1, a contradiction. Furthermore,
[p](¢') = permit ¢ N is also a contradiction.

2. p Ae implies L: In this case, [p](g) = error # permit,
a contradiction.

We can thus conclude that FOL(®) must be safe. [

THEOREM 6.4. FOL(®) does not have independent com-
position for some P.

ProOOF. Consider the policy pa:

(and (Vs x, student (x) — Permit(x, log, read))

(Vs x, -student (x) — Permit(x, log, read)))
the policy pb:
(and (Vsx, student (x) — Permit(x, log, edit))

(Vs x, -student (x) — Permit(x, log, edit)))
and request ¢ = (bob, log, read, T). On ¢, p. produces the
decision of permit while its sub-policies yield na. However, py
produces the decision of na while its sub-policies also yield
na on ¢q. Thus, the required function Hag would have to
satisfy

permit = Hana(¢)(na na) = na

A contradiction, and hence Hana cannot exist. [

THEOREM 6.5. FOL(®) is not monotonic for some ®.

ProOF. Consider the policy pc:
(and (Vsx, student (x) — Permit(x, log, read))
(Vs x, student (x) — —Permit(x, log, read)))
with and without the second sub-policy, and the request
(bob, log, read, student (bob)). In the absence of the sec-
ond sub-policy, the decision is permit, whereas p. produces
error. [



6.4 Analysis of Lithium

Halpern and Weissman restrict FOL to create the language
they dub Lithium.® A slightly modified form follows.

Lithium relies heavily on the notion of “bipolarity”. A
literal ¢ of f is labeled bipolar in f relative to the equality
statements in e if the following holds: there exists a term —¢’
in f and variable substitutions ¢ and ¢’ such that it follows
from e that o = ¢'o’.

Lithium also makes use of the notion of equality-safety.
(p, €0, e1) is equality-safe if

1. e1 Ap when written in CNF (i.e., of the form i A... A
cn where each c¢; has the form Vg, 21, ...,Vy,, Tm (¢)
where ¢ is a qualifier-free disjunction of literals) has
no clause with a disjunct of the form ¢ = ¢/, and

2. it is not the case that fo F ¢t = t' where fo is the
conjunction of the equality statements in eg,

where ¢ and t' are closed terms such that (1) they both
appear in eg; and (2) either ¢ is a sub-term of ¢', or both ¢
and t’ mention function symbols.

Like FOL, Lithium is a set of languages each with a differ-
ent vocabulary. Let Li(®) be the instance of Lithium using
the vocabulary ®. Li(®) has the same set of policies as
FOL(®). However, each policy p of Li(®) has a different set
of requests for which it is defined (a different value for @p).
A request (s, 7, a, eo Aer) of FOL(®) is in @y iff:

1. eg is a basic environment (a conjunction of ground
terms),

2. e1 is a conjunction of universally quantified formulas,
3. (p,eo,e1) is equality-safe, and

4. every conjunct of e; A p has at most one literal that is
bipolar in e; A p relative to the equality statements in
€Q.

Lithium is safe since its requests are a subset of those of
FOL.

THEOREM 6.6. Lithium does not have independent com-
position for some P.

ProOOF. Consider the policies p, and p, and the request
given with them in the proof of Theorem 6.4. The request
is in @p,. To show this, we check that the request satis-
fies all four of the requirements for a request to be in Qp,
given above. Since eg A e;1 = T, the first three require-
ments hold. The last requirement holds since student(x)
and —student(x) are the only bipolars and they are each in
a different conjunct.

By similar reasoning, the request is also in @p,. Thus, the
proof follows as before. [

6.5 Analysis ofCs

In their work, Halpern and Weissman define a further re-
striction of FOL, which they call Ls.

Like Lithium, £5(®) includes all the policies of FOL(®)
with each policy having a different set of requests for which
it is defined. For a policy p of L5(®), Qp consists of all the
requests (s, 7, a, e) of FOL(®) such that:

5The name Lithium only appears in the 2006 version of their
work [9].

1. e is a basic environment,
2. equality is not used in e or p,

3. for every atomic policy p’ in p, all variables appearing
in p’ appears as an argument to Permit in p’, and

4. there are no bipolars in p relative to the empty set of
equality statements.

As with Lithium, £5(®) is safe since it is a subset of a safe
language.

Halpern and Weissman have proven the following theorem
(Proposition 4.2 in their updated document [9]):

THEOREM 6.7. Letp be a compound policy and (s, 7, a, €)
be a request of Ls. Then e Ap b Permit(s, r, a) iff there is
a sub-policy p’ of p such that e A p’ - Permit(s, r, a).

Using the same approach as given in their proof, one can
generalize this proof to include statements of the form eAp -
—Permit (s, 7, a) also.

THEOREM 6.8. L5(®) has independent composition for all
d.

ProOOF. Allowing p; to range over the sub-policies of p,
the above result yields:

error 34, j, [pi] (¢) = permit A [p;] (q) = deny
permit else if 37, [p:] (¢) = permit

Ipl(a) = i 3 I () =

deny else if 3i, [p:] (q) = deny

deny otherwise

From this, it is easy to construct an appropriate value for
Bana(q)(d1, da, . .., dn):

error if 3, j,di = permit A d; = deny
permit else if di, d; = permit

deny else if di,d; = deny

deny otherwise

Notice that Hana does not use the value of ¢: it merely com-
poses the results from its sub-policies. [

A policy author concerned solely with expressive power
would select Lithium over £5. However, the choice becomes
more complicated when concerned about the ability to rea-
son about policies, because only L5 features independent
composition. We hope that elucidating this trade-off with a
combination of proof and illustrative examples, as we have
done above, will help authors choose better between the pol-
icy languages they use, even when the languages are within
the same family.

7. RELATED WORK

De Capitani di Vimercati et al. discuss explicit denial
and how it introduces the need for policy combinators that
reduce the clarity of the language [4]. The authors list vari-
ous policy combinators that are possible, many of which are
more complex than those we present. The paper includes
discussion of a few policy languages, including XACML and
a language grounded in first-order logic. The paper does
not, however, attempt to systemically compare them.

The work of Mark Evered and Serge Bogeholz concerns
the quality of a policy language [5]. After conducting a
case study of the access-control requirements of a health



information system, they proposed a list of criteria for policy
languages. They state that languages should be concise,
clear, aspect-oriented (i.e., separate from the application
code), fundamental (i.e., integrated with the middleware,
not an ad hoc addition), positive (i.e., lists what is allowed,
not what is prohibited), supportive of needs-to-know, and
efficient. Although they compare four languages based on
these criteria, they do not formalize the criteria.

Some authors have considered formal treatments of pro-
gramming language expressiveness [6, 11]. Felleisen’s is the
closest in spirit to ours. His framework examines the ability
to translate the features of one language in the other with
only local transformations. That work does not, however,
directly address reasoning.

8. DISCUSSION

This paper presents our analysis framework and its find-
ings. Some differences between languages lie in the realms
of decision sets, policy combinators, and checking for the
absence of attributes, but these are clear from the language
definitions. Our framework highlights the following more
subtle, semantic differences:

Independence Core XACML and L5 feature independent
composition of polices into compound policies, and
thus allow for reasoning about a policy by reasoning
about the sub-policies separately. Lithium, in con-
trast, does not exhibit this property, and therefore po-
tentially requires reasoning about a policy all at once.

Safety L5 and Lithium provide safety for the most natural
definition of the “contains more information” ordering.
Core XACML, in contrast, does not, which implies
that information missing from a Core XACML request
could result in unintended access being granted.

These differences are not orthogonal. Clearly, the combi-
nators selected determine whether the language will have
independent composition. Furthermore, implicit checking
of attributes will result in the loss of safety.

These properties may guide policy language designers.
For example, suppose a designer wishes to create a safe
variant of XACML. One way to achieve this would be to
eliminate rules that deny access and thus the decision of
deny. (We provide further details in an extended version of
this work [15].)

As noted in Section 5, the comparison framework must be
generalized to treat language with more exotic constructs
like obligations. More importantly, we need to perform user
studies to determine whether, and how well, our properties
correlate with policy comprehension by humans. Lastly, this
framework should be coupled with one for measuring the
expressive power of a policy language before fair judgment
may be passed on languages.
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