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Introduction

What is remote login?

� Remote login allows you to log in to the CS department
machines from anywhere.

How can I remotely login?

� There are two ways that you can log in to the CS department
machines from home.

{ ssh - provides a secure, encrypted connection from one
computer to another and allows for port forwarding

{ vpn - see
http://www.cs.brown.edu/system/net remote/vpn for
more information

We are going to be teaching you how to set up and use ssh.
For more information, go to the department page:
http://www.cs.brown.edu/system/net remote.
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Generate Your Key - Part 1

On your own computer, download these three programs and
install them:

� Exceed -http://software.brown.edu/dist/sw-all.html

� SSH Client - we recommend Putty, available at:

http://www.chiark.greenend.org.uk/ � sgtatham/putty/download.html - it's called
putty.exe

� Key Generator - (available from the same page in the above
link - it's called puttygen.exe)
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Generate Your Key - Part 2

Click on puttygen.exe and you should get a window that
looks exactly like this:
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Generate Your Key - Part 3

From your room, do the following:

� The �rst thing that you want to do is make sure that the
checkbox SSH2 (DSA) is choosen because you want to
generate a SSH2 key.

� Next, you need to click on theGenerate button.

� Then, it will ask you to move the mouse around the screen.
Do it.

� After its �nished, it will generate a public key.

� The �eld that says Key Comment can be changed to
whatever you want, or you can leave it the way it is (this is
just a comment so that you, not the computer, can identify
your key.)
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Generate Your Key - Part 4

� The next two �elds are Key Passphrase and Con�rm
Passphrase.

{ Go ahead and enter a password.But make sure that
its DIFFERENT than the password you use to login
in the SunLab!!!

� Then, save the generated keys by pressingSave Public
Key and Save Private Key (make sure that you remember
where you saved them because you will need them later).

� After you have saved both your keys, email your public key
to your cs account.
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Sunlab, Part 1

Now, come into the Sunlab.

� Open up pine, or your favorite email program. Save the �le
(the one that contains the public key).

� Create a directory called .ssh (if it's not there already). Type
mkdir .ssh in a shell and hit enter.

� Create a �le in .ssh called authorized keys (if it's not there
already). Typetouch $HOME/.ssh/authorized keys in a
shell and hit enter.

� cd into whichever directory your public key is saved in. (This
is probably your home directory). Typecd < key directory >
into a shell and hit enter.
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Sunlab, Part 2

� Please look at your public key �le with a text editor. Please
determine if it looks like the following example:

|- BEGIN SSH2 PUBLIC KEY |-

Comment: "dsa-key-20030604"

AAB3NzaC1kc3MAAA

|- END SSH2 PUBLIC KEY |-

� If so, the following command will properly format your key
and append it to the authorizedkeys �le. Typessh-keygen
-i -f < key> >> $HOME/.ssh/authorized keys and hit
enter.

� Otherwise, you should use the following command. Type
cat < key> >> $HOME/.ssh/authorized keys and hit
enter.

� Open up the �le $HOME/.ssh/authorizedkeys in your
favorite editor and make sure the key is there.

� Now, you're done with the Sunlab! You can go back to your
room.
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Set Up Putty - Part 1

This is what the main screen of Putty looks like:
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Set Up Putty - Part 2

� Where it says Host Name (or IP Address) type in
the ssh.cs.brown.edu. When you log in you will be
automatically forwarded to a sunlab computer. You can
not ssh directly into any other department machines.

� Next, go to the Protocol section and click on the button
that saysSSH.

� You're done with this screen.
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Set Up Putty - Part 3

Next, go to the index on the left and click on SSH. Your
screen should now look like this:
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Set Up Putty - Part 4

� Under Protocol Options , make sure that thePreferred
SSH protocol version is 2

� Thats all you need to do for this screen.
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Set Up Putty - Part 5

Go back to the index on the left hand side. Under SSH,
there should be a tab calledAuth . Clicking on that will give
you this screen:
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Set Up Putty - Part 6

� Under the Authentication parameters section, there is
a �eld that says Private key �le for authentication .
Remember that private key you saved a while back? Enter
that path for that �le in this text �eld.

� Okay, you're almost done!
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Set Up Putty - Part 7

Go back to the index on the left side. Under SSH, there is
another tab calledTunnel . Clicking on that will give you the
following screen:
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Set Up Putty - Part 8

� Under the X11 forwarding section, there is a �eld for
your X display location . In this �eld, enter the following:
localhost:0

� Also, make sure that theEnable X11 Forwarding box is
checked

{ Typeset by FoilTEX { 15



Set Up Putty - Part 9

� To make sure that you never have to do this again, go back
to the index on the left and click onSession(this will take
you back to the �rst screen that we modi�ed).

� Under the section markedLoad, save, or delete a stored
session, give your session a name and store it.
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Set Up Putty - Part 10

� When you want to remote login to the sunlab, �rst open
Exceed. Then open Putty. Load the session you saved.
At the prompt, type in the password you made up for your
private key. Finally, type .xsession at the prompt, and your
shells will pop up.

� Now you're all done. Happy remote logging!
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If you are having trouble logging in...

� Make sure that underSSH - Auth you have your private
key entered and that the protocol version is 2.

� Make sure that your public key is stored in your cs directory
in $HOME/.ssh/authorized keys all on one line

� If you can't open your Xdisplay, make sure that you are
running Exceed and that you put ssh.cs.brown.edu into the
Host Name box in the Session section of the setup process
Please see also page 9.

� Make sure that your .ssh directory and authorizedkeys �le
are not group or world writeable. This creates security
problems.

� If you are still having problems, call the Sunlab consultant
for more help.
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If you use OS X - Part 1

� Go to the Utilities folder inside of your Applications folder.

� Open the Terminal program.

� Type ssh-keygen -t dsa

� After its done, it will ask you for a key-phrase. Type
something in that isdi�erent from your CS login password.

� Two things were created: a private key and a public key.

� Email the public key to your CS account.

� Go to the Sunlab and log into a machine.

� Create a directory in your home directory called .ssh (if it's
not there already). Typemkdir /.ssh in a shell and hit
enter.

� Create a �le in .ssh called authorized keys (if it's not there
already). Typetouch $HOME/.ssh/authorized keys in a
shell and hit enter.
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If you use OS X - Part 2

� Open pine, or another email program, and save the attached
public key that you sent to yourself.

� cd into whichever directory your public key is saved in. (This
is probably your home directory). Typecd < key directory >
into a shell and hit enter.

� Otherwise, you should use the following command. Type
cat < key> >> $HOME/.ssh/authorized keys and hit
enter.

� Open up the �le $HOME/.ssh/authorizedkeys in your
favorite editor and make sure the key is there.

� Now, go back to your room, and from a terminal window
type ssh ssh.cs.brown.edu

� It should ask you if you want to accept the certi�cate, you
do.

� Then, it will ask you for the password that you created
earlier.
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