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Abstract

An accumulatoischemeasintroducedby Benalohand de Mare [BdM94] and further studiedby
Bari¢c andP tzmann [BP97], is analgorithmthatallows oneto hasha large setof inputsinto oneshort
value,calledtheaccumulatorsuchthatthereis a (short)witnessthata giveninputwasincorporatednto
theaccumulatarAt thesametime, it is infeasibleto nd awitnessfor avaluethatwasnotaccumulated.

We put forward the notion of a dynamicaccumulator which is an accumulatotthat allows oneto
dynamicallyaddanddeleteinputs,suchthatthe costof anaddor deletels independentf the numberof
accumulatedralues. We achieve this underthe strongRSA assumption For this constructionwe also
shav anef cient zero-knavledgeprotocolfor proving thata committedvalueis in theaccumulatar

Dynamic accumulatorsenableef cient membershiprevocationin the anorymous setting. Our
constructionis especiallysuitablefor membershiprevocationin group signatureand identity escrav
schemessuchasthe one dueto Atenieseet al. [ACJTO0Q, and efcient revocationof credentialsin
anorymouscredentiakystemssuchasthe onedueto CamenisclandLysyanskaydCL01d. Applying
our methodto theseschemegnablesnembershipevocationandyet doesnot signi cantly increasdahe
compleity of ary of the operations.In particular the costof a membershipveri cation or credential
shaving increasedy only a smallconstanfactor lessthan2. All previously known methodgsuchas
the onesdueto Bressonand Stern[BS01] andAtenieseand Tsudik [ATO1]) incur anincreasen these
coststhatis linearin the numberof members.

Keywords. Dynamicaccumulatorsanorymity, certi cate revocation,groupsignaturescredentialsys-
tems,identity escrav.

1 Intr oduction

Supposea setof userds grantedaccesso aresourceThissetchange®vertime: someusersareaddedand
for some the accesdo theresourcas revoked. Whena useris trying to accessheresourcesomeveri er

mustcheckthatthe useris in this set. The immediatesolutionis to have the veri er look up the userin

somedatabasé¢o male surethatthe useris still allowed accesgo the resourcan question. This solution
is expensve in termsof communication Anotherapproachs of certi cate revocationchains whereevery
day eligible usersgeta freshcerti cate of eligibility. Thisis someavhat betterbecauseéhe communication
burdenis now shiftedfrom the veri er to the user but still sufers the dravback of high communication



costs,aswell asthe computationcostsneededo reissuecerti cates. Moreover, it disallovs revocationat
arbitrarytime asneedarises. A satishctory solutionto this problemhasbeenan interestingguestionfor
sometime, especiallyin a situationwherethe usersn the systemareanorymous.

Accumulatorswvereintroducedby Benalohandde Mare [BdM94] asa way to combinea setof values
into one shortaccumulatgrsuchthatthereis a shortwitnessthat a given valuewasincorporatednto the
accumulatar At the sametime, it is infeasibleto nd a witnessfor a value that was not accumulated.
Extendingthe ideasdueto Benalohandde Mare [BdM94], Baric andP tzmann [BP97] give an ef cient
constructiorof so-calledcollision-resistanaccumulatorshasedn the strongRSA assumption.

We proposea variantof the cited constructiorwith theadditionaladvantagethat, usingadditionaltrap-
doorinformation,thework of deletinga valuefrom anaccumulatocanbe madeindependentf thenumber
of accumulatedralues,at unit cost. Better still, oncethe accumulatoris updated,updatingthe witness
thata givenvalueis in the accumulatoprovided thatthis valuehasnot beenrevoked, of course!)canbe
donewithout thetrapdoorinformationat unit cost. Accumulatorswith thesepropertiesarecalleddynamic
Dynamicaccumulatorgreattractve for the applicationof grantingandrevoking privileges.

In theanorymousaccessetting,wherea usercanprove eligibility withoutrevealinghis identity, revo-
cationappearedmpossibleto achieve, becausef averi er cantell whethera useris eligible or ineligible,
he seemdo gain someinformationaboutthe users identity However, it turnsout that this intuition was
wrong! Indeed,usingaccumulatorsn combinationwith zero-knavledgeproofsallows oneto prove thata
committedvalueis in theaccumulatarWe shaw thatthis canbedoneefciently (i.e.,notby reducingto an

-completeproblemandthenusingthe factthat [GMW87] andnot by usingcut-and-choose
for theBaric andP tzmann's [BP97] construction).

Fromtheabore, we obtainanef cient mechanisnfior revoking groupmembershifor the Ateniesestal.
identity escrav/groupsignatureschemgACJTO0(Q (themostef cient securadentity escrav/groupsignature
schemeknown to date)anda credentiakevocationmechanisnfor CamenisctandLysyanskay& [CLO1d]
credentialsystem. The constructioncanbe appliedto othersuchschemesswell. Theideais to incor
poratethe public key for an accumulatorschemento the group manages (resp.,organizations) public
key, andthe secretrapdoorof theaccumulatoschemento the correspondingecretkey. Eachtime auser
joins the group (resp.,obtainsa credential) the groupmanagei(resp.,organization)gives hera member
ship certi cate (resp.,credentialcerti cate). An integral part of this certi cate is a prime number . This
will bethevalueaddedto the accumulatomwhenthe useris added anddeletedfrom theaccumulatoif the
users privilegeshave to be revoked. This provably securemechanisndoesnot addary signi cant com-
municationor computationoverheado the underlyingschemegat mosta factorof 2). We notethatboth
our dynamicaccumulatoschemeandthe ACJT identity escrav/groupsignatureschemerely on the strong
RSAassumptionWhile onecouldaddmembershipevocationusingour dynamicaccumulatoelsoto other
groupsignatureandidentity escrav schemessucha combinationvould not make muchsenseasonewould
getalessef cient schemeandmightevenrequireadditionalcryptographiassumptionWe thereforedo not
discusghedetailinvolved here.

1.1 RelatedWork

For theclassof groupsignaturescheme$CP95,Cam97]wherethegroup’s public key containsalist of the
publickeys of all thegroupmembersexcludingamembeiis straightforvard: thegroupmanageonly needs
to remove the affectedmembers key from the list. Theseschemeshowever, have the dravbackthatthe
compl«ity of proving andverifying memberships linearin the numberof currentmembersandtherefore
becomesnefcient for large groups.This dravbackis overcomeby schemesvherethe sizeof thegroups
public key aswell asthe compleity of proving andverifying memberships independenodf the numberof
memberdCS97,KP98 CM99, ACJT0(Q. Theideaunderlyingtheseschemess thatthe grouppublic key



containghegroupmanages public key of a suitablesignatureschemeTo becomeagroupmemberauser
choosesa membershipublic key which the groupmanagessigns. Thus,to prove membershipa userhas
to prove possessionf membershipublic key, of the correspondingecretkey andof a groupmanages
signatureon amembershimpublic key.

The problemof excluding group memberswithin sucha frameavork without incurring big costshas
beenconsideredbut until now no solutionwassatishictory Oneapproactis to changethe groups public
key andreissueall the membershigerti cates(cf. [ATO1]). Clearly this putsquite a burdenon the group
managerespeciallyfor large groups. Anotherapproachs to incorporatea list of revoked certi catesand
their correspondingnembershigkeys into the group’s public key [BSO01]. In this solution,whenproving
membershipa userhasto prove thathis or hermembershipublic key doesnot appeamnthelist. Hence,
the size of the public key aswell asthe complity of proving and verifying signaturesarelinearin the
numberof excludedmembers.In particular this meansthat the size of a group signaturegrows with the
numberof excludedmembers.

Song[Son0] presentsan alternatve approachn conjunctionwith a constructionthat yields forward
securegroup signatureschemesasedon the ACJT group signatureschemeg ACJT0(Q. While herethe
sizeof agroupsignatures independendf the numberof excludedmembersthe veri cation taskremains
computationallyintensie, andis linearin thenumberof excludedgroupmembersMoreover, herapproach
doesnotwork for ordinarygroupsignatureschemessit relieshearily onthedifferenttime periodspeculiar
to forward securesignatures.Atenieseand Tsudik [ATO1] adaptthis approacho the ACJT group signa-
ture/identityescrav scheme. Their solutionretainsthe propertythat the veri cation taskis linearin the
numberof excludedgroupmembers.Moreover, it usesso-calleddoublediscretelogarithmswhich results
in the compleity of proving/signingandverifying to beratherhigh comparedo underlyingschemgabout
afactorof 90 for reasonablsecurityparameters).

Finally, we point out thatthe proposalby Kim etal. [KLLO1] is broken,i.e., excludedgroupmembers
canstill prove membershigafterthegroupmanagechangedhegroups key, excludedmembersanupdate
theirmembershipnformationin the very sameway asnon-ecludedmembers).

Thus, until now, all schemedave a linear dependengc either on the numberof currentmembersor
on the total numberof deletedmembers.As we have notedabaove, this linear dependenc comesin three
avors: (1) the burdenbeing on the group managelito re-issuecerti catesin every time period; (2) the
burdenbeingonthegroupmemberto prove thathis certi cate is differentfrom ary of thosethathave been
revoked andontheveri er to checkthis; or (3) the burdenbeingon the veri er to performacomputational
testonthemessageecevedfrom theuserfor eachitemin thelist of revoked certi cates.

In contrastjn our solutionno operationis linearly dependenbn the numberof currentor total deleted
members.Its only overheadover a schemewithout revocationis the following: We requiresomepublic
archve thatstoresinformationon addedanddeletedusers.Then,the public key (whosesizedepend®nly
onthesecurityparameterpeedgo beupdatedeachtime auseris addedor deleted. Eachusermustreadthe
publickey from timeto time (e.g.,prior to proving his membership)andif the publickey haschangeaince
thelasttime helooked, he mustreadthe news in the public archive andthenperforma local computation.
The amountof datato readandthe local computatiorarelinearin the numberof changeghat have taken
placein themeantimebut notin thetotalnumberof changesTheadditionalburdenontheveri er is simply
thathe shouldlook at the public key frequently(which seemaunavoidable);the veri er neednot readthe
archve.

2 Preliminaries

Let beanalgorithm.By wedenotethat wasobtainedoy running oninput . In case
is deterministicthenthis isunique;if is probabilistic,then isarandomvariable.
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Let and beinteractve Turing machinesBy , we denotethat and are
randomvariableshatcorrespondo theoutputsof and asaresultof theirjoint computation.

Let beabooleanfunction. By we denotethe eventthat is trueafter was
generatedby running oninput . Thestatement

Pr

meansthat the probability that is TRUE afterthe value  was obtainedby running algorithms
oninputs , IS
We saythat is angyligible function,if for all polynomials , for all sufciently large

Let bearealnumberWe denoteby thelargestinteger , by thesmallestinteger ,
andby the largestinteger . Let beapositive integer Sometimewe needto do modular
arithmeticcenteredaround ; in thesecasesve use'rem asthe operatorfor modularreductionratherthan
‘mod, i.e., rem :

The exible RSA problemis the following. Givenan RSA modulus anda randomelement
nd and suchthat . The strong RSA assumptiorstateshatthis problemis hardto solwe.
ThestrongRSA assumptiofiBP97, FO97]is acommonnumbertheoreticassumptiorthat,in particular is
the basisfor several cryptographicschemege.g.,[ACJT0Q CM98, CS98,GHR99]). By QR we denote
thegroupof quadratiacesiduesnodulo .

We usenotationintroducedby Camenischand Stadler[CS97 for the variouszero-knaevliedge proofs
of knowledgeof discretelogarithmsandproofsof thevalidity of statementaboutdiscreteogarithms.For
instance,

PK

denotesa “zen-knowledg Proof of Knowledg of integers , ,and sud that and

holds, whee ” where , and areelementsof somegroups and
. Thecorventionis Greeklettersdenotequantitiesthe knovledgeof whichis beingproved,

while all otherparameterareknown to the veri er. Usingthis notation,a proof-protocolcanbe described

by just pointingoutits aim while hiding all details.

3 Dynamic Accumulators

3.1 De nition

De nition 1. A secue accumulatorfor a family of inputs is a family of familiesof functions
with thefollowing properties:

Ef cient generationThee is an efcient probabilistic algorithm  thaton input  producesa random
element of . Moreover alongwith , alsooutputssomeauxiliary informationabout , denoted
aux.

Ef cient evaluation: is a polynomial-sizecircuit that, on input , outputsa value

,where isanefciently-samplableinputdomainfor thefunction ; and istheintended
inputdomainwhoseelementsre to beaccumulated.

Quasi-commutate: For all , for all , for all , for all ,
f , thenby wedenote
Witnessest et and . Avalue is calledawitnessfor in under if



Security:Let denotethe domainsfor which the computationalprocedue for function is

de ned(thus , ). For all probabilisticpolynomial-timeadvesaries
Pr
negy
Notethat only thelegitimateaccumulatedralues, , mustbelongto ; theforgedvalue

canbelongto a possiblylarger set

(Thisde nition is essentiallythe oneof Bari¢ andP tzmann,with thedifferencethatthey donotrequire
thattheaccumulatobequasi-commutate; asa consequenctney needto introducetwo furtheralgorithms,
onefor generatiorandonefor veri cation of awitnessvalue.)

The above de nition is seeminglytailoredfor a staticuseof the accumulatar In this paper however,
we areinterestedn adynamicusewherethereis amanagercontrollingthe accumulatgrandseveralusers.
First,let usshav thatdynamicadditionof a valueis doneat unit costin this setting.

Lemmal. Let . Let be the accumulatorsofar. Let bethe
valueof theaccumulatorwhen is addedto the accumulatedset, . Let and bethe
witnesdor in . Thecomputatiorof  whichisthewitnessfor in ,isindependenbnthesizeof

Proof. is computedasfollows: . Let usshaw correctnessisingthe quasi-commutate
property: . ]

We mustalsobeableto handledynamicdeletionsof a valuefrom theaccumulatarlt is clearhow to do
thatusingcomputationghatarelinearin the sizeof theaccumulatedet . Here,we restrictthe de nition
soasto make the compleity of this operationndependenof thesizeof

De nition 2. A secue accumulatoiis dynamicif it hasthefollowing property:

Ef cient deletion: ther existefcient algorithms ,  sud that,if , , and
,then(1) aux sud that ; and(2) sud that

Now, we shav thata dynamicaccumulatoris secureagainstan adaptve adwersary in the following
scenarioAn accumulatomanagesetsupthefunction andthevalue andhidesthetrapdoorinformation
aux . Theadwersaryadaptvely modi es theset . Whenavalueis addedto it, the managemupdateshe
accumulatorvalueaccordingly Whenavalue is deletedthe managenlgorithm andpublisheghe
result.In theend,theadwersaryattemptgo producea witnessthat is in the currentaccumulator .

Theorem2. Let bea dynamicaccumulatoralgorithm. Let  be an interactive Turing madine setup
asfollows: It receivesnput aux , whee and . It maintainsa list of values which
is initially empty andthe currentaccumulatorvalue , which is initially . It responddo two typesof
messges: in responsdo the (“ADD”, ) messge, it chedksthat , andif so,adds tothelist and
modi es by evaluating , it thensendsad this updatedvalue;similarly, in responseo the (“DELETE”,

) messge, it cheksthat , andif so,deletest fromthelist andupdates byrunning andsends
bad the updatedvalue In the endof the computation, outputsthe current valuesfor and . Let

denotethe domainsfor which the computationaprocedue for function is de ned. For all
probabilisticpolynomial-timeadvesaries

Pr aux aux
neg



Proof. Letusexhibit areductionfrom theadwersarythatviolatesthetheorento theadwersarythatbreakshe
collision-resistanepropertyof a secureaccumulatarThereductionwill proceedn thefollowing (straight-
forward)manner:Oninput , feedthesevaluesto theadwersary Torespondo an(*“ADD”, ) query
simplyupdate andcompute . Torespondoa(“DELETE", )query compute ,
andthenupdate . Thesucces®f theadwersarydirectly corresponds$o thesucces®f ourreduction. [

Finally, in theapplicationwe have in mind we requirethattheaccumulatoallows for anef cient proof
thatasecretvaluegivenby somecommitmenis containedn agivenaccumulatovalue. Thatis, werequire
thattheaccumulatobe efciently provablewith respecto somecommitmentscheme Commit.

Zem-knowledg proof of membeiknowledg: Thereexistsanef cient zero-knevledgeproofof knovledge
systemwherethe commoninputsare (where Commit with a beingarandomlychosen
string),theaccumulatingunction and , andthe prover'sinputsare( , , ) for
proving knowledgeof , , suchthat Commit and

If by “ef cient” we mean“polynomial-time; thenary accumulatorsatis es this property However we
considera proof systemef cient if it comparesvell with, for example,a proof of knowledgeof a discrete
logarithm.

3.2 Construction

Theconstructiordueto Bari€c andP tzmann[BP97]is thebasisfor our constructiorbelov. Thedifferences
fromthecitedconstructiorarethat(1) thedomainof theaccumulatedaluesconsistof primenumbersonly;
(2) we give a methodfor deletingvaluesfrom the accumulatari.e., we constructa dynamicaccumulator;
(3) we give efcient algorithmsfor deletinga userandupdatinga witness;and(4) we provide an ef cient
zero-knavledgeproof of membershigknowledge.

is the family of functionsthat correspondo exponentiatingmodulo safe-primeproductsdravn
from theintegersof length . Choosing amountdo choosinga randommodulus of
length , where , ,and , , , areall prime.Wewill denote corresponding
to modulus anddomain by . We denote by andby whenit doesnotcause
confusion.

is the primes ,where and canbechoserwith arbitrary
polynomialdependencen the securityparameter , aslong as and . is (ary
subsebf) of thesetof integerfrom suchthat

For , theauxiliary informationaux is thefactorizationof
For , QR and
For , mod . Notethat mod

Updateof theaccumulaton/alue As mentionedearlier addinga value ~ to the accumulatowvalue
canbedoneas mod . Deletingavalue~ from the accumulatoiis asfollows.

~ mod mod

Updateof Wltness As mentioned,updatingthe witness after © hasbeenaddedcanbe doneby
. In case,” hasbe deletedfrom the accumulatgrthe witness can
be updatedasfollows. By the extendedGCD algorithm,onecancomputetheintegers , suchthat



andthen . Letusverify that mod

(1)
(2)
3)
(4)

Equation(2) is correctbecause€ is relatively primeto

We notethataddingor deletingseveral valuesat oncecanbe donesimply by letting  bethe product
of theaddedor deletedvalues.This alsoholdswith respecto updatingthe withess.More precisely let
betheproductthe 'stoaddtoand betheonesto deletefrom theaccumulatovalue . Then,the new

accumulatoralue mod mod . If wasthewitnessthat wascontainedn and
wasnot removed from theaccumulataqri.e., , then mod is awitnessthat is contained
in ,where and satisfy andarecomputedusingthe extendedGCD algorithm.

Theorem 3. Underthe strongRSAassumptionthe above constructions a secue dynamicaccumulatar

Proof. EverythingbesidesecurityisimmediateBy Theoren®, it is sufcient to shav thattheconstruction
satis essecurityasde ned in De nition 1. Our proofis similar to the one given by Baric-P tzmannfor
theirconstructior(thedifferencebeingthatwe donotrequire  to beprime). Theproofby Baric-P tzmann
is actuallythe sameasonegivenby Shamir[Sha83.

Supposeave aregivenanadwersary that,oninput and QR , outputs primes
and , suchthat . Letususe to breakthestrongRSAassumption.
Suppose thatis a productof two safeprimes, and , IS given. Suppose

thevalue QR isgivenaswell. To breakthestrongRSA assumptionywe mustoutputa value ,
suchthat

We shall proceedasfollows: Give to the adwersary Supposehe adwersarycomesup with a
forgery . Let . Thuswe have
Claim. Let gcd . Theneither or for some

Proofof claim: Suppose and . Then,as areprimes,it followsthat istheproduct
of asubsebf primes.Supposdor some and wehave . Then . Butthisis a contradiction
as musthold dueto thede nitions of and : Because we have . For
ary , , as

Backto the proof of the theorem: Supposehat is not relatively primeto . Then, by the
claim, for some, . Because , and is prime. , therefore
or . Then is anon-trvial divisorof , soin thiscasewe canfactor .

Suppose is relatively primeto . Then,because , it follows that

. Let” ,and” . Becauseycd , theequationgcd = ~ holdsand

thusonecancompute , suchthat ~ ~ by extendedGCD algorithm. Output
Notethat ~ oo T " andthus and” areasolutionto the
instance of the e xible RSA problem. O



3.3 Efcient Proof That a Committed Value Was Accumulated

Herewe shav thattheaccumulatoexhibitedaboveis ef ciently provablewith respecto thePedersecom-
mitmentschemeSupposehattheparametersf thecommitmenschemereagroup , andtwogenerators

and . Recallthatto committo avalue , onepicksarandom andoutputsCommit
Thisinformation-theoretilly hiding commitmentschemaes bindingunderthe discrete- Iogarlthnassump-
tion.

For the de nitions of andthe choiceof , we requirethat holds,
where and aresecurityparameters,e., is thebit lengthof challengesn the PK protocolbelow
and determineghe statisticalzero-knavledge propertyof the sameprotocol. We set the largest

possibleset,i.e.,to .

Finally, we requirethattwo elements and of QR areavailablesuchthatlog is notknown tothe
prover, where is thepublickey of theaccumulatar

To prove thatagivencommitment andagivenaccumulator containthesamevalue , thefollowing
protocolis carriedout. The commoninputsto the protocolarethevalues , , , , , , and . The
prover's additionalinputsarethevalue suchthat mod andthevalue suchthat

The prover will form acommitment to andprove thatthis commitmentcorrespondso the -th
rootof thevalue . Thisis carriedoutasfollows:

1. Theprover chooses , computes , , , and
sends , , ,and totheverier.

2. Theproverandveri er carryoutthefollowing proofof knowledge:

PK

Thedetailsof this protocolcanbefoundin AppendixA.

Theorem4. Under the strong RSAassumptiorthe PK protocolin step2 is a proof of knowledg of two
integers and sud that mod and isacommitmento .

Proof. Shaving thatthe protocolis statisticalzero-knevledgeis standard.Also, it is easyto seethat
, ,and arestatisticallyindependenfrom and .
It remainsto shaw that  if theveri er acceptsthenavalue andawitness that isin canbe
extractedfrom the prover. Using standardewinding techniquesthe knowvledgeextractorcangetanswers

and for the two differentchallenges
and . Let , , , ) ) ,
, mod , : , , and
Thenwe have
— 6))
(6)
- - - @)



We rst shav that commitsto aninteger differentfrom andconsiderthe rst two equationg5). Let

mod , mod |, mod , and mod . Thenwe
have
and —
Underthehardnessf computingdiscretdogarithms, mod mustholdandtherefore

mod asotherwise wouldnotexists. Similarly, from the rst andthird equatiorof (5) onecanconclude
that mod .

We next shawv that isaccumulatedh . Fromthenext two equationg6) onecanderivethat  divides

, , ,and providedthe strongRSA assumption.(While we do not investigatethis claim here,
onecanshaw thatif doesnotdivide , , ,and ,thenfromtheEquationg6)onecancompute
anon-trvial rootof with probabilityatleast . This, however, is not feasibleunderthe strongRSA
assumptionWe referto, e.g.,[DFO01] for the detailsof suchareduction.) Let ~ , ,
B and . Because , we get " for some suchthat
Moreover, thevalue mustbeeither or  asotherwise  gcd andwe couldfactor .
Plugging into thesecondequatiorof (7) we get

where mustbe as , ,and arein QR qnd otherwise.Underthe hardnes®f computing
discretdogarithmswe canconcludethat mod ord andhencewe get
; and .
with some suchthat . Again asotherwise  gcd andwe couldfactor .
Let if ~ and . Thuswe have ,
— if ~ isodd

— if ~iseven
Thelatterholdsbecause QR and QR andtherefore is notpossible Also notethat *
as . Because we have a .
Because it follows that ~ ~ rem rem , andhencethatthe absolutevalue
committedto by  isindeedaccumulatedn . As , mod and” we
canconcludethat ~ . Thereforedueto Theorem3, we canconcludethat = mustbe containedn

theaccumulatowralue .
O

4 Application to ID Escrow, Group Signhaturesand Credential Systems

In this sectionwe describehow dynamicaccumulatorsanbe usedto obtain membershipevocationfor
identity escrav, group signatureand credentialschemes.In particular we provide an efcient identity
escrov schemewith membershipevocation.However, we rst informally discusghepropertiesof identity
escrov schemeswith membershigrevocation. However, the translationto group signaturesschemeand
credentiakystemss straightforvard.

An identity escrav schemewith membershigevocationconsistf thefollowing procedures:

9



Setup: An algorithmfor thegroupmanageto generateéhe systemparametershe groups public key, and
hersecretkey.

Join: A protocolbetweena group memberand the group manager Their commoninput is the groups
public key. Their commonoutputis the users membershipublic key andmembershigcerti cate.
Theusers outputis themembeishipsecrekey. In addition,thegroupmanagegetssomeinformation
to bemadeavailablein a public archve aswell asanupdatedversionof thegroups public key.

Provemembeship: A protocolbetweena groupmemberanda veri er (whosesoleinput consistof the
group's public key) thatallows theformerto corvincethelatterof hismembershipn thegroup.

Anonymityrevocation: A procedurdhatallows thegroupmanagenn input hersecretkkey andaveri er's
transcriptof themembership-progfrotocoloutputshemembershipublickey of theusemwith whom
theveri er ranthe protocolin question.

Membeshiprevocation: A procedurdor the group managerto remove a memberfrom the group. This
procedureaesultsin anupdatedgroup’s public key aswell assomeinformationto be madeavailable
in apublicarchie.

Membeshipupdate: A procedurdor thegroupmembergo updatetheirmembershigerti catesusingthe
informationavailablein the public archivesandthe currentpublic key of thegroup.

Theschemeanustprovide thefollowing properties.

Correctness:The schemdunctionsproperlyif all participantsarehonest.

Unforgeability andtraceability: Upon revocation of its anorymity, each transcript of a successful
membership-proofevealsthe identity of a userwho was a memberof the group at the time the
protocolin questiontook place.

Exculpability: It is infeasible(evento thegroupmanagerjo make it appeathatanhonesuserparticipated
in amembership-prodf hedid not.

Anonymityandunlinkability: Linking atranscriptof membership-proogprotocol (run with a possibledis-
honestveri er) to a useris computationallyinfeasibleto everyonebut the groupmanagerndsois
determiningwhethertwo transcriptsstemfrom the sameor from differentusers. We stressthatin
caseausers membershijs revoked,anorymity andunlinkability is retainedor transcriptsstemming
from theinteractionwith thatuserprior to his membershigevocation.

All of the abore propertiesmusthold evenin the presencef an adwersarythatis allows to run all the
protocolsandproceduregadaptvely with thehonesparties.Thiscanbemadeformalin anideal-world/real-
world model(c.f. [Can95 Can0Q PWO0Q]) similarly asis doneby CamenisclandLysyanskay&CL01b] for
identity escrov schemes.

4.1 Overview of Ef cient Group Signaturesand Credential Systems

Recallthe ACJT[ACJTO(Q identity escrav scheme.(Recallthatthe ACJT group signatureschemes ob-
tainedfrom the ACJT identity escrav by applying the Fiat-Shamirheuristicto the protocol for proving
membership.Thegroupmanagehasa public key PK, consistingof anumber , whichis aproductof two
safeprimes,thevalues , , , ,and whicharequadratiaesiduesnodulo , andtwo intenvals and
Thevalue log is asecretkey of the group managewusedfor revocation. A user 's membership
certi cate consistsof a users secret  selectedointly by the userandthe group managef(it is selected
in a securemannerthat ensureghat the group managerbtainsno informationaboutthis value) from an
appropriaténtegerrangej.e., ,andthevalues and ,where isaprimenumberselectedromanother
appropriataange,i.e., ,and mod . Thevalue isuser 'spublickey. When proves
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membershipn a group, he effectively provesknowledgeof a membershigerti cate . This proof
is asfollows. The groupmemberchooses andcomputes , , and

. Thegroupmembersends , ,and totheverier andcarriesoutwith theveri er the
protocoldenoted

PK - - -

As with all group signatureand identity escrav schemespnly the group managercan asserta signa-
ture/protocoltranscriptto a group membey i.e., knowving , the group managercan computethe value
B thatidenti es theuser

The CameniscrandLysyanskaydCL01g credentialsystemhasa similar construction.An organiza-
tion's public key consistsof anumber , whichis a productof two safeprimes,andthevalues , , , and

which areall quadratiaesiduesnodulo . A user ‘'ssecrekey ,selectedromanappropriaténteger
rangejsincorporatednto all of 'scredentialsA credentiatuplefor user consistof hissecrekey
asecretvalue selectedointly bythe andtheorganization(via asecurecomputationwhich ensurese-
creq for theuser)from anappropriaténtegerrangeandthevalues and suchthat isaprimenumber
selectedby the organizationfrom an appropriateéntegerintenal, and is suchthat mod
Proving possessionf acredentials effectively a proof of knowledgeof a credentiakuple.

Variationsof theseschemedncorporatesuchfeaturesasanorymity revocation,non-transferabilityone-
shawv credentials gxpiration dates,and appointedveri ers. For all thesevariations,an integral part of a
groupmembershigerti cate andof a credentialjs the primenumber . Usingone-way accumulatorsye
canaccumulate 'sintoasinglepublicvalue . Proofof groupmembershipvill now have to includeproof
of knowledgeof awitnessto thefactthat wasaccumulatednto

In the sequelwe will talk aboutaugmentinghe ACJT identity escrov schemewith the membership
revocationproperty;however, all our resultsanddiscussiorappliesimmediatelyto the credentialscheme
andgroupsignaturadiscusse@bove.

4.2 Incorporating Revocationinto the ACJT ldentity Escrow Scheme

To make certi cate revocationpossibletheadditionsoutlinedbelov have to bemadeto theusualoperations
the ACJTidentity escrov scheme.
Modi cations to thegroupmanages operationsareasfollows:

Setup: In additionto settingup theidentity escrev schemethe groupmanagecreateshe public modulus

for the accumulatqrchoosesa random QR andpublishes . Shesetsup
(emptyfor now) publicarchives 444 for storingvaluesthatcorrespondo addedusersand gejetefOr
storingvaluesthatcorrespondo deletedusers.Set and to theinterval from whichthe
groupmanagechooses in the ACJTschemd will besatis ed).

Join: Issuethe users membershigerti cate, asin the identity escrav scheme.Add the current to the
users membershigerti cate. (Denoteit by .) Let  bethe prime numberusedin this certi cate.

Update in thepublickey: . Update .44 store there.
Revole membeship: Retrieve  whichis the prime numbercorrespondingo the users membershifer
ti cate. Update inthepublickey: . Update gelete Store there.

We stresghatthearchivesare yqgand geete@renot partof thegroup's publickey, i.e.,theverier is
not requiredto readthemfor ary veri cation purposes.Also, notethatis it not necessaryo restrictread
accesdo thesearchivesonly to groupmembers.

11



A user mustaugmenthe ACJT protocolasfollows:

Join: Storethevalue alongwith therestof themembershigerti cate. Verify that

Updatemembeship: An entryin the archive is called“new” if it wasenteredafterthelasttime  per
formedanupdate.

1. Let denotetheold valueof

2. Forall new add and
3. Forall new delete
(Notethatasaresult )

Prove membeship: Proving memberships augmentedvith the stepof proving thata committedvalueis
partof theaccumulatedalue (containedn the currentpublic key). Thatis, in additionto ,
and the groupmembercomputeghe values , , and and
sendsthemto veri er, with randomchoices . Thenthe veri er andthe group
memberengagen the protocoldenoted

PK

This protocolis alreadyan optimizedunionof the PK protocolgivenin the previous sectionandthe
ACJTPK protocolfor proving groupmembershipThatis, differentfrom the previoussectionwe do
notrequirethegroup  for thecommitmentschemebecausderethevalue  actsascommitment
to thevaluewhosemembershipn theaccumulators claimed.Furthermoreas ,weneed
notshaw that

Thecomplity of this augmentegbroofis abouttwice thatof the original one. Thede nition of is
compatiblewith theaccumulatoandthe proofthata committedvalueis containedn theaccumulator
aspresentedh theprevioussection.Also, excludes andhencaeit is notrequiredto explicitly prove
thatthe committedvalueis not .

Remark. Updatesaftera usergoinedthe groupcanbe avoidedif the groupmanagerghoosesll the at
setup-timeandalreadyaccumulateshem,i.e., . Notethatthe groupmanageranalways
computethewitnessfor  as . If thisis done,only deletionof memberequiresupdatesdy the group
manageandthe groupmembergor if thegroupmanagerunsoutof 's).

Lemma 5. UnderthestrongRSAassumptiotheaboveis a secue identityescow schemewith membeship
revocation.

Proof (sketdh). It is nothardto shav the securityof thislemmain aformal modelgiventhe securityproofs
of the ACJT schemendthe proofof Theorenmd. Let usprovide aninformal agumenthere.

First of all, note that all the propertiesof the original ACJT schemeare retainedas the amountof
informationrevealedby , ,and aboutthe groupmembers certi cate is nggligible (i.e., ,
and arestatisticallyhiding commitmentsandthe PK-protocolis statisticalzero-knavledge). It remains
to alguethat excludedgroup memberscanno longer prove group membershigvenif they colludein an

12



adaptve attackagainstthe groupmanager Similarly asin the proof of Theorem4, onecanshawv thatthe
above of aprotocolis aproofof knovledgeof aquadruple ~ ~ ~ ~ suchthat = "~ and”™~ hold,
i.e.,suchthat = ~ ~ isvalid groupmembershigerti cate and " is containedn theaccumulatovalue .
In [ACJTO00],Atenieseet al. shawv thatunderthe strongRSA assumptioranadaptve adwersarycontrolling
all userscannotnd atriple ~ ~ ~ thatis differentfrom the oneslegitimately obtainedthroughthe join
protocol. On otherwords,thevalues and aretightly linked. Therefore the userwith public key

is no longerableto prove membershipf the grouponcean is removed from the accumulatovalueas
theaccumulatois secureagainstanadaptve adwersary(Theoreni2). We notethatall theseargumentshold
in spiteof the factthatall members'(currentandpastone) ‘s arepublic. It follows thatanorymity and
unlinkability is retainedfor actionspastmembersnadeprior to their exclusionfrom thegroup. O
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A Protocolto Provethat a Committed Value is Accumulated

This sectionprovidesthe detailsof the protocoldenoted

PK —

thatcanbe used(asdescribedn 3.3)to prove that value committedto in is accumulatedn . The
values , and areauxiliarycommitmentgc.f. 3.3).

1. Theproverchooses

and

computes
— and
andsends , , , , , ,and totheverier.
2. Theveri er chooses andsendst to the prover.
3. Theprover computes
mod
mod
mod

mod and mod

andsendghemto theveri er.

4. Theveri er acceptsf thefollowing equationshold:

— — and
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