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Abstract

An accumulatorscheme,as introducedby Benalohandde Mare [BdM94] andfurther studiedby
Barić andP�tzmann[BP97], is analgorithmthatallows oneto hasha largesetof inputsinto oneshort
value,calledtheaccumulator, suchthatthereis a(short)witnessthatagiveninputwasincorporatedinto
theaccumulator. At thesametime, it is infeasibleto �nd awitnessfor avaluethatwasnotaccumulated.

We put forward the notion of a dynamicaccumulator, which is an accumulatorthat allows oneto
dynamicallyaddanddeleteinputs,suchthatthecostof anaddor deleteis independentof thenumberof
accumulatedvalues.We achieve this underthestrongRSA assumption.For this construction,we also
show anef�cient zero-knowledgeprotocolfor proving thatacommittedvalueis in theaccumulator.

Dynamic accumulatorsenableef�cient membershiprevocation in the anonymous setting. Our
constructionis especiallysuitablefor membershiprevocationin groupsignatureand identity escrow
schemes,suchas the one due to Atenieseet al. [ACJT00], and ef�cient revocationof credentialsin
anonymouscredentialsystems,suchastheonedueto CamenischandLysyanskaya[CL01a]. Applying
our methodto theseschemesenablesmembershiprevocationandyet doesnot signi�cantly increasethe
complexity of any of the operations.In particular, the costof a membershipveri�cation or credential
showing increasesby only a smallconstantfactor, lessthan2. All previously known methods(suchas
theonesdueto BressonandStern[BS01] andAtenieseandTsudik [AT01]) incur an increasein these
coststhatis linearin thenumberof members.

Keywords. Dynamicaccumulators,anonymity, certi�cate revocation,groupsignatures,credentialsys-
tems,identityescrow.

1 Intr oduction

Supposeasetof usersis grantedaccessto aresource.Thissetchangesover time: someusersareadded,and
for some,theaccessto theresourceis revoked. Whena useris trying to accesstheresource,someveri�er
mustcheckthat the useris in this set. The immediatesolutionis to have the veri�er look up the userin
somedatabaseto make surethat theuseris still allowed accessto the resourcein question.This solution
is expensive in termsof communication.Anotherapproachis of certi�cate revocationchains,whereevery
dayeligible usersgeta freshcerti�cate of eligibility. This is somewhatbetterbecausethecommunication
burdenis now shiftedfrom the veri�er to the user, but still suffers the drawbackof high communication
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costs,aswell asthecomputationcostsneededto reissuecerti�cates. Moreover, it disallows revocationat
arbitrarytime asneedarises.A satisfactorysolutionto this problemhasbeenan interestingquestionfor
sometime,especiallyin a situationwheretheusersin thesystemareanonymous.

Accumulatorswereintroducedby BenalohanddeMare[BdM94] asa way to combinea setof values
into oneshortaccumulator, suchthat thereis a shortwitnessthat a given valuewasincorporatedinto the
accumulator. At the sametime, it is infeasibleto �nd a witnessfor a value that was not accumulated.
Extendingthe ideasdueto Benalohandde Mare [BdM94], Barić andP�tzmann [BP97] give an ef�cient
constructionof so-calledcollision-resistantaccumulators,basedon thestrongRSA assumption.

We proposea variantof thecitedconstructionwith theadditionaladvantagethat,usingadditionaltrap-
doorinformation,thework of deletingavaluefrom anaccumulatorcanbemadeindependentof thenumber
of accumulatedvalues,at unit cost. Better still, oncethe accumulatoris updated,updatingthe witness
thata givenvalueis in theaccumulator(provided that this valuehasnot beenrevoked,of course!)canbe
donewithout thetrapdoorinformationat unit cost.Accumulatorswith thesepropertiesarecalleddynamic.
Dynamicaccumulatorsareattractive for theapplicationof grantingandrevoking privileges.

In theanonymousaccesssetting,wherea usercanprove eligibility without revealinghis identity, revo-
cationappearedimpossibleto achieve, becauseif a veri�er cantell whethera useris eligible or ineligible,
he seemsto gain someinformationaboutthe user's identity. However, it turnsout that this intuition was
wrong! Indeed,usingaccumulatorsin combinationwith zero-knowledgeproofsallows oneto prove thata
committedvalueis in theaccumulator. Weshow thatthiscanbedoneef�ciently (i.e.,notby reducingto an

���

-completeproblemandthenusingthe fact that
���������

[GMW87] andnot by usingcut-and-choose
for theBarić andP�tzmann's [BP97] construction).

Fromtheabove,weobtainanef�cient mechanismfor revokinggroupmembershipfor theAtenieseetal.
identityescrow/groupsignaturescheme[ACJT00] (themostef�cient secureidentityescrow/groupsignature
schemeknown to date)anda credentialrevocationmechanismfor CamenischandLysyanskaya's [CL01a]
credentialsystem. The constructioncanbe appliedto othersuchschemesaswell. The idea is to incor-
poratethe public key for an accumulatorschemeinto the groupmanager's (resp.,organization's) public
key, andthesecrettrapdoorof theaccumulatorschemeinto thecorrespondingsecretkey. Eachtime a user
joins the group(resp.,obtainsa credential),the groupmanager(resp.,organization)givesher a member-
shipcerti�cate (resp.,credentialcerti�cate). An integral part of this certi�cate is a primenumber 	 . This
will bethevalueaddedto theaccumulatorwhentheuseris added,anddeletedfrom theaccumulatorif the
user's privilegeshave to be revoked. This provably securemechanismdoesnot addany signi�cant com-
municationor computationoverheadto theunderlyingschemes(at mosta factorof 2). We notethatboth
our dynamicaccumulatorschemeandtheACJTidentity escrow/groupsignatureschemerely on thestrong
RSAassumption.While onecouldaddmembershiprevocationusingourdynamicaccumulatoralsoto other
groupsignatureandidentityescrow schemes,suchacombinationwouldnotmakemuchsenseasonewould
geta lessef�cient schemeandmightevenrequireadditionalcryptographicassumption.Wethereforedonot
discussthedetail involvedhere.

1.1 RelatedWork

For theclassof groupsignatureschemes[CP95,Cam97]wherethegroup's publickey containsa list of the
publickeysof all thegroupmembers,excludingamemberis straightforward: thegroupmanageronly needs
to remove the affectedmember's key from the list. Theseschemes,however, have the drawbackthat the
complexity of proving andverifying membershipis linearin thenumberof currentmembersandtherefore
becomesinef�cient for largegroups.This drawbackis overcomeby schemeswherethesizeof thegroup's
public key aswell asthecomplexity of proving andverifying membershipis independentof thenumberof
members[CS97,KP98, CM99, ACJT00]. Theideaunderlyingtheseschemesis that thegrouppublic key
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containsthegroupmanager's publickey of asuitablesignaturescheme.To becomeagroupmember, auser
choosesa membershippublic key which thegroupmanagersigns.Thus,to prove membership,a userhas
to prove possessionof membershippublic key, of the correspondingsecretkey andof a groupmanager's
signatureon amembershippublickey.

The problemof excluding group memberswithin sucha framework without incurring big costshas
beenconsidered,but until now no solutionwassatisfactory. Oneapproachis to changethegroup's public
key andreissueall themembershipcerti�cates(cf. [AT01]). Clearly, this putsquitea burdenon thegroup
manager, especiallyfor large groups.Anotherapproachis to incorporatea list of revoked certi�catesand
their correspondingmembershipkeys into the group's public key [BS01]. In this solution,whenproving
membership,a userhasto prove thathis or hermembershippublic key doesnot appearon thelist. Hence,
the sizeof the public key aswell asthe complexity of proving andverifying signaturesare linear in the
numberof excludedmembers.In particular, this meansthat the sizeof a groupsignaturegrows with the
numberof excludedmembers.

Song[Son01] presentsan alternative approachin conjunctionwith a constructionthat yields forward
securegroupsignatureschemesbasedon the ACJT group signaturescheme[ACJT00]. While herethe
sizeof a groupsignatureis independentof thenumberof excludedmembers,theveri�cation taskremains
computationallyintensive,andis linearin thenumberof excludedgroupmembers.Moreover, herapproach
doesnotwork for ordinarygroupsignatureschemesasit reliesheavily onthedifferenttimeperiodspeculiar
to forward securesignatures.AtenieseandTsudik [AT01] adaptthis approachto the ACJT groupsigna-
ture/identityescrow scheme.Their solutionretainsthe propertythat the veri�cation task is linear in the
numberof excludedgroupmembers.Moreover, it usesso-calleddoublediscretelogarithmswhich results
in thecomplexity of proving/signingandverifying to beratherhigh comparedto underlyingscheme(about
a factorof 90 for reasonablesecurityparameters).

Finally, we point out that theproposalby Kim et al. [KLL01] is broken, i.e., excludedgroupmembers
canstill provemembership(afterthegroupmanagerchangedthegroup'skey, excludedmemberscanupdate
theirmembershipinformationin theverysameway asnon-excludedmembers).

Thus,until now, all schemeshave a linear dependency eitheron the numberof currentmembers,or
on the total numberof deletedmembers.As we have notedabove, this lineardependency comesin three
�a vors: (1) the burdenbeingon the groupmanagerto re-issuecerti�cates in every time period; (2) the
burdenbeingon thegroupmemberto prove thathiscerti�cate is differentfrom any of thosethathave been
revokedandon theveri�er to checkthis; or (3) theburdenbeingon theveri�er to performa computational
teston themessagereceivedfrom theuserfor eachitem in thelist of revokedcerti�cates.

In contrast,in our solutionno operationis linearly dependenton thenumberof currentor total deleted
members.Its only overheadover a schemewithout revocationis the following: We requiresomepublic
archive thatstoresinformationon addedanddeletedusers.Then,thepublic key (whosesizedependsonly
onthesecurityparameter)needsto beupdatedeachtimeauseris addedor deleted.Eachusermustreadthe
publickey from timeto time(e.g.,prior to proving hismembership),andif thepublickey haschangedsince
thelast time helooked,hemustreadthenews in thepublic archive andthenperforma local computation.
Theamountof datato readandthe local computationarelinear in thenumberof changesthathave taken
placein themeantime,but not in thetotalnumberof changes.Theadditionalburdenontheveri�er is simply
thatheshouldlook at thepublic key frequently(which seemsunavoidable);theveri�er neednot readthe
archive.

2 Preliminaries

Let 
���
�� beanalgorithm.By ����
������ wedenotethat � wasobtainedby running 
 on input � . In case


is deterministic,thenthis � is unique;if 
 is probabilistic,then� is a randomvariable.
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Let � and � beinteractive Turing machines.By ���������� �!#"$�%�� �!'&)(*! , we denotethat � and ( are
randomvariablesthatcorrespondto theoutputsof � and � asa resultof their joint computation.

Let ( bea booleanfunction. By �,+-�$����./!102(#�,+3!4! we denotetheevent that (#�,+3! is trueafter + was
generatedby running � on input . . Thestatement

Pr 5 .�63�7��68�,+96:!<;�.>=?�7�@=A�,+B=C!<;EDFDFD�;<.>GH�7�IG#�,+JG'!K0L(#��.CG*!NM/OQP

meansthat the probability that (#��.RGS! is TRUE after the value .AG was obtainedby running algorithms
��6:TUDFDFDBT��IG on inputs+36:TUDFDFDBTV+WG , is P .

Wesaythat XY�NZB! is anegligible function,if for all polynomials[%�NZB! , for all suf�ciently large Z , XL�NZW!B\

]F^

[Y�NZW! .
Let � bea realnumber. Wedenoteby _��2` thelargestinteger (bac� , by d��2e thesmallestinteger (bfc� ,

andby d��2` thelargestinteger (gah�ji

]F^lk

. Let m bea positive integer. Sometimewe needto do modular
arithmeticcenteredaroundn ; in thesecaseswe use`rem' astheoperatorfor modularreductionratherthan
`mod', i.e., �Vo rem m/!BOpo3qhdVo

^

m2`rm .
The �exible RSA problemis the following. Givenan RSA moduluss anda randomelementtvuxwjy

G

�nd z|{

]

and } suchthat ~�O•}9€ . Thestrong RSA assumptionstatesthat this problemis hardto solve.
ThestrongRSA assumption[BP97, FO97]is a commonnumber-theoreticassumptionthat,in particular, is
the basisfor several cryptographicschemes(e.g.,[ACJT00, CM98, CS98,GHR99]). By QRG we denote
thegroupof quadraticresiduesmodulo s .

We usenotationintroducedby CamenischandStadler[CS97] for the variouszero-knowledgeproofs
of knowledgeof discretelogarithmsandproofsof thevalidity of statementsaboutdiscretelogarithms.For
instance,

PK•‚��P#TFƒ'T…„Y!B0U+�OQ†ˆ‡>‰1Šg‹�ŒjOx•Ž‡ˆ•U•p‹‘��}’a“P�a”t/!V•

denotesa “zero-knowledge Proofof Knowledge of integers P , ƒ , and „ such that +�O–†

‡

‰

Š

and ŒjO’•

‡

•

•

holds,where t’\7P–\—} ,” where +%T‚†˜T�‰3T4ŒRT�• , and • areelementsof somegroups ™šOœ›�†2•EOœ›…‰'• and
ž

Oh›N•2•9Oh›�•l• . Theconventionis Greeklettersdenotequantitiestheknowledgeof which is beingproved,
while all otherparametersareknown to theveri�er. Usingthis notation,a proof-protocolcanbedescribed
by justpointingout its aimwhile hidingall details.

3 Dynamic Accumulators

3.1 De�nition

De�nition 1. A secure accumulatorfor a familyof inputs •�Ÿ¡ ¢• is a familyof familiesof functions£KOx•¥¤9 :•

with thefollowingproperties:

Ef�cient generation:There is an ef�cient probabilistic algorithm ™ that on input
]

  producesa random
element¦ of ¤�  . Moreover, alongwith ¦ , ™ alsooutputssomeauxiliary informationabout ¦ , denoted
aux§ .

Ef�cient evaluation:¦Kux¤#  is a polynomial-sizecircuit that, on input ��}YT�./!¨uª©«§@¬bŸ9  , outputsa value
t­uH©L§ , where ©¡§ is an ef�ciently-samplableinput domainfor thefunction ¦ ; and ŸI  is theintended
inputdomainwhoseelementsare to beaccumulated.

Quasi-commutative: For all Z , for all ¦®u¯¤1  , for all }œu°©¡§ , for all ./6:T�.>=“u¯Ÿ9  , ¦l�…¦¢��}LT�.�68!±T�.A=C!|O

¦l�…¦l��}YT�.A=A!±T�.�6²! . If ³vOv•´.�6:TUDFDFDWT�.2µ¨•'¶’Ÿ9  , thenby ¦¢��}LT�³L! wedenote¦l�…¦¢��DFDFD¢��}YT�./68!±TUDFDFD:!±T�.2µ·! .
Witnesses:Let t¸u|©I§ and .¸u�Ÿ3  . A value¹ºu¼»¨§ is calleda witnessfor . in t under ¦ if t·O�¦¢�,¹bT�./! .
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Security:Let ½�¾

¿@À�Á

¾

Â denotethe domainsfor which the computationalprocedure for function Ã¸Ä�Å

Â is
de�ned(thus Æ

¿%Ç

½ ¾

¿ , Á

Â

Ç

Á

¾

Â ). For all probabilisticpolynomial-timeadversariesÈ

Â ,

Pr É Ã¡Ê$Ë?Ì�Í

ÂRÎ<Ï¥Ð

ÊÑ½

¿

Ï

Ì�ÒJÓVÔÕÓ�Ö

Î

Ê×È

Â

Ì…ÃØÓÙÆ

¿

Ó

ÐYÎBÚ

Ö’Û

Á

Â

Ï

ÔºÄ|½

¾

¿

Ï

Ò¸Ä

Á

¾

Â

Ï

ÒÕÜ Ä¼Ö

Ï

Ã¢Ì,ÔbÓ�Ò

ÎWÝ

Ã¢Ì

Ð

Ó�Ö

ÎNÞJÝ

neg ÌNß

Î

Notethat only thelegitimateaccumulatedvalues,Ì�ÒSà8ÓUáFáFáWÓ�Ò2â

Î

, mustbelongto Á

Â ; theforgedvalue
Ò canbelongto a possiblylarger set Á

¾

Â .

(Thisde�nition is essentiallytheoneof Barić andP�tzmann,with thedifferencethatthey donot require
thattheaccumulatorbequasi-commutative; asaconsequencethey needto introducetwo furtheralgorithms,
onefor generationandonefor veri�cation of awitnessvalue.)

The above de�nition is seeminglytailoredfor a staticuseof the accumulator. In this paper, however,
weareinterestedin adynamicusewherethereis amanagercontrollingtheaccumulator, andseveralusers.
First, let usshow thatdynamicadditionof avalueis doneatunit costin thissetting.

Lemma 1. Let Ã¸Ä’Å

Â . Let ã

Ý

ÃlÌ

Ð

Ó�Ö

Î

be the accumulatorso far. Let ã
¾

Ý

ÃlÌ,ãJÓ�Ò
¾

ÎIÝ

ÃlÌ

Ð

Ó�Ö
¾

Î

be the
valueof theaccumulatorwhenÒ*¾ is addedto theaccumulatedset, Ö?¾

Ý

Öbä�å´ÒW¾,æ . Let ÒHÄ­Ö and Ô bethe
witnessfor Ò in ã . Thecomputationof Ô

¾ which is thewitnessfor Ò in ã
¾ , is independenton thesizeof Ö .

Proof. Ô�¾ is computedasfollows: Ôª¾

Ý

ÃlÌ,ÔbÓ�ÒW¾

Î

. Let us show correctnessusingthequasi-commutative
property: ÃlÌ,Ô

¾
Ó�Ò

ÎBÝ

Ã¢Ì…ÃlÌ,ÔbÓ�Ò
¾

Î

Ó�Ò

ÎBÝ

ÃlÌ…Ã¢Ì,ÔbÓ�Ò

Î

Ó�Ò
¾

ÎWÝ

Ã¢Ì,ãJÓ�Ò
¾

ÎSÝ

ã
¾ .

Wemustalsobeableto handledynamicdeletionsof avaluefrom theaccumulator. It is clearhow to do
thatusingcomputationsthatarelinear in thesizeof theaccumulatedset Ö . Here,we restrictthede�nition
soasto make thecomplexity of thisoperationindependentof thesizeof Ö :

De�nition 2. A secure accumulatoris dynamicif it hasthefollowingproperty:

Ef�cient deletion: thereexistef�cient algorithmsç , è such that, if ã

Ý

ÃlÌ

Ð

Ó�Ö

Î

, ÒJÓ�Ò1¾˜Ä¸Ö , and Ã¢Ì,ÔbÓ�Ò

ÎBÝ

ã , then(1) ç¼Ì aux¿

ÓVãJÓ�ÒW¾

ÎSÝ

ãB¾ such that ãB¾

Ý

Ã¢Ì

Ð

Ó�Ö·éWå´ÒW¾êæ

Î

; and(2) è×Ì…Ã¢ÓVãJÓVãB¾�Ó�Ò/Ó�ÒB¾

ÎWÝ

Ô�¾ such that
ÃlÌ,Ô”¾¥Ó�Ò

ÎBÝ

ãW¾ .

Now, we show that a dynamicaccumulatoris secureagainstan adaptive adversary, in the following
scenario:An accumulatormanagersetsupthefunction Ã andthevalue

Ð

andhidesthetrapdoorinformation
aux¿ . The adversaryadaptively modi�es the set Ö . Whena valueis addedto it, themanagerupdatesthe
accumulatorvalueaccordingly. Whenavalue Ò¸Ä¼Ö is deleted,themanageralgorithm ç andpublishesthe
result.In theend,theadversaryattemptsto produceawitnessthat Ò1¾SÜ Ä¼Ö is in thecurrentaccumulatorã .

Theorem 2. Let ë be a dynamicaccumulatoralgorithm. Let ì be an interactiveTuring machine setup
asfollows: It receivesinput Ì…ÃØÓ aux¿

Ó

Ð%Î

, where ÃEÄªÅ

Â and
Ð

Ä�½

¿ . It maintainsa list of valuesÖ which
is initially empty, and the current accumulatorvalue, ã , which is initially

Ð

. It respondsto two typesof
messages: in responseto the(“ADD”, Ò ) message, it checksthat Ò¸Ä

Á

Â , andif so,addsÒ to thelist Ö and
modi�es ã by evaluating Ã , it thensendsback this updatedvalue;similarly, in responseto the(“DELETE”,

Ò ) message, it checks that ÒªÄgÖ , and if so,deletesit fromthe list andupdatesã by running ç andsends
back the updatedvalue. In the endof the computation,ì outputsthe current valuesfor Ö and ã . Let

½
¾

¿
ÀHÁ

¾

Â denotethedomainsfor which thecomputationalprocedure for function Ã«Ä­Å

Â is de�ned. For all
probabilisticpolynomial-timeadversariesÈ

Â ,

Pr É,Ì4Ì…ÃØÓ aux¿

Î

Ê$Ë?Ì�Í

ÂRÎ<Ï¥Ð

ÊÑ½

¿

Ï

Ì�ÒJÓVÔ

Î

ÊºÈ

Â

Ì…ÃØÓÙÆ

¿

Ó

ÐYÎ'í

ì–Ì…Ã¢Ó aux¿

Ó

ÐYÎSî

ÌNÖIÓVã

ÎWÚ

ÔºÄ|½

¾

¿

Ï

Ò¸Ä

Á

¾

Â

Ï

ÒÕÜ Ä¼Ö

Ï

Ã¢Ì,ÔbÓ�Ò

ÎWÝ

Ã¢Ì

Ð

Ó�Ö

ÎNÞJÝ

neg ÌNß

Î
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Proof. Letusexhibit areductionfrom theadversarythatviolatesthetheoremto theadversarythatbreaksthe
collision-resistance propertyof asecureaccumulator. Thereductionwill proceedin thefollowing (straight-
forward)manner:Oninput ï…ð¢ñÙò?ó:ñ<ôYõ , feedthesevaluesto theadversary. To respondto an(“ADD”, ö ) query,
simplyupdate÷ andcomputeø�ù�ðlï�ôYñ�÷Lõ . To respondto a(“DELETE”, ö ) query, computeø·ù�ðlï�ôYñ�÷LúCû´ö2ü4õ ,
andthenupdate÷ . Thesuccessof theadversarydirectly correspondsto thesuccessof our reduction.

Finally, in theapplicationwe have in mindwerequirethattheaccumulatorallows for anef�cient proof
thatasecretvaluegivenby somecommitmentis containedin agivenaccumulatorvalue.Thatis, werequire
thattheaccumulatorbeef�ciently provablewith respectto somecommitmentschemeï Commitõ .

Zero-knowledge proof of memberknowledge: Thereexistsanef�cient zero-knowledgeproofof knowledge
systemwherethecommoninputsare ý (where ý·ù Commitï�öJñ�þrõ with a þ beinga randomlychosen
string),theaccumulatingfunction ð and ø­ÿbòjó , andtheprover's inputsare( þ , öÕÿ���� , ô“ÿÕò«ó ) for
proving knowledgeof ö , � , þ suchthat ý¨ù Commitï�öJñ�þlõ andø·ù�ð¢ï��bñ�ö/õ .

If by “ef�cient” we mean“polynomial-time,” thenany accumulatorsatis�es this property. However we
considera proof systemef�cient if it compareswell with, for example,a proof of knowledgeof a discrete
logarithm.

3.2 Construction

Theconstructiondueto Barić andP�tzmann[BP97] is thebasisfor ourconstructionbelow. Thedifferences
fromthecitedconstructionarethat(1) thedomainof theaccumulatedvaluesconsistsof primenumbersonly;
(2) we give a methodfor deletingvaluesfrom theaccumulator, i.e., we constructa dynamicaccumulator;
(3) we give ef�cient algorithmsfor deletinga userandupdatinga witness;and(4) we provide anef�cient
zero-knowledgeproofof membershipknowledge.

���

� is the family of functionsthat correspondto exponentiatingmodulosafe-primeproductsdrawn
from theintegersof length 	 . Choosingð ÿ

�

� amountsto choosinga randommodulus
cù���
 of
length	 , where�bù���������� , 
·ù���
������ , and� ,��� , 
 , 
�� areall prime.Wewill denoteð corresponding
to modulus
 anddomain ��� � ! by ð#"$� � � ! . We denoteð%"$� � � ! by ð

" andby ð whenit doesnot cause
confusion.

�

�&� � ! is the û('�ÿ primes )*'�+ ù����´ñ,
-��.0/213'4165Bü , where/ and 5 canbechosenwith arbitrary
polynomialdependenceon the securityparameter	 , aslong as �879/ and 5372/;: . �<�

� � !

is (any
subsetof) of thesetof integerfrom = � ñ>/<:�?��A@ suchthat ��� � !CBD�E�

� � !

.
� For ð3ù�ð

" , theauxiliary informationauxó is thefactorizationof 
 .
� For ð3ù�ð

" , F¡ó'ùxûVô’ÿ QR"
):ôG+ ùH�Uü and F;�

ó

ùJI�K

"

.
� For ð3ù�ð

" , ðlï�ôLñ�ö�õ*ùvôML mod 
 . Notethat ð¢ï…ðlï�ôYñ�öON8õ±ñ�ö

:

õSù’ðlï�ôLñ<ûVö$N8ñ�ö

:

ü4õBùxô�LQPRLTS mod 


� Updateof the accumulatorvalue. As mentionedearlier, addinga value ˜ö to the accumulatorvalue
ø canbe doneas ø

�
ù ðlï,øJñ

˜
öJõYùcø

˜
L

mod 
 . Deletinga value ˜
ö from theaccumulatoris asfollows.

U

ï4ï��%ñ,
/õ±ñVøJñ ˜öWõBùgø

˜
LWV

P mod X Y[Z

N#\

X^],Z

N#\ mod 
 .
� Updateof witness: As mentioned,updatingthe witness ô after ˜ö hasbeenaddedcanbe doneby

ô
�

ù¯ð¢ï�ôLñ
˜

öJõIù ô

˜
L
. In case,˜ö6+ ù°ö®ÿ���� hasbe deletedfrom the accumulator, thewitnessô can

beupdatedasfollows. By theextendedGCD algorithm,onecancomputetheintegers _ ,̀ suchthat
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acbedgf ˜bihHj andthenkml

h�npo

k�q

b

q
˜b q�rsq�r�l�t

h

keuWr-l�v . Let usverify that w

o

kxl�q

b

t

h

k�lzy mod {

h

r�l :

o

k

u

r

l

v

t

y

h (1)
o|o

k

u

r

l v

t

y

˜
y

t(}•~

˜
y

h (2)
o|o

k

y

t

u

˜
y

o

r

l

˜
y

t

vAy

t(}•~

˜
y

h (3)
o

r

u

˜
y

r

vAy

t(}•~

˜
y

h

r$}€~

˜
y

h

r

l (4)

Equation(2) is correctbecausẽb is relatively primeto •

o

{�t .

We notethataddingor deletingseveralvaluesat oncecanbedonesimply by letting b

l betheproduct
of theaddedor deletedvalues.This alsoholdswith respectto updatingthewitness.More precisely, let ‚

v

betheproductthe b 's to addto and ‚&ƒ betheonesto deletefrom theaccumulatorvalue r . Then,thenew
accumulatorvalue r l�„

h

r*…‡†A…‰ˆ‹Š

Œ mod• Ž‰•

}#•

•’‘“•

}#•

mod { . If k wasthewitnessthat b wascontainedin r and b

wasnot removedfrom theaccumulator, i.e., b•”

‚�ƒ , then kmlzk

v

… † r-l

u mod { is a witnessthat b is contained
in r l , where a and f satisfy acb<d–f

‚—ƒ

hHj andarecomputedusingtheextendedGCDalgorithm.

Theorem 3. UnderthestrongRSAassumption,theaboveconstructionis a secure dynamicaccumulator.

Proof. Everythingbesidessecurityis immediate-By Theorem2, it is suf�cient to show thattheconstruction
satis�essecurityasde�ned in De�nition 1. Our proof is similar to the onegiven by Barić-P�tzmannfor
theirconstruction(thedifferencebeingthatwedonotrequireb

l to beprime).Theproofby Barić-P�tzmann
is actuallythesameasonegivenby Shamir[Sha83].

Supposewe aregivenanadversarỹ that,on input { and kJ™›š QRœ , outputs• primesb

}

q,žŸžŸž�q

b* 

™

¡&¢ £ ¤

and k
l

™¦¥�§

œ

, b

l
™

¡

l

¢ £ ¤ suchthat o

k
l

t

y[¨

h

k—©

yTª

. Let ususẽ to breakthestrongRSAassumption.
Suppose{

h¬«�­ thatis a productof two safeprimes,«8hD®�«

l

d¯j and ­°h�®�­

l

d�j , is given.Suppose
thevalue kJ™ QRœ is givenaswell. To breakthestrongRSA assumption,wemustoutputa value ±<²

j , ³

suchthat ³ ´

h

k .
We shall proceedas follows: Give o

{mq€kµt to the adversary. Supposethe adversarycomesup with a
forgery o

kmlRq

b

l�q

o’b

}

q,žŸžŸžMq

bc 

t|t . Let b¶hG·

 

¸º¹

}

b

¸ . Thuswehave kml
y

¨

h

k

y

.

Claim. Let »

h gcdo’b

q

b

l
t . Theneither »

hHj or »

h�b‡¼ for somejE½�¾—½

• .

Proofof claim: Suppose»s¿

b and »ÁÀ

hHj . Then,as b

}

q,žŸžŸž�q

b*  areprimes,it follows that » is theproduct
of a subsetof primes.Supposefor someb

¸ and b*¼ wehave b

¸

bc¼

¿ » . Then b

¸

b*¼

¿

b

l . But this is a contradiction
as b

¸

b*¼

²

b

l musthold dueto thede�nitions of Â

¢ £ ¤

and Â
l

¢ £ ¤

: Becauseb

l
™CÂ

l

¢ £ ¤

wehave b

lÄÃJÅxÆ . For
any b

¸

q

b*¼

™¦Â

¢ £ ¤

, b

¸

bc¼eÇ

Å
ÆE²

b

l , as b

}

q

b

Æ

Ç

Å .

Back to the proof of the theorem:Supposethat »HÀ

hÈj is not relatively prime to É

o

{�t . Then,by the
claim,for some¾ , »

h�b‡¼ . Because»

h�b*¼

™

¡&¢ £ ¤

, »¦²

® and » is prime. É

o

{�t

h�ÊW«

l

­

l , therefore»

h¬«

l

or »

h3­

l . Then ®

»

d�j is anon-trivial divisorof { , soin thiscasewecanfactor { .
Suppose» is relatively prime to É

o

{�t . Then,becauseo

k

y

~

ƒ

t

ƒ

hËo|o

k�l�t

y
¨

~

ƒ

t

ƒ , it follows that k

y

~

ƒ

h

o

k
l

t

y[¨

~

ƒ . Let ˜b–hÌb*Í

» , and ˜b

l

hÎb

l

Í

» . Becausegcdo’b

q

b

l
t

h

» , theequationgcdo ˜b

q
˜b

l
t

hÏj holdsand
thusonecancomputeÐ , Ñ suchthat Ð

˜bgd

Ñ

˜b

l

hÒj by extendedGCD algorithm. Output o

³
„

h ˜
k—Ó|k�ÔWq

˜b

l
t .

Notethat ³

˜
y

¨

hÎo

³

˜
y

˜
y

¨

t

}€~

˜
y

o|o ˜
k

˜
y

¨

t
Ó

˜
y

o

k

˜
y

t�u

˜
y

¨

t

}€~

˜
y

hÎo|o

k

˜
y

t

v

˜
yTÕ

u

˜
y

¨

t

}€~

˜
y

k andthus ³ and ˜b

l area solutionto the
instanceo

{mq€k�t of the�e xible RSAproblem.
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3.3 Ef�cient Proof That a Committed ValueWasAccumulated

Hereweshow thattheaccumulatorexhibitedabove is ef�ciently provablewith respectto thePedersencom-
mitmentscheme.Supposethattheparametersof thecommitmentschemeareagroup Ö;× , andtwogenerators

Ø and Ù . Recallthatto committo a value Ú , onepicksa randomÛ;ÜÞÝ•× andoutputsCommitß’Úsà•Û‰áeâäã

Ø[å

Ù�æ .
This information-theoretically hiding commitmentschemeis bindingunderthediscrete-logarithmassump-
tion.

For the de�nitions of ç�è é ê andthe choiceof ë , we requirethat ì-ícîðïzñ�î[ï ï�ñ‹ò¦óõôxò�öø÷¦ópëTùúí holds,
where ûeü and ûeü ü aresecurityparameters,i.e., û—ü is the bit lengthof challengesin the PK protocolbelow
and û ü ü determinesthe statisticalzero-knowledgepropertyof the sameprotocol. We set ç ü

è é ê

the largest
possibleset,i.e., to ý íÄà>ôEò�öJ÷Aþ .

Finally, we requirethattwo elementsÿ and � of QR� areavailablesuchthatlog ��� is not known to the
prover, where� is thepublickey of theaccumulator.

To prove thatagivencommitment��� andagivenaccumulator� containthesamevalue 	 , thefollowing
protocolis carriedout. Thecommoninputsto theprotocolarethevalues � � , Ø , Ù , � , ÿ , � , � and 	 . The
prover's additionalinputsarethevalue 
 suchthat 


�

ã�� mod � andthevalue Û suchthat ���µã

Ø

�

Ù æ .
The prover will form a commitment��
 to 
 andprove that this commitmentcorrespondsto the 	 -th

rootof thevalue � . This is carriedoutasfollows:

1. The prover choosesÛ���à•Û

ò

à•Û��ÞÜ�� Ý��

�������

, computes�
�

âäãÏÿ

�

�
æ�� , ��
�âäã�
��

æ� , �

æ

âäãÒÿ
æ� 

�
æ�! , and

sends�"� , �#� , �

 , and �

æ

to theveri�er.

2. Theprover andveri�er carryout thefollowing proofof knowledge:

PK $$ß�%—à'&›à)(�à+*‡à-,‰à-.cà�/•à10 à)2&à-3-à54�á›â

�
�

ã

Ø�6

Ù�798

Ø

ãøß

���

Ø

á;:sÙ=<>8

Ø

ã ß

Ø

�
�

á�?ðÙA@B8

�

æ

ãC�EDŸÿ�FG8H�
�

ãI�

6

ÿKJI8L�¶ãM�

6




ß

÷

�

áONP8 ÷�ãM�

6

æ

ß

÷

�

áRQ‰ß

÷

ÿ

áONP8

%ÁÜ�ý ö•ì-í

î

ï

ñ�î

ï ï

ñ‹ò

à#ì-í

î

ï

ñ‹î

ï ï

ñ‡ò

þTS9U

Thedetailsof thisprotocolcanbefoundin AppendixA.

Theorem 4. Under the strong RSAassumptionthe PK protocol in step2 is a proof of knowledge of two
integers 	 ÜÞç

ü

è é ê

ãÎý íÄà>ô
ò

ö�÷Aþ and 
 such that �WVC


�

ß mod ��á and �
� is a commitmentto 	 .

Proof. Showing that theprotocolis statisticalzero-knowledgeis standard.Also, it is easyto seethat �
�
,

�
� , �T
 , and �

æ

arestatisticallyindependentfrom 
 and 	 .
It remainsto show that �

�
if the veri�er accepts,thena value 	 anda witnessX that 	 is in � canbe

extractedfrom theprover. Usingstandardrewinding techniques,theknowledgeextractorcangetanswers
ßZY

6

àOY

N

àOY

:

àOY

Q

àOY

D

à[Y

F

àOY

J

àOY

7

àOY

<

á and ßZYðü

6

àOYðü

N

àOYðü

:

àOYðü

Q

àOYðü

D

àOY[ü

J

àOYðü

F

àOYðü

7

àOYðü

<

á for the two differentchallenges\

and \‹ü . Let ]^%¬ã_Y

6

öCY[ü

6

, ]`&Áã_Y

N

öIYðü

N

, ]�(�ã_Y

:

öIYðü

:

, ]a*iã_Y

Q

öIYðü

Q

, ]^, ã_Y

D

öIYðü

D

, ]^.4ã_Y

F

öIYðü

F

,
]�2¬ã_Y

J

öbY
ü

J

, ]c/Gã_Y

7

öIY
ü

7

mod d , ]e0 ã9Y

<

öIY
ü

<

, ]^3CãMY

?

öbY
ü

?

, ]f4°ã_Y

@

öCY
ü

@

, and ]g\gãM\
ü

öC\ .
Thenwehave

�ih[j

�

ã

Ø

h

6

Ùkhl7Ëà

Ø

h[jµãøß

�
�

Ø

áZhm:-ÙKhn< à

Ø

h[j�ãøß

Ø

���WáZhl?*Ùkho@ (5)

��h[j

æ

ãC�"h
D

ÿ�h
F

à ��h[j

�

ãC�"h

6

ÿmh
J

à (6)

�

h[j

ãM�

h

6




ß

÷

�

á

h
N

à ÷�ãM�

h

6

æ

ß

÷

�

á

h
Q

ß

÷

ÿ

á

h
N

U (7)
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We �rst show that pTq commitsto an integer differentfrom r andconsiderthe �rst two equations(5). Let
s tPuwvyx^tlxgzK{"|

mod } ,
s

~

uwv_x

~

xgzk{�|

mod } ,
s

•

uwv_x

•

xgzk{�|

mod } , and
s

€

uwv_x

€

xgzk{�|

mod } . Thenwe
have

p"q

vb•n‚ ƒ…„�‚ †

and
•‡v_ˆ

p�q

•�‰

‚Š „

‚‹

•[Œ•‚ ƒ

{�|+Ž

‚Š „…‚ † ‚Š „

‚‹••

Underthehardnessof computingdiscretelogarithms,ra‘

ˆOs t“’

r

‰

s

~

ˆ

mod }

‰ mustholdandtherefore
s tC” v

r

ˆ

mod •

‰ asotherwise
s

~ wouldnotexists.Similarly, from the�rst andthird equationof (5) onecanconclude
that

s tI” v–’

r

ˆ

mod •

‰ .
Wenext show that

s t

is accumulatedin — . Fromthenext two equations(6) onecanderivethat
xgz

divides
x^t

,
x�˜

,
x^™

, and
x^š

provided the strongRSA assumption.(While we do not investigatethis claim here,
onecanshow thatif

xgz

doesnotdivide
x^t

,
x�˜

,
x^™

, and
x^š

, thenfrom theEquations(6) onecancompute
a non-trivial root of › with probability at least r'œž• . This, however, is not feasibleunderthe strongRSA
assumption.We refer to, e.g.,[DF01] for thedetailsof sucha reduction.) Let ˆ

tŸv x^t

œ

xgz

, ˆ
˜PvMx�˜

œ

xgz

,
ˆ

™`v9x^™

œ

xgz

and ˆš¡v9x^š

œ

xgz

. Because¢

z

¢¤£�¢

z…¥

¢A¦I§

¥

£�•

¥

, we get ¨�©

v«ªn¬

­̂

›

ˆ®

for some
ª

suchthat
ª°¯¡v

r .
Moreover, thevalue

ª

mustbeeither r or
’

r asotherwiserf¦ gcd
ˆ�ª`’

rA£²±

‰

¦³± andwe couldfactor ± .
Plugging ¨�© into thesecondequationof (7) weget

r

vMªn´
ƒ

¬T´
ƒ ˆ­

›

´
ƒ ˆ®

ˆ

r

¬
‰

´[µ�ˆ

r

›

‰

´T¶

£

where
ª

´
ƒ

mustbe r as r , › , and
¬

arein QR· and
ª¸¯Wv

r otherwise.Underthehardnessof computing
discretelogarithmswecanconcludethat

x^t ˆš
‘

ˆ¹

ˆ

mod ord
ˆ

›

‰O‰ andhenceweget

—

´[º

vyˆ

¨T»

¬ ˆ®

‰

´
ƒ

and —

vC¼Eˆ

¨T»

¬ ˆ®

‰

ˆƒ

with some
¼

suchthat
¼

¯
v

r . Again
¼½v¿¾

r asotherwiserÀ¦ gcd
ˆÁ¼W¾

rA£²±

‰

¦I± andwecouldfactor ± .
Let Â

v–’

r if ˆ
t

¦³Ã and Â

v

r . Thuswehave —

vbÄÆÅ ˆƒ

Å

,

ÄÇvÉÈ

Ê¤Ë

ˆÁ¼ÀÌmÍ

Î ˆÏl‰RÐ if ˆ
t

is odd
ˆ

Ì
Í

Î ˆÏl‰RÐ if ˆ
t

is even
•

Thelatterholdsbecause—ÒÑ QR· and
’

r

”

Ñ QR· andtherefore
¼Óv–’

r is notpossible.Also notethat ˆ
tC” v

Ã

as —

”v

r . BecauseÂ

ƒ

£OÂ

¥

ƒ

Ñ_Ô

’^Õ

•AÖ�×ÙØ…Ö�× ×•Ø

|

£

’^Õ

•AÖ�×ÙØ…Ö�× ×ÙØ

|�Ú

we have
x^t

£

ˆ
t

ÑyÔ

’^Õ

•AÖm×ÙØ�Öm× ×ÛØ

¯

£

’^Õ

•AÖm×ÙØ�Öm× ×ÙØ

¯�Ú

.
Because

Õ

•
Ö�×•Ø�Öm× ×•Ø

¯

¦Ü}=œž• it follows that ˆ
tbvÝˆÁx^t

ˆ
z

rem }

‰

ˆ
s

t

rem }

‰ , andhencethat theabsolutevalue
committedto by p"q is indeedaccumulatedin — . As

Õ

•mÖm×•Ø…Ö�× ×ÙØ

¯

¦ Þ

¯“’

r , ˆ
t¿” v_¾

r mod } and ˆ
t¿” v

Ã we
canconcludethat ¢

ˆ
t

¢mÑàß

¥

áEâ ã . Therefore,dueto Theorem3, we canconcludethat ¢
ˆ

t

¢ mustbecontainedin
theaccumulatorvalue— .

4 Application to ID Escrow, Group Signaturesand CredentialSystems

In this sectionwe describehow dynamicaccumulatorscanbe usedto obtainmembershiprevocationfor
identity escrow, group signatureand credentialschemes.In particular, we provide an ef�cient identity
escrow schemewith membershiprevocation.However, we �rst informally discussthepropertiesof identity
escrow schemeswith membershiprevocation. However, the translationto groupsignaturesschemeand
credentialsystemsis straightforward.

An identityescrow schemewith membershiprevocationconsistsof thefollowing procedures:
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Setup: An algorithmfor thegroupmanagerto generatethesystemparameters,thegroup's publickey, and
hersecretkey.

Join: A protocolbetweena groupmemberandthe groupmanager. Their commoninput is the group's
public key. Their commonoutputis the user's membershippublic key andmembershipcerti�cate.
Theuser'soutputis themembershipsecretkey. In addition,thegroupmanagergetssomeinformation
to bemadeavailablein apublicarchive aswell asanupdatedversionof thegroup's publickey.

Provemembership: A protocolbetweena groupmemberanda veri�er (whosesole input consistof the
group's publickey) thatallows theformerto convincethelatterof hismembershipin thegroup.

Anonymityrevocation: A procedurethatallows thegroupmanageron input hersecretkey anda veri�er' s
transcriptof themembership-proofprotocoloutputsthemembershippublickey of theuserwith whom
theveri�er rantheprotocolin question.

Membershiprevocation: A procedurefor the groupmanagerto remove a memberfrom the group. This
procedureresultsin anupdatedgroup's public key aswell assomeinformationto bemadeavailable
in apublicarchive.

Membershipupdate: A procedurefor thegroupmembersto updatetheirmembershipcerti�catesusingthe
informationavailablein thepublicarchivesandthecurrentpublickey of thegroup.

Theschememustprovide thefollowing properties.

Correctness:Theschemefunctionsproperlyif all participantsarehonest.
Unforgeability andtraceability: Upon revocation of its anonymity, each transcript of a successful

membership-proofreveals the identity of a userwho was a memberof the group at the time the
protocolin questiontook place.

Exculpability: It is infeasible(evento thegroupmanager)to makeit appearthatanhonestuserparticipated
in amembership-proofif hedid not.

Anonymityandunlinkability: Linking a transcriptof membership-proofprotocol(run with a possibledis-
honestveri�er) to a useris computationallyinfeasibleto everyonebut thegroupmanagerandso is
determiningwhethertwo transcriptsstemfrom the sameor from differentusers. We stressthat in
caseauser'smembershipis revoked,anonymity andunlinkability is retainedfor transcriptsstemming
from theinteractionwith thatuserprior to hismembershiprevocation.

All of theabove propertiesmusthold even in thepresenceof anadversarythat is allows to run all the
protocolsandproceduresadaptively with thehonestparties.Thiscanbemadeformal in anideal-world/real-
world model(c.f. [Can95, Can00, PW00]) similarly asis doneby CamenischandLysyanskaya[CL01b] for
identityescrow schemes.

4.1 Overview of Ef�cient Group Signaturesand CredentialSystems

RecalltheACJT [ACJT00] identity escrow scheme.(Recallthat theACJTgroupsignatureschemeis ob-
tainedfrom the ACJT identity escrow by applying the Fiat-Shamirheuristicto the protocol for proving
membership.)Thegroupmanagerhasapublickey PK, consistingof anumberä , which is aproductof two
safeprimes,thevalueså , æ , ç , è , and é which arequadraticresiduesmodulo ä , andtwo intervals ê and ë .
The value ìîí logï"é is a secretkey of the groupmanagerusedfor revocation. A user ðòñ 's membership
certi�cate consistsof a user's secretó…ñ selectedjointly by the userandthe groupmanager(it is selected
in a securemannerthat ensuresthat the groupmanagerobtainsno informationaboutthis value)from an
appropriateintegerrange,i.e., ë , andthevaluesômñ and õ'ñ , whereõ'ñ is aprimenumberselectedfrom another
appropriaterange,i.e., ê , and ônöO÷

ñ

íøå�ù

÷

æ mod ä . Thevalue å'ù

÷

is user ðfñ 's public key. When ð^ñ proves
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membershipin a group,he effectively provesknowledgeof a membershipcerti�cate úüûlý+þ…ý5ÿ�� . This proof
is asfollows. Thegroupmemberchooses���

�

ý����

�
	��
	��
����������� andcomputes�

�����

þ��! #"

$ , �

�%���'&

 ("

$ , and
�*)

���+&-,/.

 

"

0 . Thegroupmembersends�

� , �

� , and �*) to theveri�er andcarriesout with theveri�er the
protocoldenoted

PK 1[ú�2eý43�ý65gý87�ý(9:�

�<;=�

�?>

�A@CB

DFECG

@�B

�

EIHKJ

B

�

�?>

�L@�B

&

EIHKJ

�

�M�N&PO

J

�*)

�N&

>

.�Q

J

2

	SR

J

3

	UT<VXW

As with all group signatureand identity escrow schemes,only the group managercan asserta signa-
ture/protocoltranscriptto a group member, i.e., knowing Y , the group managercan computethe value
ˆ

þ

�

�

�8Z

�

�4[ thatidenti�es theuser.
The CamenischandLysyanskaya[CL01a] credentialsystemhasa similar construction.An organiza-

tion's publickey consistsof anumber\ , which is aproductof two safeprimes,andthevaluesD , ; , ] , & and
. whichareall quadraticresiduesmodulo \ . A user^�_ 's secretkey û-_ , selectedfrom anappropriateinteger
range,is incorporatedinto all of ^`_ 'scredentials.A credentialtuplefor user̂�_ consistsof hissecretkey ûa_ ,
asecretvalue b#_ selectedjointly by the ^c_ andtheorganization(via asecurecomputationwhichensuresse-
crecy for theuser)from anappropriateintegerrange,andthevaluesþ-_ and ÿd_ suchthat ÿ4_ is aprimenumber
selectedby theorganizationfrom an appropriateinteger interval, and þ-_ is suchthat þ

,fe

_

�

D#g

;ih

] mod j .
Proving possessionof acredentialis effectively aproofof knowledgeof acredentialtuple.

Variationsof theseschemesincorporatesuchfeaturesasanonymity revocation,non-transferability, one-
show credentials,expiration dates,andappointedveri�ers. For all thesevariations,an integral part of a
groupmembershipcerti�cate andof a credential,is theprimenumberÿC_ . Usingone-way accumulators,we
canaccumulateÿd_ 's into asinglepublicvaluek . Proofof groupmembershipwill now have to includeproof
of knowledgeof awitnessto thefactthat ÿi_ wasaccumulatedinto k .

In the sequel,we will talk aboutaugmentingthe ACJT identity escrow schemewith the membership
revocationproperty;however, all our resultsanddiscussionappliesimmediatelyto thecredentialscheme
andgroupsignaturediscussedabove.

4.2 Incorporating Revocation into the ACJT Identity Escrow Scheme

To makecerti�caterevocationpossible,theadditionsoutlinedbelow haveto bemadeto theusualoperations
theACJTidentityescrow scheme.

Modi�cations to thegroupmanager's operationsareasfollows:

Setup: In additionto settingup theidentityescrow scheme,thegroupmanagercreatesthepublicmodulus
l for the accumulator, choosesa random kgý(moýon

	 QRp and publishes ú

l

ýqk ý(miýonr� . Shesetsup
(emptyfor now) public archives s add for storingvaluesthatcorrespondto addedusersand s deletefor
storingvaluesthatcorrespondto deletedusers.Set tu�

vxw y

�

R and t

vxw y to theinterval from whichthe
groupmanagerchoosesÿ in theACJTscheme( t

vxw y{z

t
�

vxw y

z}| ~

ýo•

�L€

B�•

will besatis�ed).
Join: Issuetheuser's membershipcerti�cate, asin the identity escrow scheme.Add thecurrent k to the

user's membershipcerti�cate. (Denoteit by kr_ .) Let ÿd_ betheprimenumberusedin this certi�cate.
Updatek in thepublickey: k

���ƒ‚

pEú„kgý5ÿ4_�� . Updates add: store ÿd_ there.
Revoke membership: Retrieve ÿ!_ which is theprimenumbercorrespondingto theuser's membershipcer-

ti�cate. Updatek in thepublickey: k

���K…

úo†^ú

l

�+ýqkgý5ÿ!_d� . Updates delete: store ÿ4_ there.

We stressthatthearchivesare s add and s deletearenot partof thegroup's public key, i.e., theveri�er is
not requiredto readthemfor any veri�cation purposes.Also, notethat is it not necessaryto restrictread
accessto thesearchivesonly to groupmembers.
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A user‡‰ˆ mustaugmenttheACJTprotocolasfollows:

Join: StorethevalueŠxˆ alongwith therestof themembershipcerti�cate. Verify that ‹4Œx•„ŠŽˆ(•�•4ˆ�‘A’“Šr”�•

ˆ

’–Š .
Updatemembership: An entry in the archive is called“new” if it wasenteredafter the last time ‡uˆ per-

formedanupdate.

1. Let — denotetheold valueof Š .

2. For all new •/˜*™
š add, ŠŽˆA›�’ƒ‹:•„ŠŽˆ(•�œ••d˜f‘�’–ŠŸž

”� 

ˆ

and—¡›�’¢—

ž

”f 

3. For all new •/˜*™
š delete, ŠŽˆA›�’–£¤•„ŠŽˆo•�•4ˆ(•�œ••d˜8•¥—?•qŠ?‘ .

(Notethatasa result Š¦’ƒ‹C•„Š*ˆ(•�•4ˆ(‘ .)
Provemembership: Proving membershipis augmentedwith thestepof proving thata committedvalueis

partof theaccumulatedvalue § (containedin thecurrentpublic key). That is, in additionto ¨<© , ¨*ª ,
and ¨x« the groupmembercomputesthe values ¬

”

›�’¤­

”�®�¯I°

, ¬²±–›�’³Š

®�¯o´

, and ¬

¯

›�’¤­

¯�´4®�¯oµ

and
sendsthemto veri�er, with randomchoices¶P©/•�¶#ªP•�¶#«¦™�·“¸�¹

Œ�ºo»q¼

. Thenthe veri�er andthe group
memberengagein theprotocoldenoted

PK ½F•�¾Ÿ•4¿*•6ÀÁ•8Âa•(Ã�•�Ä
•(ÅP•#Æc•ÈÇU•6ÉŸ‘*›

ÊÌË

¨?Í

©AÎ�Ï

Ð
Ñ�Ò

ÎCÏ

Ó

Ñ8ÔÖÕ

Ï

Ë

¨?Í

ª×Î�Ï

ØAÑ8ÔÙÕ

¨*ª

Ë

ØPÚ

Õ

¨*«

Ë

Ø

Í�Û�Ü

Õ

¬

¯

’

®ŽÝ

­�Þ

Õ

¬

”

’

®

Í
­iß

Õ

§à’X¬
Í

±

•

Ï

®

‘oá

Õ

Ï

’â¬
Í

¯

•

Ï

®

‘äãM•

Ï

­

‘oá

Õ

¾å™Sæ

Õ

¿å™Uç<èXé

This protocolis alreadyanoptimizedunionof thePK protocolgivenin theprevioussectionandthe
ACJTPK protocolfor proving groupmembership.Thatis, differentfrom theprevioussection,wedo
not requirethegroup ê`ë for thecommitmentschemebecauseherethevalue ¨×« actsascommitment
to thevaluewhosemembershipin theaccumulatoris claimed.Furthermore,as ì

Ï

•�í�•

Ïàî

™Sæ ,weneed
notshow that ¾

î

’Kì

Ï

•�í�•

Ï

.

Thecomplexity of this augmentedproof is abouttwice thatof theoriginalone.Thede�nition of æ is
compatiblewith theaccumulatorandtheproof thatacommittedvalueis containedin theaccumulator
aspresentedin theprevioussection.Also, æ excludes

Ï

andhenceit is not requiredto explicitly prove
thatthecommittedvalueis not

Ï

.

Remark.Updatesaftera usersjoinedthegroupcanbeavoidedif thegroupmanagerschoosesall the •�ˆ at
setup-timeandalreadyaccumulatesthem,i.e., ŠN›�’ï‹#ŒŸ•„Šð•�œñ•4ˆI‘ . Notethatthegroupmanagercanalways
computethewitnessfor •!ˆ as Š

©
º

”�•

. If this is done,only deletionof memberrequiresupdatesby thegroup
managerandthegroupmembers(or if thegroupmanagerrunsoutof •:ˆ 's).

Lemma 5. UnderthestrongRSAassumptiontheaboveis a secure identityescrowschemewith membership
revocation.

Proof (sketch). It is nothardto show thesecurityof this lemmain a formalmodelgiventhesecurityproofs
of theACJTschemeandtheproofof Theorem4. Let usprovide aninformalargumenthere.

First of all, note that all the propertiesof the original ACJT schemeare retainedas the amountof
informationrevealedby ¬

”

, ¬
±
, and ¬

¯

aboutthe groupmember's certi�cate is negligible (i.e., ¬

”

, ¬
±
,

and ¬

¯

arestatisticallyhiding commitmentsandthePK-protocolis statisticalzero-knowledge). It remains
to arguethat excludedgroupmemberscanno longerprove groupmembershipeven if they colludein an
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adaptive attackagainstthegroupmanager. Similarly asin theproof of Theorem4, onecanshow that the
aboveof aprotocolis aproofof knowledgeof aquadrupleò

ˆó�ô ˆõ ô ˆö ô ˆ÷ðø suchthat ù

ˆúaû=ü

ˆõ ˆý and ˆ÷ ˆý

ü

÷ hold,
i.e., suchthat ò ˆó�ô ˆõ ô ˆö ø is valid groupmembershipcerti�cate and ˆö is containedin theaccumulatorvalue ÷ .
In [ACJT00],Atenieseet al. show thatunderthestrongRSA assumptionanadaptive adversarycontrolling
all userscannot�nd a triple ò

˜ó�ô ˜õ ô ˜ö ø that is differentfrom theoneslegitimatelyobtainedthroughthe join
protocol. On otherwords,thevalues ù

údþ

and ö4ÿ aretightly linked. Therefore,theuserwith public key ù

ú4þ

is no longerableto prove membershipof thegrouponcean öCÿ is removed from theaccumulatorvalueas
theaccumulatoris secureagainstanadaptive adversary(Theorem2). Wenotethatall theseargumentshold
in spiteof the fact thatall members'(currentandpastone) öCÿ 's arepublic. It follows thatanonymity and
unlinkability is retainedfor actionspastmembersmadeprior to theirexclusionfrom thegroup.

References

[ACJT00] GiuseppeAteniese,JanCamenisch,Marc Joye, andGeneTsudik. A practicalandprovably
securecoalition-resistantgroupsignaturescheme.In Mihir Bellare,editor, Advancesin Cryp-
tology — CRYPTO 2000, volume1880of LNCS, pages255–270.SpringerVerlag,2000.

[AT01] GiuseppeAtenieseandGeneTsudik. Quasi-ef�cient revocationof groupsignatures.http:
//eprint.iacr.o rg /20 01/1 01, 2001.

[BdM94] JoshBenalohand Michael de Mare. One-way accumulators:A decentralizedalternative to
digital signatures.In TorHelleseth,editor, Advancesin Cryptology—EUROCRYPT'93, volume
765of LNCS, pages274–285.Springer-Verlag,1994.
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A Protocol to Prove that a Committed Value is Accumulated

Thissectionprovidesthedetailsof theprotocoldenoted

PK ���������	��
���
������������������������! #"%$'&�(*),+.-/&0$1�

 "

&

�32#)546-87:9%$<;>=�?�@A-

7 " $<;>(*?CBD-FEG$.7H(

I

��J

;

�LKM-

J

$N7H(

9

��J

;

�POQ�RJ

?

�LKM-8�TSVU W�XZYQ[R\^]*[R\ \_]�`,��XZYQ[R\_]�[R\ \_]a`�bdc.e

that canbe used(asdescribedin f 3.3) to prove that valuecommittedto in  "
is accumulatedin E . The

values7

I , 7 " and 7 9 areauxiliarycommitments(c.f. f 3.3).

1. Theprover chooses

g

(

S#hi�jW�XZY [ \ ]�[ \ \���e�e�e:��XZY [ \ ]�[ \ \��k�

g

2

�

g

+

�

g

4

�

gCl

�

gnm

S#hporqs�

g

=

�

g

B

�

g

@

SZhA�jWit3u�vCwRx�YQ[,\y]*[R\ \���e�e�ed�Qt3u�vzw,x�YQ[R\{]�[,\ \��|� and
g

K

�

g

O

S#hA�jWit3u�vCw}xz~�Y
[

\
]�[

\ \���e�e�e:�Qt3u�vCw,xz~�Y
[

\
]�[

\ \•�|�

computes

€L•

�‚$'&

9„ƒ

)

9„…

�

€

`

�‚$†�

 
"

&

�

9P‡

)

9‰ˆ

�

€jŠ

�‚$†�‹&� 
"

�

9•Œ

)

9„Ž

�

•

•

�‚$<;

9••

?

9•‘

�

•

`

�‚$';

9„ƒ

?

9P’

�

•

Š

�‚$.7

9„ƒ

I

�aJ

;

�

9�“

� and

•„”

�‚$N7

9„ƒ

9

�
J

;

�

9–•

�
J

?

�

9�“

andsends
€�•

,
€

`

,
€jŠ

,
•

•

,
•

`

,
•

Š

, and
••”

to theveri�er.

2. Theveri�er chooses—pSdh™˜‰š��

J�›

[

andsendsit to theprover.

3. Theprover computes

œ

(

�‚$

g

(

WV—R•ž�

œ

B

�‚$

g

K

WM—

g

•

�

œ

+

�‚$

g

+

WŸ—

g mod ~ �

œ

K

�‚$

g

K

WV—

g

`

•ž�

œ

=

�‚$

g

=

WV—

g

`

�

œ

2

�‚$

g

2

WV—a�‰•%W

J

��¡

•

mod ~'�

œ

@

�‚$

g

@

WV—

g

Š

�

œ

O

�‚$

g

O

WV—

g

Š

•ž�

œ

4

�‚$

g

4

WV—

g

�‰•HW

J

�
¡

•

mod ~ �

œ
l

�‚$

gzl

WV—a�‰•%¢

J

�

¡

•

mod ~'� and œ
m

�‚$

gnm

WV—

g

�‰•%¢

J

�

¡

•

mod ~

andsendsthemto theveri�er.

4. Theveri�er acceptsif thefollowing equationshold:
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