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Abstract

We studya general version of the multicastauthentica-
tion problemwhere the underlyingnetwork,controlled by
an adversary, maydrop chosenpackets,rearrange the or-
derof thepacketsin anarbitrary way, andinjectnew pack-
etsinto the transmittedstream.Prior work on theproblem
hasfocusedon lessgeneral models,where random,rather
than adversarially-selected,packets may be droppedand
altered, or no additional packetsmaybe injectedinto the
stream.We describean ef�cient and scalableauthentica-
tion schemethat is basedon a novel combinationof error-
correcting codeswith standard cryptographic primitives.
We prove the securityof our schemeand analyzeits per-
formancein termsof thecomputationaleffort at thesender
andreceiverandthecommunicationoverhead.Wealsodis-
cussspeci�c designand implementationchoicesand com-
pareour schemewith previouslyproposedapproaches.

1. Intr oduction

The authenticationof multicast transmissionsof data
streamsover theInternetis a challengingproblem.IP mul-
ticastis implementedwith abest-effort deliverymechanism
over the UDP transportprotocol,wherepacket lossesare
tolerated.Thus, the received streammay differ from the
transmittedone.Any authenticationschemefor multicast
streamsshouldverify asmany aspossibleof the received
packetswithoutassumingtheavailability of theentireorig-
inal stream.In addition, it shouldresistagainstany types
of attacksby an adversary, even when the adversarycon-
trols theunderlyingnetwork.

In themulticastauthenticationproblem, we wish to au-
thenticatea packet streamtransmittedover a network that
mayadversariallydroppackets,arbitrarily rearrangetheor-
der of the packets,andinject new packetsinto the stream.
Prior work on thesubjecthasfocusedon a network model
whereeitherall the received packets arevalid (authentic)

or packets are lost accordingto someprede�ned random
patterns(e.g.,[12, 19, 22, 27]) or no packet injectionsoc-
cur (e.g.,[20, 21]). Thus,mostof the previously proposed
schemesonly tolerateerroneousnetwork behavior andare
notresilientagainstanadversarial behavior of thenetwork.

Of course,if eachpacket were signedby the sender,
thentheonly damagetheadversarialnetwork could in�ict
is packet loss, as the receiver would simply reject pack-
ets whosesignatureis not veri�ed. However, this simple
“sign-all” solution is undesirablebecauseof the repeated
useby the senderof the critical and computationallyex-
pensive sign primitive for eachtransmittedpacket andthe
heavy communicationoverheadcausedby the additionof
a signatureto eachpacket. Additionally, this solutionsuf-
fersby asimpledenial-of-serviceattackat thereceiver;one
signatureveri�cation mustbeperformedfor eachreceived
packet,valid or not.

In this paper, we formally de�ne a generalmodel for
multicastauthenticationwherean adversarycan perform
variousattackson the transmittedstreams.In this model,
two parametersof the network, the survival rate and the
�ood rate, characterizethepower of theadversary. We de-
scribeanef�cient authenticationschemefor thismodelthat
givesalmostthesamesecurityguaranteesasif eachpacket
were individually signed,but requiresonly one signature
operationfor theentirestreamandaddsonly aconstantsize
authenticationoverheadper packet. Our techniqueusesa
novel combinationof Reed-Solomonerror-correctingcodes
with standardcryptographicprimitives,suchas collision-
resistanthashinganddigital signatures.

In the rest of this section, we introduce our model,
summarizeour contributionsandreview previouswork on
multicastauthentication.The cryptographicprimitivesand
error-correctingcodesusedin this paperare reviewed in
Section2. In Section3, we describein detailour adversar-
ial network modelandmulticastauthenticationframework.
Section4 describesourmulticastauthenticationschemeand
givesproofsof correctnessandsecurity. In Section5 wean-
alyzethe performanceof our schemeandcompareit with



various other proposedschemesin terms of security as-
sumptions,underlyingnetwork model,resilienceto packet
lossandinjection,computationaleffort at thesenderandre-
ceiver, andcommunicationoverhead.Conclusionsandfu-
turework aregivenin Section6.

1.1. Model and Contrib utions

We consider the problem of authenticatinga stream
of packets transmittedover a fully adversarial network.
Namely, thenetwork is controlledby anadversarywhocan
destroy packetsof herchoice,arbitrarilyrearrangetheorder
of thepackets,andinjectnew, arbitrarilyconstructed,pack-
ets.We limit thepowerof theadversaryto modify astream
of n packetstransmittedby the senderby introducingtwo
parametersof thenetwork, thesurvivalrate®, 0 < ® · 1,
andthe �ood rate¯ , ¯ ¸ 1, which areassumedto becon-
stants.A network with thesetwo parameters,whichwecall
an (®; ¯ )-network, guaranteesthat despitethe presenceof
theadversary, at least®n packetsin thereceivedstreamare
valid andthereceivedstreamcontainsat most¯ n packets.
Themodelis formally describedin Section3. For now, we
justify the introductionof thesurvival and�ood rateswith
thefollowing observations.If toomany packetsaredropped
or corruptedby theadversary, thenthemainproblemis the
lossof data,asthesmallnumberof valid packetsreceived
maybeuselesseven if authenticated.On theotherhand,if
theadversarycaninjectaverylargenumberof packets,then
wehave adenial-of-serviceattack.

Thecontributionsof ourwork canbesummarizedasfol-
lows:

² We provide a formal de�nition of multicastauthenti-
cationover an (®; ¯ )-network, wherearbitrarypack-
etsarelost, injected,andrearranged,subjectto agiven
survival rate® and�ood rate¯ . We alsogive the re-
quirementsfor anauthenticationschemeto becorrect
andsecure.

² We present the �rst ef�cient and scalable multi-
castauthenticationschemefor an(®; ¯ )-network. Our
schemeis basedon digital signatures,cryptographic
hash functions and Reed-Solomonerror-correcting
codes.This last featureof our schemeprovidesa new
interestingconnectionbetweencodingtheoryandse-
curity.

² We prove thecorrectnessandsecurityof our scheme,
analyzeits performancein termsof variouscost pa-
rameters,discussdesignandimplementationchoices,
andcompareit with previous approaches.In particu-
lar, we show thatour schemeaddsto eachtransmitted
packetonly asmallamountof authenticationinforma-
tion, proportionalto ¯ =®2, andthatall thevalid pack-

etsreceivedarerecognized,while all theinvalid pack-
etsarerejected.

Theonly prior approachthatprovidessecurityin ouradver-
sarialmodelandis theinef�cient “sign every packet” solu-
tion, which consistsof either(i ) singingeachpacket indi-
vidually or (ii ) usingaMerklehashtree[28]. Thetrivial so-
lution of signingeachpacket individually is not viabledue
to heavy computationaloperationsat both the senderand
thereceiver, but alsobecausesecret-key operationsareex-
pensive in termsof the securityarchitectureas well. The
Merkle-tree-basedauthenticationschemehasthedrawback
that the communicationoverhead(signatureandhashval-
ues)growswith thenumberof packetssent.

1.2. Prior and RelatedWork

Previous work on multicast authentication consid-
ers both unconditionally secure and computationally
secureauthentication.Approachesbasedon the informa-
tion theoretic model (see,e.g., [8, 26]) tend to be less
practical. In the rest of this section, we overview ap-
proaches that use computationally secure authentica-
tion.

MAC-BasedApproaches. Variousapproachesusemessage
authenticationcodes(MACs)andsecret-key cryptography.
Thetrivial solutionhereis having thegroupmembersshar-
ingasecretkey andincludingaMAC intoeverypacketsent,
but thisschemeis notsecure,asany usercanspoofpackets.
In anotherMAC-basedtrivial solution,eachreceiverhasher
own secretkey andthe senderpossessesall suchkeys. To
authenticateastream,thesenderaddsto eachpacketaMAC
for every receiver. This approachis not scalablebecauseof
thehigh communicationcost.In [4], a MAC-basedscheme
is describedthatis securewith high probabilityagainstany
coalitionof w corruptedusersandwhereO(w) MACsare
appendedto eachpacket. This schemeis not fully scalable
dueto its communicationoverhead.In [22], anotherscheme
thatusesMACsis proposed,wherea MAC is appendedto
every packet andthe key of the MAC is provided in some
subsequentpacket. To toleratepacket losses,the keys are
generatedby meansof ahashchain.Thisapproachhaslow
communicationoverhead.However, it requirestime syn-
chronizationbetweentheparties.Two MAC-basedschemes
that make explicit useof the topology of a multicasttree
arepresentedin [29]. Both schemesaresimilar in concept
to [22] and take denial-of-serviceand accesscontrol into
consideration(namely, a corruptedpacket is �ltered out as
soonas possiblein the multicasttree and only legitimate
group subscriberscan authenticatethe multicastpackets).
Both schemesassumethe existenceof secureand trusted
routersat thenodesof thetree.In addition,the�rst scheme
usesclock synchronization,whereasthesecondschemere-



lies on theexistenceof securechannelsbetweenthesource
andeachof thereceivers.

Boneh et al. [1] generalizeMACs to a multicast set-
ting by de�ning a new primitive for multicastauthentica-
tion calledmulticastMAC (MMAC). They show that any
MMAC schemecan be transformedinto a digital signa-
tureschemeof almostthesameef�ciency. Thus,any mul-
ticast authenticationschemenot relying on additionalas-
sumptionson thenetwork (suchassynchronization,trusted
routers,or securechannels)may as well usea signature
scheme!This brings us to signature amortization. Other
researchefforts have focusedon building fastersignature
schemesfor signingeverypacketseparately(e.g.,[10, 25]).

Signature Amortization.Otherapproachesusethe mecha-
nism of signatureamortization,wherea singledigital sig-
natureis usedfor theauthenticationof multiple packets.A
�rst schemethat usessignatureamortizationover a hash
chainappearsin [10]. Eachpacketpi is augmentedwith au-
thenticationinformationai , which is recursively de�ned as
the hashof pi +1 ± ai +1 (± denotesconcatenation).Also,
theaugmented�rst packet p1 ± a1 is digitally signed.This
schemehasconstantauthenticationoverheadperpacketbut
doesnot toleratepacketslosses.In [28], a Merkle hashtree
is usedto amortizea signatureover n packets.Namely, a
hashtree is built on top of the hashesof the packets and
the root hashvalueis digitally signed.Eachpacket is aug-
mentedwith authenticationinformationthatconsistsof the
signedroothashandthehashesof thesiblingsof thenodes
onthepathbetweentherootandtheleafassociatedwith the
packet.Theschemetoleratespacket lossesbut haslogarith-
mic communicationoverheadper packet. In contrast,our
approach,which alsousessignatureamortization,hascon-
stantcommunicationoverhead.

Graph-BasedAuthentication.Graph-basedauthentication
[12, 19, 22, 27] generalizesthe idea of amortizinga sig-
natureover a hashchainin sucha way asto toleratepacket
losses.A single-sinkdirectedacyclic graph(DAG) G is de-
�ned, whereeachvertex correspondsto apacket.A directed
edgefrom packet pi to packet pj indicatesthat theauthen-
tication information aj of packet pj includesthe hashof
pi ± ai . Also, the augmentedpacket p1 ± a1 of the sink of
theDAG is digitally signed.Thevalidationof packetspro-
ceedsbackward along the edgesof the graph.Namely, if
packet pj hasbeenvalidatedandedge(pi ; pj ) exists in G,
thenthe validity of packet pi canbe determinedusingthe
authenticationinformationaj of pj . Graph-basedauthenti-
cationschemesoffer probabilisticsecurityguaranteespro-
vided packet lossesoccur randomly(i.e., they arenot ad-
versariallyselected).In particular, they requirethatthesig-
naturepacketwill reachthereceiver intact.Two packet loss
patternshave beenstudied:theuniform model,whereeach
packet is lost with a �x ed probability and independently
of otherpacketsbeinglost, andthe bursty model,wherea

packet is lostwith a �x edprobabilityandthenagivennum-
berof successive packetsarealsolost.

In [22], G is an augmented-chaingraph,consistingof
a path plus additionaledgesthat connectverticesat var-
ious distances.In [12], anotheraugmented-chaingraphis
designedspeci�cally to toleratebursty packet losses.Ran-
dom graphsanda new schemethat is resilientto multiple
bursty lossesarestudiedin [19]. Finally, in [27], expander
graphsareused.Theef�ciency of graph-basedauthentica-
tion schemesis analyzedin [5] andexperimentallystudied
in [7].

Erasure Codes.In [21] and[20], erasurecodes(e.g.,[16,
17, 23]) are usedfor multicast authenticationto tolerate
adversarially-chosenpacket lossesanddisperseonesigna-
ture over the packetsin a group.The constructionsareef-
�cient in termsof communicationcostandsimilar in prin-
ciple. The two schemesonly differ in that in [20], encod-
ing is performedtwice to reducethe sizeof the authenti-
cationinformation.Both schemesare,however, vulnerable
to a very simpleattack:a single injectedpacket cancom-
promisethecorrectnessof thedecodingprocedureat there-
ceiver. In [15], a “binding” of thevalid packetsthroughthe
useof aMerklehashtreehasbeenrecentlyproposedto tol-
eratepacket injections:eachpacketcarriesalsotheMerkle-
treeauthenticationinformationsothatblocksof valid pack-
etsaregroupedtogetherandblocksof invalid packetsare
�ltered out. This schemesuffers from high, not constant,
per-packet communicationoverhead.

2. Preliminaries

In this section, we introduce some notation (mostly
from [18]) andde�ne thecryptographicandcodingprimi-
tivesthatweusein ourconstruction.

2.1. Notation

Let A be an algorithm.By A(¢) we denotethat A has
oneinput (resp.,by A(¢; : : : ; ¢) we denotethat A hassev-
eral inputs).By y Ã A(x), we denotethaty wasobtained
by runningA on input x. If A is deterministic,thenthis y
is unique;if A is probabilistic,theny is a randomvariable.
If S is a �nite set, then y Ã S denotesthat y was cho-
senfrom S uniformly at random.By y 2 A(x) we mean
thattheprobabilitythaty is outputby A(x) is positive.

By AO (¢), wedenoteanalgorithmthatmakesqueriesto
anoracleO. I.e., this algorithm(Turing machine)will have
anadditional(read/write-once)querytape,on which it will
write its queriesin binary;onceit is donewriting a query,
it insertsaspecialsymbol“#”. By externalmeans,oncethe
symbol“#” appearson thequerytape,oracleO is invoked
andits answerappearsonthequerytapeadjacentto the“#”



symbol.By Q = Q(AO (x)) Ã AO (x) we denotethecon-
tentsof the query tapeonceA terminates,with oracleO
andinputx. By (q; a) 2 Q wedenotetheeventthatq wasa
queryissuedby A, anda wastheanswerreceivedfrom or-
acleO.

Let b be a booleanfunction. By (y Ã A(x) : b(y)) ,
we denotethe event that b(y) is TRUE after y was gen-
eratedby runningA on input x. The statementPr[f x i Ã
A i (yi )g1· i · n : b(xn )] = ®meansthattheprobabilitythat
b(xn ) is TRUE after thevaluexn wasobtainedby running
algorithmsA1; : : : ; An oninputsy1; : : : ; yn , is ®, wherethe
probability is over the randomchoicesof the probabilistic
algorithmsinvolved.

2.2. Cryptographic Primiti ves

The following de�nition is due to Goldwasser, Micali,
andRivest[11], andhasbecomethestandardde�nition of
securityfor signatureschemes.Schemesthat satisfy it are
also known as signatureschemessecureagainst adaptive
chosen-message attack.

De�nition 2.1 (Signature scheme). Probabilis-
tic polynomial-time algorithms (G(¢), Sign(¢) (¢),
Verify(¢) (¢; ¢)) , where G is the key generation algo-
rithm, Sign is the signature algorithm,and Verify the ver-
i�cation algorithm, constitutea digital signature scheme
for a family (indexed by the public key PK ) of mes-
sagespacesM (¢) if thefollowing twohold:

Correctness.If a message m is in themessage spacefor a
givenpublic key PK , andSK is thecorrespondingsecret
key, thentheoutputof SignSK (m) will alwaysbeaccepted
by theveri�cation algorithmVerifyP K . More formally, for
all valuesm andk:

Pr[(PK ; SK ) Ã G(1k ); ¾Ã SignSK (m) :
m Ã M P K ^ : VerifyP K (m; ¾)] = 0:

Security. Even if an adversary has oracle accessto the
signingalgorithm that providessignatureson messagesof
theadversary's choice, theadversarycannotcreatea valid
signature on a message not explicitly queried.More for-
mally, for all familiesof probabilistic polynomial-timeor-
acleTuring machinesf A (¢)

k g, thereexistsa negligible func-
tion1 º (k) such that

Pr[(PK ; SK ) Ã G(1k ); (Q; m; ¾) Ã ASignSK (¢)
k (1k ) :

VerifyP K (m; ¾) = 1 ^ : (9¾0 j (m; ¾0) 2 Q)] = º (k):

For completeness,wegiveastandardde�nition of afam-
ily of collision-resistanthashfunctions.

1 A functionº : N ! R is negligible if for every positive polynomial
p(¢) andfor suf®ciently largek, º (k) < 1

p( k ) .

De�nition 2.2 (Collision-resistant Hash Function). Let
H bea probabilisticpolynomial-timealgorithmthat,on in-
put1k , outputsanalgorithmH : f 0; 1g¤ 7! f 0; 1gk . Then
H de�nesa familyof collision-resistanthashfunctionsif:

Ef�ciency. For all H 2 H (1k ), for all x 2 f 0; 1g¤, it takes
polynomialtimein k + jxj to computeH(x).

Collision-resistance. For all families of probabilistic
polynomial-timeTuring machinesf Ak g, there existsa neg-
ligible functionº (k) such that

Pr[H Ã H (1k ); (x1; x2) Ã Ak (H ) :
x1 6= x2 ^ H(x1) = H(x2)] = º (k):

2.3. Err or Corr ectingCodes

Errorcorrectingcodesallow recoveringamessagethatis
transmittedoveranoisychannel.Let q ¸ 2 bethesizeof al-
phabet[q] = f 1; 2; :::; qg. An error correctingcode[n; k]q
is a function C : [q]k ! [q]n , that processesa k-length
messagex over [q] andaddsredundancy to form a longer
n-lengthcodewordC(x). Theprocessingandtheaddedre-
dundancy help correctingup to e errorsof the codeword
C(x); that is, given a received word y 2 [q]n suchthat y
andC(x) differ in at moste charactersof thealphabet,we
canunambiguouslycorrect(decode)y to C(x). The value
e dependson the code.If only redundancy is addedby a
codeC, i.e., if all symbolsof x appearalsoamongthesym-
bolsof E(x), thenthecodeis systematic. List-decodingal-
lows to ambiguouslycorrecteven moreerrors.Given that
C(x) is receivedaswordy 2 [q]n , list-decodingprovidesa
list of candidatemessages,suchthatx belongsin this list.

Reed-Solomoncodes[24] area family of codesthatare
basedon propertiesof univariatepolynomialsover �nite
�elds. We next de�ne the [n; k + 1]q Reed-Solomoncode,
wheren, k and q are positive integersand parametersof
thecode.We presentherea slightly modi�ed de�nition of
Reed-Solomoncodesthantheonecommonlyusedin thelit-
erature,sothat,by de�nition, Reed-Solomoncodesconsid-
eredin this paperaresystematic.This propertyis not nec-
essaryfor the correctnessof our scheme,but offers an ex-
tra desiredpropertyin our construction,discussedin Sec-
tion 5 andrequiresno extra computationaleffort at theen-
coder.

De�nition 2.3 (Reed-Solomoncode). A [n; k + 1]q Reed-
Solomoncodeconsistsof thefollowingcomponents:

Alphabet.Thealphabetis a �nite �eld Fq of sizeq ¸ n,
with q beinga primepower.

Encoder. Thecodeis a functionC : Fk+1
q ! Fn

q , where
n > k + 1. In moredetail, theencoder:

1. takesasinputtheparametersn andk, andk+ 1 points
(i; yi ), i 2 Fq, yi 2 Fq, 1 · i · k + 1,



2. �nds a uniqueunivariatepolynomialp 2 Fq[x] over
elementsof Fq and of degree at most k, such that
p(i ) = yi , 1 · i · k + 1, and

3. outputspoints (i; p(i )) , for 1 · i · n. The ratio
k+1

n < 1 is calledtherateof thecode.

WehavethatC is a systematiccode.

Decoder(GS-Decoder).Let² > 0 bea parameterthatcon-
trols theperformanceof thedecoder. Thedecodertakesas
input parameters n andk, thenumberof errors e that may
occur, and n points(x i ; yi ), 1 · i · n, and list-decodes,
i.e., it outputsa list of all univariatepolynomialsp 2 Fq[x]
of degreeat mostk such thatyi 6= p(x i ) for lessthane val-
uesof i , 1 · i · n.

For a [n; k + 1]q Reed-Solomoncode,we usea decoder
that runsin polynomialtime andis dueto Guruswami and
Sudan[13, 14]. Wereferto thisdecoderasGS-Decoder.

Theorem2.1(Guruswami-Sudan). Considera [n; k + 1]q
Reed-Solomoncode. For any ² > 0, given n points with
e = n ¡

p
(1 + ²)kn errors, GS-Decoderoutputsa list

of sizeO(² ¡ 1
p

n=k) in O(n2² ¡ 5 log2 qlogO(1) logq) time,
performingO(n2² ¡ 5 logq) �eld operations.

We view ² as a parameterof the GS-Decoder, ² > 0,
anduseGSDecode² (n; k; e;f (x i ; yi )j1 · i · ng) to de-
notethat GS-Decoderrunswith parameter² having asin-
put parametersthe integersn, k, e andthe points(x i ; yi ),
1 · i · n.

In practice, codeswith constantexpansionare used,
wherek = ½n for someconstant½ < 1. In particular,
ourconstructionmakesuseof a[n; ½n+ 1]q Reed-Solomon
code,with ½< 1, over somelargealphabetof sizeq = 2c

for someconstantc. FromTheorem2.1wehavethefollow-
ing.

Corollary 2.2. For any[n; ½n+ 1]q Reed-Solomoncode, for
anyconstants² > 0 and½< 1 such that

p
(1 + ²)½< 1,

onaninputwith e = (1¡
p

(1 + ²)½)n errors,GS-Decoder
outputsa list of O(1) sizein ~O(n2) time, performing ~O(n2)
�eld operations.

GS-Decoderis basedon an algorithm that solves the
polynomialreconstructionproblem:givenk, t, andn points
f (x i ; yi ); 1 · i · ng, wherex i ; yi 2 Fq, �nd a list that
containsall univariatepolynomialsp 2 Fq[x] of degree
at most k suchthat yi = p(x i ) for at leastt valuesof i ,
1 · i · n . PolynomialreconstructionandReed-Solomon
list-decodingareequivalentproblems[13]. Namely, thefol-
lowing corollaryis equivalentto Corollary2.2.

Corollary 2.3. For anyconstants² > 0 and½< 1, polyno-
mial reconstructionon input½n, t, andn pointsin Fq £ Fq

can be solved,in ~O(n2) time, providedt ¸
p

(1 + ²)½n,
where ~O(n2) �eld operationsare performedand the out-
put list hasO(1) size.

3. Network Model andAuthentication Frame-
work

A sendertransmitsa datastream,consistingof n pack-
etsmarked with a group identi�cation tag2 (GID) to a re-
ceiveroveranunderlying“best-effort” network.No guaran-
teesaboutthedelivery of thepacketsexist in general.Fur-
thermore,thenetwork is anadversaryof great,yet not un-
limited, power. In our model,packetsmaybeadversarially
lost, altered,delayed,or injected. However, this adversary
is not given completefreedom— if it were,thenno mes-
sageswould ever get delivered,andso our taskwould be
hopeless.

3.1. The (®; ¯ )-Network Model

We model the network asan adversarial entity, i.e., an
entity that can simultaneouslyin�ict any possibletype of
attackto the transmitteddatastream.The repertoireof at-
tacksconsistsof packet losses, injections, alterationsand
rearrangements. Thesemodi�cationsof thedatastreamare
adversariallychosensothattheadversarycancausetheloss
of any selectedpackets.Theability to toleratepacket losses
hasbeenwidely consideredanimportantpropertyof multi-
castauthenticationschemes[12, 19, 21, 22, 27, 28]. How-
ever, only a few previous schemes[21, 28] tolerateadver-
sarial losses, i.e., thecapabilityby theadversaryto choose
whichpacketsaredroppedandwhichsurvive.

Also, theadversarycaninject packetsof randomor ma-
licious structureinto thestream.This typeof network fail-
ure hasnot beenstudiedaswidely in the context of mul-
ticast authentication.In contrast,we develop robust tech-
niquesfor dealingwith it.

Finally theadversarycanarbitrarilymodify, delayor re-
arrangepackets.Notethatchangingapacketcorrespondsto
destroying (losing)it andinjectinganew packet.

An adversarialnetwork modelledwith the above capa-
bilities in termsof how the adversaryis actingis what we
call a fully adversarial network.

De�nition 3.1(Fully adversarial network). A fully adver-
sarialnetwork is a networkthat is usedfor thetransmission
of a datastreamandis controlledby an adversary. In par-
ticular, theadversarycan:

² causepacketsof herchoiceto belost;

2 Conventionally and without loss of generality, we consider data
streamsconsistingof n packets, that is, at the sender, the data for
transmissionis arrangedin groupsof sizen. The GID addsno new
assumptionaboutthe transmittedstream.It correspondsto a means
for thepacketsto begroupedtogether, which in practicecanbepro-
videdby any network-layertransmissionprotocolin use.In ourframe-
work, theGID is usedasanabstractquantityof constantsize;in prac-
tice, it is a stringof somesmall constantsize,e.g.,thesizeof a hash
value(20bytesfor SHA-1).



² inject packets (either randomonesor with a speci�c
maliciousstructure); and

² arbitrarilyalter, delayor rearrange packets.

It is realistic to assumethat even if an adversarycon-
trols partof thenetwork, therearestill somehonestrouters
andatleastafractionof thedatapacketsgoesthroughthem.
Thus,weexpectsomereliability from thenetwork; namely,
the network will faithfully deliver at leasta constantfrac-
tion, ®, of all the packetsof a given stream.This assump-
tion is also justi�ed by the fact that if fewer than a con-
stantfractionof thepacketssurvive, thenit is unlikely that
meaningfulinformationcanbe extractedfrom the surviv-
ing packets.Also, in modellingtheability of theadversary
to maliciously inject invalid packets, we take the follow-
ing into consideration:if the adversaryinjects packets at
too high a rate,this will resultin a denial-of-serviceattack.
In thiscase,thereceiver'sprimaryconcernis unlikely to be
authentication.Thus,we assumethatauthenticationis use-
ful whenthestreamis expandedby nomorethanaconstant
factor¯ throughadversarialpacket injections.

Our two assumptionsaboutthe power of the adversary
to modify a streamof n packetstransmittedby the sender
areexpressedby two parametersof theadversarialnetwork:
thesurvival rate® andthe�ood rate¯ . In this paper, both
ratesareconsideredto beconstants.

De�nition 3.2 (Network parameters). Considera net-
work through which a streamof n packets is transmitted
by thesender.

² Thesurvival rate®, 0 < ® · 1, is theminimumfrac-
tion of thepacketsthatareguaranteedto reach there-
ceiverunmodi�ed. I.e., at least®n packets in the re-
ceivedstreamarevalid.

² The �ood rate ¯ , ¯ ¸ 1, is the maximumfactor by
which the sizeof the receivedstreammayexceedthe
sizeof the transmittedstream.I.e., at most¯ n pack-
etsare in thereceivedstream.

A network with theabove characteristicsin termsof ad-
versarialbehavior andreliability is whatwe call an(®; ¯ )-
network and is the basisfor our multicastauthentication
framework.

De�nition 3.3 ((®; ¯ )-network). An (®; ¯ )-network is a
fully adversarial network with survival rate ® and �ood
rate¯ .

3.2. Authentication Framework

We describea new multicastauthenticationframework
that is basedon the (®; ¯ )-network model.Our de�nition
of amulticastauthenticationschemeessentiallymimicsthe
classicalde�nition of securityfor signatures[11]. (This is

not surprisingsincein [1] it is shown that the two prob-
lems are equivalent.)A signatureschemeconsistsof key
generation,signature,andveri�cation algorithms(seeDef-
inition 2.1).Similarly, we have key generation,authentica-
tion, anddecodingalgorithms,speci�edbelow.
Key Generation: The key generationalgorithm KeyGen
is a probabilisticpolynomial-timealgorithm that takes as
input the securityparameter1k , and outputsthe key pair
(PK ; SK ). Wewrite (PK ; SK ) Ã KeyGen(1k ).

We assumethat the senderknows both the public key
PK andthesecretkey SK andthatthereceiver knows the
public key PK . Thefollowing two algorithms,authentica-
tor Auth anddecoderDecode, areexecutedby the sender
andthereceiver respectively. ThesenderrunsAuth to pro-
cessdatapacketsandcreatetheauthenticatedpackets.The
receiver runs Decode to decodethe received packets and
recognizethevalid ones.
Authenticator: TheauthenticatoralgorithmAuth takesas
input:

² (SK ; PK ): thesecretkey andthepublickey.

² GID: thegroupidenti�cation tagof thedatastream.

² n: thenumberof packetsthatneedto beauthenticated.

² ®, ¯ : thesurvival and�ood rates(at least®n packets
arevalid andat most¯ n packetsclaim to belongto a
givenGID).

² DP = f p1; : : : ; pn g: thedatapacketsthatneedto be
authenticated.

The outputof the authenticatoralgorithmis the setof au-
thenticatedpacketsAP = f a1; : : : ; an g. We write: AP Ã
Auth(SK ; PK ; GID; n; ®; ¯ ; DP ).
Decoder:ThedecoderalgorithmDecodetakesasinput:

² PK : thepublickey

² GID: thegroupidenti�cation tag.

² n: thenumberof theoriginaldatapackets.

² ®, ¯ : thesurvival and�ood rates.

² RP = f r 1; : : : ; r m g: thereceivedpackets.

The decodereither rejectsthe input (when less than ®n
of the received packetsarevalid, or more than (¯ ¡ ®)n
packetsareinjectedby theadversary),or producestheout-
put packets OP = f p0

1; : : : ; p0
n g. Someof thesepackets

may be empty — an empty output packet is denotedby
? , and correspondsto the event that the decoderdid not
receive the correspondingauthenticatedpacket. We write:
f OP; rejectg Ã Decode(PK ; GID; n; ®; ¯ ; RP).

A signatureschemehastwo requirements:correctness
andsecurity. We have similar requirementsfor a multicast
authenticationscheme.A multicastauthenticationscheme
is (®; ¯ )-correct if, whenever at least®n correctauthenti-
catedpacketsarereceivedamong¯ n total packets,all and



only the valid received packetswill be decodedcorrectly,
i.e., thecorrespondingdatapacketswill beamongtheout-
put packets.A multicastauthenticationschemeis secure if,
even if the adversaryis allowed to querythe authenticator
onany numberof choseninputs,theadversarycannotmake
thedecoderoutputanon-authenticatedsetof packets.

De�nition 3.4(Multicast Authentication Scheme).Prob-
abilistic polynomial-time algorithms (KeyGen, Auth,
Decode) constitutean (®; ¯ )-correct and secure multicast
authenticationschemeif no probabilistic polynomial-time
adversary A can win non-negligibly often in the follow-
ing game:

1. A key pair is generated:

(PK ; SK ) Ã KeyGen(1k ):

2. TheadversaryA is given:

² Thepublic key PK asinput.

² Oracle access to the authenticator, i.e., for
1 · i · poly(k), where poly(¢) is a poly-
nomial, the adversary can specify the val-
ues (GIDi ; ni ; ®i ; ¯ i ; DP i ) and obtain
AP i Ã Auth(SK ; PK ; GIDi ; ni ; ®i ; ¯ i ; DP i ).
However, the adversary cannot issue more
than one query with the same group iden-
ti�cation tag. That is to say, for all i 6= j ,
GIDi 6= GIDj .

3. At theend,A outputsa groupidenti�cation tag, GID,
thevaluesn, ® and¯ , anda setof packets,RP.

Theadversarywins thegameif oneof thefollowing viola-
tionsoccurs:

Violation of thecorrectnessproperty: The adversary did
managed to constructRP in such a way that even
though it contains ®i ni packets of someauthenti-
cated packet set AP i for group identi�cation tag
GIDi = GID, the decoderstill failed at identify-
ing all thecorrectpackets.Namely, theadversarywins
if all of thefollowinghold:

² For somei , the adversary's query i contained
GIDi = GID, n i = n, and ®i = ®. Let
DP i = f p1; : : : ; pn g = DP be the data pack-
ets associatedwith that query, and let AP i =
f a1; : : : ; an g = AP be the responseof the au-
thenticator.

² At least ®n of the authenticated packets
(a1; : : : ; an ) are includedin the receivedpack-
etsRP, i.e., jRP \ AP j ¸ ®n.

² The numberof receivedpackets is at most¯ n,
i.e., jRP j · ¯ n.

² For some1 · j · n, pj is the j ' th packet in
the original set of data packets DP , such that
the correspondingauthenticatedpacket aj was
received,i.e., aj 2 RP \ AP , and yet wasnot
decodedcorrectly. Namely, let (p0

1; : : : ; p0
n ) Ã

Decode(PK ; GID; n; ®; ¯ ; RP). For pj it holds
thatpj 6= p0

j .

Violation of thesecurityproperty: The adversary did
managed to constructRP in such a way that the de-
coder will output packets OP = f p0

1; : : : ; p0
n g that

were never authenticatedby the authenticator al-
gorithm for the group identi�cation tag GID. More
precisely, the adversary wins if one of the follow-
ing happens:

² Theauthenticatorwasnever queriedwith group
identi�cation tag GID andthesizen, andyetthe
decoderalgorithmdoesnot reject.I.e., reject 6=
OP = Decode(PK ; GID; n; ®; ¯ ; RP).

² The authenticatorwas queried with the group
identi�cation tag GID, the valuesn, ® and ¯ ,
andthedatapacketsDP = f p1; : : : ; pn g. How-
ever, someoutput packet p0

j 6= ? is different
from the correspondingdata packet pj , where
OP = f p1; : : : ; pn g.

4. Construction

In this sectionwe describea multicast authentication
scheme(KeyGen; Auth; Decode) thatmeetsthede�nitions
of theprevioussection.In thesequel,wedenotewith ² > 0
the tolerance parameter of the decoder, which yields a
trade-off betweentheerror-toleranceability of thedecoder
andits performance.By ±, wedenoteconcatenationandby
? we appropriatelydenoteeithera packet that is emptyor
the emptystring. We alsooften omit the �oor andceiling
notationin orderto avoid notationaloverload.

4.1. KeyGeneration

We assumethat a signaturescheme(G(¢), Sign(¢) (¢),
Verify(¢) (¢; ¢)) anda collision-resistanthashfunctionH are
given (seeDe�nitions 2.1 and 2.2). If (PK ¾; SK ¾) Ã
G(1k ), wesetPK = (PK ¾; H ) andSK = SK ¾.

4.2. Authenticator Auth

Input: The secretkey SK , the public key PK , the group
identi�cation tag GID, the data streamsize n, parame-
ters ® and ¯ of the network and the datapackets DP =
f p1; : : : ; pn g.
Algorithm: For 1 · i · n, computethe hash value
hi = H(pi ). The concatenationof all the hashvalues,



togetherwith the value GID, is digitally signed: ¾ Ã
SignSK (GID±h1 ±: : :±hn ). ThestringS = h1 ±: : :±hn ±¾
is calledthe authenticationinformation. We want to guar-
anteethat,evenif only an® fractionof thepacketssurvive,
anda largenumberof packets(¯ ¡ ®)n areinjected,there-
ceiver still getsall the authenticationinformation.To that
end,we encodeS usinga Reed-Solomoncodein a man-
nerthatis tolerantto packet lossandinsertion;namely:

1. Let the rate of the codebe ½ = ®2

(1+ ² ) ¯ . Recall that
® and ¯ are the survival and �ood ratesof the net-
work, respectively, whereas² is thetoleranceparame-
ter of the decoder. Observe that since® · 1, ¯ ¸ 1
and² > 0, wehave ½< 1.

2. Split S into ½n+ 1 substringsof size
l

jSj
½n+1

m
, where

eachsubstringis viewed asa valueof Fq, with q =

2d j S j
½n +1 e 3. If S is notanexactmultipleof ½n+ 1, pad

S with ` 0's,suchthatjS ±0` j mod ½n+ 1 ´ 0.

3. Treattheresultingsetof ½n+ 1 �eld elementsasanin-
put to theReed-Solomonencoder(seeDe�nition 2.3).
Computethecorrespondingcodeword E(S) usingan
[n; ½n+ 1]q Reed-Solomoncode4. E (S) consistsof n
elementsof Fq, denotedas(s1; : : : ; sn ).

4. Let AP = f a1; : : : ; an g, wherefor 1 · i · n, we
have ai = GID ± i ±pi ±si .

Output: AuthenticatedpacketsAP = f a1; : : : ; an g.

4.3. DecoderDecode

Our decoderDecode usesa modi�cation of the GS-
Decoder(seeDe�nition 2.3) asa subroutine.Thestandard
GS-Decoderexpectsto receive, as input, n pairs (x i ; yi ),
and outputsa list L of all the polynomialsof degree at
mostk suchthat every p 2 L hasthe propertythat for at
least

p
(1 + ²)kn of the i 's, p(x i ) = yi . We write L Ã

GSDecode² (n; k;
p

(1 + ²)kn; f (x i ; yi )j1 · i · ng). The
modi�ed decoderis speci�edby parametersthatareslightly
different:it takesasinputup to ¯ n points(x i ; yi ) and�nds
a list of inputsthat canbe encodedby polynomialsof de-
greeat most½n(with ½= ®2

(1+ ² ) ¯ ) suchthateachpolyno-
mial agreeswith at least®n of theinput points(seeCorol-
lary 2.3).Themodi�ed decoderis obtainedby adaptingthe
originalGS-Decoder, asfollows:
Modi�ed GS-DecoderMGSDecoder²
Input: n, ®, ¯ , andm points(x i ; yi ), 1 · i · m.
Algorithm:

3 We seethatq is in facta functionof n, ® and¯ , thusit neednot be
transmittedto thereceiver. Observe thatjSj is a functionof n.

4 We assumethat the valueof ² is known alsoto the encoder;thus,in
factE (S) = E ² (S).

1. If m > ¯ n, reject.

2. Else if thereare fewer than®n distinct valuesof x i ,
reject.

3. Else, run the GS-Decoder, that is, let L Ã
GSDecode² (m; ½n;®n; f (x i ; yi )j1 · i · mg),
where½= ®2

(1+ ² ) ¯ . If L is empty, reject.

4. ProcessL = f Q1(x); : : : ; Q` (x)g asfollows: for each
Q(i ) 2 L , evaluateQ(i ) for 1 · i · ½n+ 1 andlet
thestringQj (1) ± Qj (2) ± ¢¢¢± Qj (½n+ 1) bea can-
didateci .

Output: List of all computedcandidatesf c1; : : : ; c` g or
reject.

Lemma 4.1. MGSDecoder² runs in time ~O(n2), where
~O(n2) �eld operationsare involved,and outputsthe con-
stantsizelist of all candidateinputsthatareconsistentwith
®n of thereceivedpoints.

Proof. All claimsfollow from Theorem2.1,Corollary2.3
andthe fact that GS-Decoderoperateseven whenthe x i 's
arenot distinct (seeGuruswami andSudan[14]). Observe
thatCorollary2.3holds,since,if m = ° n, ® · ° · ¯ , then
t ¸ ®n ¸

q
°
¯ ®n =

p
(1 + ²)½nm. (Notethatthecorrect

input is guaranteedto becontainedin theoutputlist, sinceit
is a polynomialof degreeat most½nthatis consistentwith
®n points.)

Now, wearereadyto describeourdecoder:
DecoderDecode²

Input: Thepublic key PK , agroupidenti�cation tagGID,
n, parameters® and ¯ and the received packets RP =
f r 1; : : : ; r m g.
Algorithm:

1. View packetsin RP asr i = GIDi ± j i ±pi ±si .

2. Discardall non-conformingpackets, i.e., all packets
for whichGIDi 6= GID or packetswith j i =2 [1::n]. Let
(r 1; : : : ; r m 0) betheremainingpacketsin RP. Eachof
themis viewed asr i = GID ± j i ± pi ± si , suchthat
j i 2 [1::n].

3. If m0 < ®n or m0 > ¯ n, thenreject.

4. For 1 · i · m0, set(x i ; yi ) = (j i ; si )

5. Run algorithm MGSDecoder² with input parameters
n, ®, ¯ and the m0 points (x i ; yi ), 1 · i · m0.
If MGSDecoder² rejects,reject;otherwise,obtainthe
candidatecodewordsf c1; : : : ; c` g.

6. For 1 · i · n, sethi = ? . Let j = 1. While j · `:

² Parsethecodewordcj asstringhj
1 ±: : : ±hj

n ±¾.

² If VerifyP K (GID ±hj
1 ±: : : ±hj

n ; ¾) = 1, thenset
hi = hj

i for 1 · i · n andbreakoutof theloop;
otherwise,incrementj .



7. If (h1; : : : ; hn ) = (? ; : : : ; ? ), reject.Else,compute
theoutputpacketsOP asfollows:

² Initialize OP = f p0
1; : : : ; p0

n g: for each1 · i ·
n, setp0

i = ? .

² For 1 · i · m0:

– view r i asr i = GID ± j ± pj ± sj , suchthat
j 2 [1::n].

– if H (pj ) = hj , setp0
j = pj .

8. Let OP = f p0
1; : : : ; p0

n g.

Output: OP = f p0
1; : : : ; p0

n g or reject.
Wepostponetheanalysisof therunningtimeof theseal-

gorithmsuntil thenext section.

4.4. Corr ectnessand Security Proofs

Letusshow thatourschemesatis�esDe�nition 3.4.Sup-
posethat we have an adversaryA who managesto break
the(®; ¯ )-correctnessor securityof our schemewith (non-
negligible) probability ¼(k). Thenoneof the following is
true:

² With probability¼(k)=2, theadversaryA violatesthe
(®; ¯ ) correctnessproperty.

² With probability¼(k)=2, theadversaryA violatesthe
securityproperty.

Let us show that a non-negligible probability of either
event contradictsthe securitypropertiesof the underlying
signatureschemeandhashfunction.

Claim 4.2. If a polynomial-timeadversary A violatesthe
(®; ¯ )-correctnesspropertyof our scheme, thentheunder-
lying signatureschemeis notsecure, or theunderlyinghash
functionis not collision-resistant.

Proof. Let us prove the claim by exhibiting a reduction
which transformsan attack that violates the correctness
of our scheme,into an attackon the underlyingsignature
scheme.

Reduction.The input to the reduction is the public key
PK ¾ of thesignaturescheme.Our reductionis alsogiven
oracleaccessto the correspondingsignerSignSK . The re-
duction sets up the public key PK = (PK ¾; H ).
Our reduction does not know the correspondingse-
cret key. Our reduction invokes the adversary A on
input PK . It now needsto be able to answer the ad-
versary's queriesto the authenticatorAuth. In order to
respondto a query (GIDi ; ni ; ®i ; ¯ i ; DP i ), run the algo-
rithm Auth with the following modi�cation: at the begin-
ningof thealgorithmAuth, insteadof computingthesigna-
ture¾i , obtainit by queryingthesignatureoracleSignSK .
Everything else is carriedout as prescribedby the algo-
rithm Auth.

It is clearthattheview of theadversaryin this reduction
will be identical to the view that the adversaryobtainsin
reallife. Therefore,with thesameprobabilityasin reallife,
the adversaryviolatesthe correctnessproperty. Namely, it
outputsvaluesGID, n, ®, ¯ andthe setof received pack-
etsRP, suchthatall of thefollowing hold:

1. GID = GIDi , n = ni , ® = ®i , and ¯ = ¯ i for
somei . Let DP i = f p1; : : : ; pn g be the datapack-
etsassociatedwith that query, and let AP be the re-
sponsethatwe gave to theadversary. In particular, let
¾i be thesignatureassociatedwith this query, that is,
¾i Ã SignSK (GID ±h(p1) ± : : : ±h(pn )) .

2. jRP \ AP j ¸ ®n andjRPj · ¯ n.

3. For some j such that r j 2 RP, pj 6= p0
j ,where

(p0
1; : : : ; p0

n ) Ã Decode(PK ; GID; n; ®; ¯ ; RP).

Case1. Supposethat p0
j 6= ? . From 3, we get that either

h(pj ) 6= h(p0
j ), or it is easyto �nd a collision to the hash

function.By de�nition of Decode, if ? 6= p0
j 2 RP, then,

in Step6, thealgorithmDecodeprocessesa candidatec =
h1±: : :±hn ±¾suchthatVerifyP K (GID±h1±: : :±hn ; ¾) = 1.
We mustarguethatour signatureoraclewasnever queried
on input (GID ± h1 ± : : : ± hn ). Note that the only time
it wasqueriedwith this GID, it waswhenwe obtained¾i

on input (GID ± h(p1) ± : : : ± h(pn )) . Moreover, in Step7,
Decode includesp0

j into OP if and only if h(p0
j ) = hj .

Therefore,hj 6= h(pj ), and so our signatureoraclewas
never queriedwith (GID ± h1 ± : : : ± hn ), andyet our ad-
versaryhascausedus to computea signature¾suchthat
VerifyP K (GID ± h1 ± : : : ± hn ; ¾) = 1. Thus,theunderly-
ing signatureschemeis insecure.

Case 2. So, supposethat p0
j = ? . From 1 and 2, we

know that®n of theoriginalauthenticatedpacketswerere-
ceived,amongthe total of ¯ n packets.Then,by the prop-
ertiesof MGSDecoder² (Lemma4.1), Step5 of the algo-
rithm Decodeincludesthecandidatevaluec = h(p1) ±: : :±
h(pn ) ±¾i . Then,by construction,it cannotbethecasethat
in Step7, (h1; : : : ; hn ) = (? ; : : : ; ? ). If (h1; : : : ; hn ) =
(h(p1); : : : ; h(pn )) , thenby constructionof Decode, if (as
is the caseaccordingto 3) r j 2 RP, then p0

j 6= ? , be-
causep0

j is set to pj when the packet r j is consideredin
Step7. Therefore,(h1; : : : ; hn ) 6= (h(p1); : : : ; h(pn )) , and
yetVerifyP K (GID±h1 ±: : :±hn ; ¾) = 1. But theonly query
with GID thatweever issuedto thesignerwasfor themes-
sage(GID ± h(p1) ± : : : ± h(pn )) 6= (GID ± h1 ± : : : ± hn ).
Thus¾is asuccessfulforgery.

Claim 4.3. If a polynomial-timeadversary A violatesthe
securitypropertyof our scheme, thentheunderlyingsigna-
ture schemeis not secure, or the underlyinghashfunction
is not collision-resistant.

Proof. Considersettingupthereductionin exactlythesame
way as in the proof of Claim 4.2. Again, the adversary's



view in the reductionis the sameas in real life. So, just
asoften asin real life, the adversarywill violate the secu-
rity propertyof our scheme,namely, oneof the following
will hold:

1. The authenticatorwas never queried with group
identi�cation tag GID and size n, and yet
the decoder algorithm does not reject. I.e.,
reject6= OP = Decode(PK ; GID; n; ®; ¯ ; RP).

2. Theauthenticatorwasqueriedwith thegroupidenti�-
cationtag GID, with the valuesn, ® and¯ , anddata
packets DP = f p1; : : : ; pn g. However, someoutput
packetp0

j 6= ? is differentfrom thecorrespondingdata
packet pj , whereOP = f p0

1; : : : ; p0
n g.

Suppose1 holds.Then,from the descriptionof the de-
coder, we know thattheonly way thatit will producesome
non-emptyset of outputpackets is if, in Step6, it seesa
stringc andasignature¾suchthatVerifyP K (GID±c;¾) =
1. Sincethesignatureoraclewasneverqueriedfor thisGID
andn, ¾is asuccessfulforgery.

So,supposethat 2 holds.Thenthis is exactly the same
situationasCase1 of the proof of Claim 4.2, andwe ob-
tain eithera successfulforgeryor a hashfunctioncollision
in thesamemanner.

5. Analysis

We now analyzeour schemein termsof thevariouscost
parameters.Recallthat:® (0 < ® · 1) is thesurvival rate
of thenetwork, ¯ (¯ ¸ 1) is the �ood rateof thenetwork,
² (² > 0) is thetoleranceparameterof thelist-decoder, and
½+ 1

n is therateof theencoder, where

½=
®2

(1 + ²)¯
< 1:

In thesequel,by h we denotethesizeof a hashvalueand
by s thesizeof adigital signature.

ComputationalCost. The senderand the receiver execute
algorithmsAuth andDecode, respectively. Bothalgorithms
involve�eld operations(additionsandmultiplications)over
�nite �eld Fq of sizeq = 2dnh + s

½n +1 e ' 2
h
½ . Both operations

takeO
³

h
½ logO(1) h

½

´
time[13]. SettingN = h

½, bothoper-

ationstake O(N logO(1) N ) time. Note thatN is indepen-
dentof n.

Authenticator: Thecostto encoden packetsis asfollows.
First, n hashesare computedand one signatureop-
erationis performedover the hashes.Then,a Reed-
Solomoncodeis appliedon the authenticationinfor-
mation,which consistsof a polynomial interpolation
on ½n+ 1 positionsand a polynomial evaluationin
n ¡ ½n¡ 1 positions.ThesetasksrequireO(n logn)

�eld operationsor O(n logn N logO(1) N ) time,since
bothpolynomialevaluationandinterpolationfor poly-
nomials of degree at most n can be solved using
O(n logn) �eld operations(thus,Reed-Solomonen-
coding requiresa quasi-linearO(n logn) numberof
�eld operations).Observe that theuseof a systematic
Reed-Solomoncodeaddsnoextracomputationalcost.

Decoder: From Theorem 2.1, we have that
O(¯ 2n2N ) = ~O(n2) �eld operations are re-
quiredandthusO(¯ 2n2N 2 logO(1) N ) = ~O(n2) time
is neededfor the decoderto run. Also, for eachof
O(1) candidatepolynomials,we perform a polyno-
mial evaluationat ½n+ 1 positions,thusO(n logn)
�eld operationsand so O(n lognN logO(1) N ) time,
and one signature veri�cation. In total, we have
O(n2N 2 logO(1) N ) = ~O(n2) processingtime and
O(1) signatureveri�cations. Finally, O(n) hashval-
uesarecomputed.

CommunicationCost. Thesizeof theauthenticationinfor-
mationis n

½n+1 (nh + s). Thatis, wehaveconstantcommu-

nicationoverheadperpacket nh + s
½n+1 < h

½ + s
½n = h

½ + o(1).
We seethat 1=½hashvaluesare includedin eachpacket,
with ½= ®2

(1+ ² ) ¯ < 1. Thelargerthevalueof ½thesmaller
theauthenticationoverhead.

Delay. As delay, we countthe numberof packetsthat the
authenticatoror decoderalgorithmhasto buffer. Of course,
by de�nition, any authenticationschemeaccordingto our
modelneedsto processn packets.However, delayis a cost
parameterthat is useful even in our model, since it cap-
turestheability of theauthenticatoror thedecoderto pro-
cesspacketsin anon line fashion.In ourschemethesender
processesn packetsandthe receiver processes̄ n packets
in theworst case.However, the receiver caninvoke ande-
codingprocedureonly after½n+ 1 or ®n packetshavebeen
received.

In particular, thereceivercantry tocomputetheauthenti-
cationinformationexactlyafter½n+ 1 packetsarereceived:
theusedcodeis systematicandthe�rst ½n+ 1 symbolsof
E(S) equalS (whereS is theauthenticationinformation).
Of course,we needno packet loss to occur amongthese
packets. If the correctpolynomial is computed(and veri-
�ed) from the�rst ½n+ 1 packets,theauthenticationinfor-
mationis computedwithout any decodingoverhead.Simi-
larly, thereceiver cantry to computetheauthenticationin-
formationafter ®n packetsare received: this time the de-
coderrunscompletely, but computationis a lessexpensive,
and if the correctauthenticationinformation is computed,
no attackis in processand the delay is ®n. Otherwise,if
no polynomialcanbe veri�ed, the receiver is underattack
and¯ n delayis requiredin theworstcase.In otherwords,
our schemecandistinguishbetweenthe lessexpensive de-
tectionof anattackby an adversaryfrom themoreexpen-



sive veri�cation of the valid received packets.We believe
thatthis featureis desirable,for lesscomputationaleffort is
spentwhennoadversaryacts.

5.1. Tuning and Extensions

Given speci�c valuesof the survival rate ® and �ood
rate¯ of the network, the parameter½, which controlsthe
communicationoverhead,canbetunedby thetolerancepa-
rameter². This givesonedegreeof freedomin implement-
ing theexactencoding-decodingprocedures.Namely, band-
width consumptioncanbedecreasedat thecostof increas-
ing by aconstantfactorthetimecomplexity andviseversa.
A realisticdeploymentof our schemecanconsider® and
¯ asanadditionaldegreeof freedom:earlypacket streams
(groupsof packets)areencodedfor biggervaluesof ® and
smallervaluesof ¯ . Dependingon theobservednetwork's
behavior, thenetwork parameterscanbelateradjustedto a
new desiredlevel of security. Table1 shows thecommuni-
cationoverheadperpacket for speci�c valuesof ®, ¯ and².

Independentlyof the choiceof parameters,our scheme
can be further modi�ed in two ways, achieving different
trade-offs betweencommunicationcostandcomputational
ef�ciency. First, we candecreasethecommunicationover-
head,by applying the techniqueof [20]. The idea is that,
since(at least)®n packets are guaranteedto be received
intact, a signi�cant portion of the authenticationinforma-
tion is obtainedby thedecoderfor freeandwithout decod-
ing: the(at least)®n hashvaluesof thevalid packets.Thus,
lessauthenticationinformationcanbeusedandlessredun-
dancy is addedto packets.To implementthis idea,onehas
to encodethen hashvaluesappropriatelyand,thus,Reed-
Solomoncodesareappliedtwice. Interestingly, asopposed
to the caseof erasurecodes[20], in our casewhereReed-
Solomonerror correctingcodesare used,the decreaseof
the communicationoverheadoccursonly for appropriate
rangesof valuesfor thenetwork parameters® and¯ .

In particular, let f X ; X 0g Ã C[n; k + 1]q(X ) denotethe
applicationof systematicReed-Solomoncode[n; k + 1]q
on word X , whereX 0 is the addedredundancy. Also let
H = h1 ± : : : ± hn be the hashvaluesof the n pack-
ets.We get the modi�ed schemeby encodingf H ; H 0g Ã
C[° n; n + 1]q1 (H ) andthenf A; A0g Ã C[n; ½n+ 1]q2 (A),
whereA = H 0 ± SignSK (H ), ° = 1 ¡ ® +

p
(1 + ²)¯ ,

q1 = 2h , ½ = ®2

(1+ ² ) ¯ and q2 = 2d j A j
½n +1 e. As in our ba-

sic scheme,A ± A0 is split in n equalsharesA i andpacket
pi correspondsto authenticatedpacketai = GID±i ±pi ±A i .
At thedecoder, by thenetwork reliability (at least®n pack-
etswill bevalid) it is guaranteedthata constantsizelist of
candidatestringsfor H 0±SignSK (H ) is produced;also,list-
decodingis transformedto unambiguousdecodingby veri-
fying a constantnumberof signatures.Furthermore,there-
ceiver is alwayscapableto list-decodethepackethashesH .

If in total ±n packetsreachthereceiver, ± · ¯ , thenCorol-
lary 2.3 holds,since,t ¸ ®n + (° ¡ 1)n ¸

p
(1 + ²)±n.

The per packet communicationoverheadof this schemeis
( ° ¡ 1)h

½ . When° < 2, with this schemewe save in commu-
nication overhead.That is, for network parameters® and
¯ in appropriaterangesso that ¯ < (®+1) 2

1+ ² we can de-
creasethe communicationcostby the constantfactor° at
the costof increasingthe computationalcostby roughly a
factorof 2, sincetwo applicationsof Reed-Solomoncodes
arerequired.

Also, by decreasingthe �eld size, we can reducethe
costof performing�eld operations.For instance,we could
split theauthenticationinformationinto ° ½n+ 1 substrings
of size `, ° > 1 (e.g., ° = 10), considereachsubstring
as a �eld elementin Fq, with q = 2` , encodewith a
[° n; ° ½n+ 1]q Reed-Solomoncode,andsplit theaugmented
authenticationinformationinto n pieces(eachof ° �eld ele-
ments).In thisway, thecommunicationcoststaysthesame,
but �eld operationsbecomefaster. Thenumberof �eld op-
erationsat the encoderor decoderis increasedby only a
constantfactor. Dependingon the hardware architecture,
this modi�cation may be useful.A drawback hereis that
one injectedpacket by the adversaryis now affecting the
decodingalgorithmby a factor° .

5.2. Comparisonwith other schemes

We compareourschemesagainstvariousclassesof pro-
posedmulticastauthenticationschemes.

Sign-All and Merkle Tree Schemes.The sign-all and
Merkle-tree [28] authenticationschemesare resilient to
fully adversarialnetworks. The sign-all schemeinvolves
one signature (resp. veri�cation) operation per packet
and a communicationoverheadthat is equal to the sig-
naturesize. Dependingon the speci�c signaturescheme
in use, the parametersof our schemeor the architec-
ture, both communicationand computationalcostsof our
schemeare comparableto the correspondingcostsof the
sign-allscheme.

Very short signatureschemeshave recentlybeenpro-
posed[3]. While the length of a signaturecan be as low
as 160 bits, the securityof this signatureschemeis only
provenin therandomoraclemodel,andonly underastrong
assumption(Dif�e-Hellman assumptionin gap-DHgroups,
seeBoneh and Franklin [2] for more on thesegroups).
Signing every packet with this short signature,therefore,
hasa communicationadvantageover our construction,but
losesin provablesecurity. On the otherhand,signingev-
erypacket with a provably securesignature,suchasthethe
Cramer-Shoup[6] signatureor its modi�cation dueto Fis-
chlin [9], will addabout500bytesto eachpacket — which
is morethanwhatwehave for reasonable® and¯ .



® ¯ ² 1=½ costc (bytes) ® ¯ ² 1=½ costc (bytes)

0.33 1.5 0.1 15.15 303 0.5 1 0.01 4.04 81
0.5 1.5 0.1 6.6 132 0.5 2 0.01 8.08 162

0.75 1.5 0.1 2.93 59 0.5 3 0.01 12.12 243
0.33 1.5 0.5 20.66 414 0.5 1 0.1 4.4 88
0.5 1.5 0.5 9 180 0.5 2 0.1 8.8 176

0.75 1.5 0.5 4 80 0.5 3 0.1 13.2 264

Table 1. Comm unication cost c per packet for various values of the sur viv al rate ®, �ood rate ¯ and
tolerance parameter ². We assume the use of the SHA-1 hashing algorithm, that is, h = 20 bytes.
The comm unication cost should be compared with the size s of the signature in use (e.g., an RSA
signature with s = 256 bytes). Recall that ½= ®2

(1+ ² ) ¯ is the rate of the code in use and that c = h
½ =

h¯ (1+ ² )
®2 .

Additionally, signingeverypacket is undesirablein prac-
tice. Indeed,by signing every packet separatelywe lose
both in ef�ciency and in architecturedesignsincethe se-
cret key operationsarecomputationallyexpensive andre-
quireextra needof security. Invoking a signatureoperation
involvesfetchingtheprivatekey andtemporarilystoringit
in themainmemoryof thesystem.Whensecretkey opera-
tionsareperformedat high rates,thesecretkey residesal-
mostexclusively in thememoryof thesystemincreasingthe
dangerof thekey beingcompromisedto otherrunningpro-
cessesin thesystem.Special-purposehardwarecanbeused
to overcomethis problem,but of courseat a highercost.In
termsof securearchitecturedesigncosts,andalsofor prov-
ablesecurityor ef�ciency reasons,thesign-allapproachis
inferior to ours.

Finally, since one signatureveri�cation must be per-
formedfor eachreceived packet, valid or not, the sign-all
solutionsuffersby thefollowing denial-of-serviceattackat
the receiver: by injecting invalid packetsan adversarycan
increasethecomputationresourcesspentat thereceiver for
signatureveri�cations. In our scheme,wheresignaturedis-
persalis used,nosuchattackis possible.

On the other hand,the Merkle-treeschemehasbetter
time complexity than our scheme.For a group of pack-
ets of size n, only 2n hashcomputationsand one signa-
ture computation(resp.veri�cation) are performedat the
sender(resp.receiver5). However, the Merkle-treescheme
has communicationcost that grows with the numberof
packets, thus, this schemeis not scalable.Our schemeis
ef�cient in termsof communicationcost:packetshavecon-
stantauthenticationoverhead.

5 Note that at the receiver, by appropriatelycachinghashvalues,only
onesignatureveri®cationis needed:oncethe®rst valid packet is veri-
®ed,its (authenticated)hashesarestoredandsubsequentpacketsneed
only beveri®edwith respectto thehashesthey carry. Becauseof that,
injectedpacketsdonotnecessarilycausesignatureveri®cations.

Graph-BasedSchemes.Theseschemes[12, 22, 19, 27] as-
sumethereliablereceiptof a signaturepacket. However, a
fully adversarialnetwork will capturethe signaturepacket
and invalidatethe scheme.Even if the signaturepacket is
assumedto arrive intact, any ef�cient schemein termsof
communicationoverhead(i.e., with constantoverheadfor
packet)will havetheundesirablepropertythatO(1) critical
packetscanbeadversariallychosento disconnectfrom the
authenticationchainthesignaturenode(packet). In thepig-
gybackingschemein [19], this numberof critical packets
canbe O(n) at the expenseof a communicationoverhead
of O(n) perpacket.Our schemedoesnot have thesedraw-
backssincethe signatureis dispersedamongall the pack-
ets.As opposedto graph-basedauthenticationwheretheau-
thenticationof a packet crucially dependson otherpackets
(with packetscloserto thesignaturepacket beingmoreim-
portant),our schemeis symmetricin this context: all pack-
etssharetheauthenticationinformation.

Erasure-CodeSchemes.Theseschemes[21, 20] make use
of erasurecodesto toleratepacket losses,up to a constant
fraction.However, no packet injectionsaretolerated:a sin-
gle injectedpacket suf�ces to fail thedecodingprocedure.
For networks where packets get only lost, they perform
slightly betterthanour schemein termsof communication
costandtime complexity. This is dueto the fact that era-
surecodesaremoreef�cient thanerror-correctingcodesin
termsof timecomplexity andspacerequirement.Moreover,
erasurecodescantoleratemoreerasuresthanthe theoreti-
cal limit d=2 for error correctingcodes(d is the diameter
of the code). In [15], the authorsaddressthe vulnerabil-
ity to packet injectionsthat any schemebasedon erasure-
codeshas,but their proposedschemehashigh communi-
cationoverheadandis not scalable,becausea Merkle hash
treeis usedto “�lter out” theinjectedpackets(andthusthe
communicationcostis O(log n)).



Other Schemes.TESLA [22] and the schemeby Xu and
Sandhu[29] have very different assumptionsfrom our
model.They arebothbasedon MACsandon strongtime-
synchronizationrequirementsabout the nodesof the net-
works that do not �t our model. For instance,in [29],
the routers of the networks are consideredtrusted enti-
ties.

Table 2 summarizesthe above discussion,were se-
lectedschemesarecomparedwith our scheme.In particu-
lar, we considertwo graph-basedauthenticationschemes,
one of constantdegree (expanderconstruction[27]) and
oneof O(n) degree(piggybackingschemewith parameter-
ized performance[19], wherewe assumea constantnum-
berof classes),andoneerasurescheme(optimizedin terms
of communicationscheme[20]).

6. Conclusion

In this paper, we proposea new generalframework for
themulticastauthenticationproblem,wherethenetwork is
controlledby anadversarythathasgreat,yetnotunlimited,
powerin modifyingthetransmittedstream.Ourmodelis re-
alistic in termstheof adversarialmodelandthesecurityas-
sumptions.The limitationson theadversary's power, char-
acterizedby thesurvival and�ood rates,excludefrom con-
siderationonly degeneratecases,wherethe authentication
problemactuallydisappears.

Our work establishesa new direction in multicastau-
thenticationby going beyond erroneousnetworks andad-
dressing fully adversarial networks. Our authentication
schemeis ef�cient, lightweight and practical.It is as se-
cure as the “sign-all” solution,but more ef�cient in both
computationaleffort andcommunicationoverhead.Its con-
stantcommunicationoverheadmakesit scalableandprefer-
able to the approachby Wong andLam [28]. Whencom-
pared with this Merkle-tree based scheme,the O(n2)
time complexity of our schemeis a shortcoming.How-
ever, it is possiblethat in practicethis maynot bea serious
concern.Additionally, our schemecanbetunedby thenet-
work parameters® and ¯ and distinguishesbetween
the less expensive detectionof an attack by the adver-
saryandthemoreexpensive taskof veri�cation.

Openproblemsto addressin futurework areasfollows.
First,wewouldliketo investigatethepracticalperformance
of ourmulticastauthenticationapproachby implementingit
andconductinganexperimentalstudy. Also,anaturalques-
tion to explore is whetherotherclassesof error correcting
codescanbeemployedin our framework.

Moreover, in this paperwe showed a connectionbe-
tween coding theory and cryptography. In particular, we
employed cryptographicprimitives to unambiguouslylist-
decodeanerror correctingcode.It would be interestingto
studywhetherthereareotherconnectionsbetweenthetwo

areas.Finally, wewould like to exploretheuseof our tech-
niquein otherauthenticationproblems.
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