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Abstract

We studya generl version of the multicastauthentica-
tion problemwhere the underlyingnetwork,controlled by
an advesary, may drop chosenpadkets, rearrange the or-
derof the padeetsin an arbitrary way, andinject new pack-
etsinto the transmittedstream.Prior work on the problem
hasfocusedon lessgeneal modelswhere random,rather
than advesarially-selected padets may be droppedand
altered, or no additional padets may be injectedinto the
stream.We describean efcient and scalableauthentica-
tion schemethat is basedon a novel combinationof error-
correcting codeswith standad cryptagraphic primitives.
Wk prove the securityof our schemeand analyzeits per
formancein termsof the computationakfort at the sender
andreceiverandthecommunicatioroverhead We alsodis-
cussspeci ¢ designand implementatiorchoicesand com-
pare our schemewith previouslyproposedappmoades.

1. Intr oduction

The authenticationof multicast transmissionof data
streamsver the Internetis a challengingproblem.IP mul-
ticastis implementedvith abest-efort delivery mechanism
over the UDP transportprotocol, where paclet lossesare
tolerated.Thus, the receved streammay differ from the
transmittedone. Any authenticatiorschemefor multicast
streamsshouldverify asmary aspossibleof the received
pacletswithoutassumingheavailability of the entireorig-
inal stream.In addition, it shouldresistagainstary types
of attacksby an adwersary even whenthe adwersarycon-
trols theunderlyingnetwork.

In the multicastauthenticationproblem we wish to au-
thenticatea paclet streamtransmittedover a network that
mayadwersariallydrop paclets,arbitrarily rearrangeheor-
der of the paclets,andinject new pacletsinto the stream.
Prior work on the subjecthasfocusedon a network model
whereeitherall the receved paclets are valid (authentic)

or paclets are lost accordingto someprede nedrandom
patterns(e.g.,[12, 19, 22, 27]) or no paclet injectionsoc-
cur (e.g.,[20, 21]). Thus,mostof the previously proposed
scheme®nly tolerateerroneousnetwork behaior andare
notresilientagainstanadvesarial behaior of thenetwork.

Of course,if eachpaclet were signedby the sender
thenthe only damagethe adwersarialnetwork couldin ict
is paclet loss, as the recever would simply reject pack-
ets whosesignatureis not veri ed. However, this simple
“sign-all” solutionis undesirablebecauseof the repeated
use by the senderof the critical and computationallyex-
pensve sign primitive for eachtransmittedpaclet andthe
heary communicationoverheadcausedoy the addition of
a signatureto eachpaclet. Additionally, this solution suf-
fersby asimpledenial-of-servicattackattherecever; one
signatureveri cation mustbe performedfor eachreceived
paclet, valid or not.

In this paper we formally de ne a generalmodel for
multicast authenticatiorwhere an adwersary can perform
various attackson the transmittedstreams.In this model,
two parameterf the network, the survival rate and the
ood rate characterizéhe power of the adwersary We de-
scribeanef cient authenticatiorschemdor this modelthat
givesalmostthe samesecurityguaranteessif eachpaclet
were individually signed,but requiresonly one signature
operatiorfor theentirestreamandaddsonly aconstansize
authenticatioroverheadper paclet. Our techniqueusesa
novel combinatiorof Reed-Solomowerrorcorrectingcodes
with standardcryptographicprimitives, suchas collision-
resistanhashinganddigital signatures.

In the rest of this section,we introduce our model,
summarizeour contributionsandreview previous work on
multicastauthenticationThe cryptographicprimitivesand
errorcorrectingcodesusedin this paperare reviewed in
Section2. In Section3, we describein detail our adwersar
ial network modelandmulticastauthenticatioframework.
Sectiord describe®urmulticastauthenticatioschemend
givesproofsof correctnesandsecurity In Sections we an-
alyzethe performanceof our schemeand compareit with



various other proposedschemesn terms of security as-
sumptionsunderlyingnetwork model, resilienceto paclet
lossandinjection,computationaéffort atthesendeandre-
ceiver, and communicatioroverhead Conclusionsand fu-
turework aregivenin Section6.

1.1. Model and Contrib utions

We considerthe problem of authenticatinga stream
of paclets transmittedover a fully advesarial network.
Namely the network is controlledby anadwersarywho can
destry pacletsof herchoice arbitrarilyrearrangeheorder
of thepaclets,andinject new, arbitrarily constructedpack-
ets.We limit the power of thead\ersaryto modify a stream
of n pacletstransmittedby the sendetby introducingtwo
parametersf the network, the survivalrate®, 0 < ® - 1,
andthe ood rate ,  , 1, whichareassumedo be con-
stants A network with thesetwo parametersyhichwe call
an (®; )-network guaranteeshat despitethe presencef
thead\wersaryatleast®n pacletsin therecevedstreamare
valid andthe receved streamcontainsat most n paclets.
The modelis formally describedn Section3. For now, we
justify the introductionof the survival and ood rateswith
thefollowing obsenations.If too mary pacletsaredropped
or corruptedby theadwersary thenthe mainproblemis the
lossof data,asthe smallnumberof valid pacletsreceved
may be uselessvenif authenticatedOn the otherhand,if
theadwersarycaninjectaverylargenumberof paclets,then
we have adenial-of-servicattack.

Thecontritutionsof ourwork canbesummarizedsfol-
lows:

2 We provide a formal de nition of multicastauthenti-
cationover an (®; )-network, wherearbitrary pack-
etsarelost,injected,andrearrangedsubjectto agiven
survival rate® and ood rate” . We alsogive the re-
guirementdor anauthenticatiorschemeo be correct
andsecue.

2 We presentthe rst efcient and scalable multi-
castauthenticatiorschemdor an(®; )-network. Our
schemeis basedon digital signaturescryptographic
hash functions and Reed-Solomonerrorcorrecting
codes.This lastfeatureof our schemeprovidesa new
interestingconnectionbetweencodingtheoryandse-
curity.

2 We prove the correctnessndsecurityof our scheme,
analyzeits performancen termsof variouscost pa-
rametersdiscussdesignandimplementatiorchoices,
and compareit with previous approachesin particu-
lar, we shav thatour schemeaddsto eachtransmitted
paclet only asmallamountof authenticationnforma-
tion, proportionalto ~=®?, andthatall the valid pack-

etsrecevedarerecognizedwhile all theinvalid pack-
etsarerejected.

Theonly prior approachhatprovidessecurityin ouradwer-
sarialmodelandis theinef cient “sign every paclet” solu-
tion, which consistsof either(i) singingeachpaclet indi-
vidually or (ii ) usingaMerkle hashtree[28]. Thetrivial so-
lution of signingeachpacletindividually is not viable due
to heary computationalbperationsat both the senderand
therecever, but alsobecausesecret-ky operationsare ex-
pensve in termsof the securityarchitectureas well. The
Merkle-tree-baseduthenticatiorschemehasthe dravback
that the communicatioroverhead(signatureand hashval-
ues)grows with the numberof pacletssent.

1.2. Prior and RelatedWork

Previous work on multicast authentication consid-
ers both unconditionally secure and computationally
secureauthentication Approachesbasedon the informa-
tion theoretic model (see,e.g., [8, 26]) tend to be less
practical. In the rest of this section, we overviev ap-
proachesthat use computationally secure authentica-
tion.

MAC-BasedApproades. Variousapproachessemessage
authenticatiorcodes(MACs) andsecret-ky cryptograph.
Thetrivial solutionhereis having the groupmembershar
ing asecrekey andincludingaMAC into every pacletsent,
but this schemas notsecureasary usercanspoofpaclets.
In anotheMAC-basedrivial solution,eachreceverhasher
own secretkey andthe sendemossesseall suchkeys. To
authenticatastreamthesendeaddsto eachpacletaMAC
for every recever. This approachis not scalablebecausef
the high communicatiorcost.In [4], a MAC-basedscheme
is describedhatis securewith high probabilityagainstarny
coalition of w corruptedusersandwhereO(w) MACs are
appendedo eachpaclet. This schemas not fully scalable
dueto its communicatioroverheadln [22], anotheischeme
thatusesMACsis proposedwherea MAC is appendedo
every paclet andthe key of the MAC is provided in some
subsequenpaclet. To toleratepaclet losses the keys are
generatedby meansof a hashchain.This approachaslow
communicationoverhead.However, it requirestime syn-
chronizatiorbetweertheparties Two MAC-basedchemes
that make explicit useof the topology of a multicasttree
arepresentedn [29]. Both schemesresimilar in concept
to [22] andtake denial-of-serviceand accesscontrol into
consideratior(namely a corruptedpacletis ltered outas
soonas possiblein the multicasttree and only legitimate
group subscribersan authenticatehe multicastpaclets).
Both schemesassumehe existenceof secureand trusted
routersatthe nodesof thetree.In addition,the rst scheme
usesclock synchronizationwhereaghe secondschemee-



lies on the existenceof securechanneldbetweerthe source
andeachof therecevers.

Bonehet al. [1] generalizeMACs to a multicast set-
ting by de ning a new primitive for multicastauthentica-
tion called multicastMAC (MMAC). They shav thatary
MMA C schemecan be transformedinto a digital signa-
ture schemeof almostthe sameef ciency. Thus,ary mul-
ticast authenticatiorschemenot relying on additionalas-
sumptionon the network (suchassynchronizationtrusted
routers,or securechannels)may as well usea signature
scheme!This brings us to signatue amortization Other
researchefforts have focusedon building fastersignature
schemesor signingevery pacletseparatelye.g.,[10, 25)]).

Signatue Amortization. Otherapproachesisethe mecha-
nism of signatureamortizationwherea singledigital sig-

natureis usedfor the authenticatiorof multiple paclets.A

rst schemethat usessignatureamortizationover a hash
chainappearsn [10]. Eachpacletp; is augmentedvith au-
thenticationinformationa;, whichis recursvely de ned as
the hashof pj+; *a+1 (x denotesconcatenation)Also,

theaugmentedrst pacletp; + a; is digitally signed.This
scheméhasconstanauthenticatioroverheadper paclet but

doesnottoleratepacletslossesin [28], a Merkle hashtree
is usedto amortizea signatureover n paclets. Namely a
hashtreeis built on top of the hashesof the pacletsand
theroot hashvalueis digitally signed.Eachpacletis aug-
mentedwith authenticatioinformationthatconsistf the
signedroot hashandthe hashe®f the siblingsof thenodes
onthepathbetweertherootandtheleafassociateavith the
paclet. Theschemeolerategpacletlosseshut haslogarith-

mic communicationoverheadper paclet. In contrast,our
approachwhich alsousessignatureamortization hascon-
stantcommunicatioroverhead.

Graph-BasedAuthentication. Graph-basedauthentication
[12, 19, 22, 27] generalizeghe idea of amortizinga sig-
natureover a hashchainin suchaway asto toleratepaclet
lossesA single-sinkdirectedagyclic graph(DAG) G is de-
ned, whereeachvertex correspondso apaclet. A directed
edgefrom paclet p; to pacletp; indicatesthatthe authen-
tication informationa of paclet p; includesthe hashof
pi £ a;. Also, theaugmentegaclet p; + a; of the sink of
the DAG is digitally signed.Thevalidationof pacletspro-
ceedsbackward along the edgesof the graph.Namely if
pacletp; hasbeenvalidatedandedge(p;; pj) existsin G,
thenthe validity of paclet p; canbe determinedusingthe
authenticatiorinformationa; of p; . Graph-baseduthenti-
cationscheme®ffer probabilisticsecurityguaranteegro-
vided paclet lossesoccurrandomly(i.e., they are not ad-
versariallyselected)In particular they requirethatthe sig-
naturepacletwill reachthereceverintact. Two pacletloss
patternshave beenstudied:the uniform model,whereeach
paclet is lost with a x ed probability and independently
of otherpacletsbeinglost, andthe bursty model,wherea

pacletis lostwith a x edprobabilityandthenagivennum-
berof successie pacletsarealsolost.

In [22], G is an augmented-chaigraph, consistingof
a path plus additional edgesthat connectverticesat var
ious distanceslin [12], anotheraugmented-chaigraphis
designedspeci cally to toleratebursty packet losses Ran-
dom graphsanda new schemethatis resilientto multiple
bursty lossesare studiedin [19]. Finally, in [27], expander
graphsareused.The ef ciency of graph-baseduthentica-
tion schemess analyzedn [5] andexperimentallystudied
in [7].

Erasue Codes.In [21] and[20], erasurecodes(e.g.,[16,

17, 23]) are usedfor multicastauthenticationto tolerate
adwersarially-chosempaclet lossesand disperseonesigna-
ture over the pacletsin a group. The constructionsare ef-

cient in termsof communicatiorcostandsimilarin prin-

ciple. The two schemesnly differ in thatin [20], encod-
ing is performedtwice to reducethe size of the authenti-
cationinformation.Both schemesre,however, vulnerable
to a very simple attack:a singleinjectedpaclet cancom-
promisethecorrectnessf thedecodingprocedureatthere-
ceiver. In [15], a“binding” of thevalid pacletsthroughthe
useof aMerkle hashtreehasheenrecentlyproposedo tol-

eratepacletinjections:eachpaclet carriesalsothe Merkle-
treeauthenticationnformationsothatblocksof valid pack-
etsare groupedtogetherandblocks of invalid pacletsare
Itered out. This schemesuffers from high, not constant
perpacket communicatioroverhead.

2. Preliminaries

In this section, we introduce some notation (mostly
from [18]) andde ne the cryptographicand coding primi-
tivesthatwe usein our construction.

2.1. Notation

Let A be analgorithm.By A(¢9 we denotethat A has
oneinput (resp.,by A(¢:::; ® we denotethat A hassev-
eralinputs).By y A A(x), we denotethaty wasobtained
by runningA oninputx. If A is deterministicthenthisy
is unique;if A is probabilistic,theny is arandomvariable.
If Sis a nite set,theny A S denotesthaty was cho-
senfrom S uniformly atrandom.By y 2 A(x) we mean
thatthe probabilitythaty is outputby A(x) is positive.

By A° (¢, we denoteanalgorithmthatmakesqueriesto
anoracleO. l.e.,thisalgorithm(Turing machinewill have
anadditional(read/write-oncefjuerytape,on which it will
write its queriesin binary; onceit is donewriting a query
it insertsa specialsymbol“#”. By externalmeanspncethe
symbol“#” appear®nthe querytape,oracleO is invoked
andits answerappear®nthequerytapeadjacento the“#”



symbol.By Q = Q(A°(x)) A A°(x) we denotethe con-
tentsof the querytapeonceA terminateswith oracleO
andinputx. By (qg; a) 2 Q we denotetheeventthatqwasa
queryissuedby A, anda wasthe answerreceved from or-
acleO.

Let b be a booleanfunction. By (y A A(x) : y)),
we denotethe event that b(y) is TRUE aftery was gen-
eratedby runningA on input x. The statemen®r[fx; A
Ai(¥i)o1 i. n : b(xn)] = ®meanghattheprobabilitythat
b(x,) is TRUE afterthevaluex,, wasobtainedby running

probability is over the randomchoicesof the probabilistic
algorithmsinvolved.

2.2. Cryptographic Primiti ves

The following de nition is dueto Goldwasser Micali,
andRivest[11], andhasbecomethe standardde nition of
securityfor sighatureschemesSchemeghat satisfyit are
also known as signatureschemessecureagainst adaptive
chosen-messgg attad.

Denition 2.1 (Signature scheme). Probabilis-
tic polynomial-time algorithms (G(9, Sign (9,
Verify 4 (¢ 9), whee G is the key geneation algo-
rithm, Signis the signatue algorithm, and Verify the ver
i cation algorithm, constitutea digital signatue scheme
for a family (indexed by the public key PK) of mes-
sage spacedM (g if thefollowing two hold:

Correctness.If a messge m is in the messge spacefor a
givenpublickey PK , and SK is the correspondingsecet
key, thenthe outputof Signg (m) will alwaysbeaccepted
by the veri cation algorithm Verify, . More formally, for
all valuesm andk:

PI{(PK;SK) A G(1¥); %A Signg, (m) :
mA Mpg *: Verifyp « (M; 3] = 0

Security Evenif an advesary has oracle accessto the
signingalgorithm that providessignatueson messges of
theadvesary's choice the advesary cannotcreatea valid
signatue on a messge not explicitly queried. More for-
mally, for all families of probabilistic polynomial-timeor-
acle Turing ma(hinesz(k@ 0, there existsa nggligible func-
tion! © (k) sud that

Pri(PK;SK) A G(1); (Qim; %) A AZ9sx (9(1ky .
Verifyp  (m; %) = 1~ : (9] (m; #4) 2 Q)] = ° (k):

For completenessye give astandardle nition of afam-
ily of collision-resistanhashfunctions.

1 Afunction® : N! Risnegligible if for every positive polynomial
p(9 andfor sufdciently largek, ° (k) < ﬁ.

De nition 2.2 (Collision-resistant Hash Function). Let
H bea probabilisticpolynomial-timealgorithmthat,onin-
put1¥, outputsan algorithmH : f0;1g® 7! 0;1g*. Then
H de nesa family of collision-resistanthashfunctionsif:

Efciency. Forall H 2 H(1%), for all x 2 0; 1g°, it takes
polynomialtimein k + jxj to computeH (x).

Collision-resistance For all families of probabilistic
polynomial-timeTuring madinesf Ai g, there existsa ney-
ligible function® (k) sud that

PriH A H(1%); (x1;%2) A Ag(H) :
X1 6 X2 H(x1) = H(x2)] = °(Kk):

2.3. Error Correcting Codes

Errorcorrectingcodesallow recoreringamessagéhatis
transmittedveranoisychannelLetq, 2 bethesizeofal-
phabetqd] = f1;2;:::;q9. An error correctingcode[n; K]q
is afunctionC : [g* ! [q]", that processes k-length
messagex over [g] andaddsredundang to form a longer
n-lengthcodevord C(x). Theprocessing@ndtheaddedre-
dundang help correctingup to e errorsof the codevord
C(x); thatis, givenarecevedwordy 2 [g]" suchthaty
andC(x) differ in at moste character®f the alphabetwe
canunambiguouslycorrect(decode)y to C(x). Thevalue
e dependwn the code.If only redundang is addedby a
codeC, i.e.,if all symbolsof x appearlsoamongthesym-
bolsof E (x), thenthe codeis systematicList-decodingal-
lows to ambiguouslycorrecteven more errors.Given that
C(x) isrecevedaswordy 2 [q]", list-decodingprovidesa
list of candidatenessagesuchthatx belongsn thislist.

Reed-Solomonodes[24] area family of codesthatare
basedon propertiesof univariate polynomialsover nite
elds. We next de ne the[n; k + 1], Reed-Solomortode,
wheren, k and g are positive integersand parameter®of
the code.We presentherea slightly modi ed de nition of
Reed-Solomorodeghantheonecommonlyusedn thelit-
erature sothat,by de nition, Reed-Solomorodesconsid-
eredin this paperare systematicThis propertyis not nec-
essaryfor the correctnes®f our schemeput offers an ex-
tra desiredpropertyin our constructiondiscussedn Sec-
tion 5 andrequiresno extra computationakffort at the en-
coder

De nition 2.3 (Reed-Solomorcode). A[n; k + 1], Reed-
Solomorcodeconsistof thefollowing components:

Alphabet. The alphabetis a nite eld Fq of sizeq , n,
with g beinga prime power

Encoder Thecodeis a functionC : F{;*l !
n > k + 1. In more detail, theencoder:

Fg , Wwhee

1. takesasinputtheparametesn andk, andk + 1 points
(¥),1 2FqYi 2Fq, 1 i+ k+1,



2. nds a unigueunivariate polynomialp 2 F4[x] over
elementsof Fy and of degree at mostk, sud that
p(i)=vyi,1- i- k+1,and

3. outputspoints (i; p(i)), for 1 - i
k%l < 1lis calledtherateof thecode

n. The ratio

We havethat C is a systematicode

Decoden(GS-Decoder).Let?2 > 0beaparameterthatcon-

trols the performanceof the decoderThedecodertakesas

input parametes n andk, the numberof errors e that may
occur andn points(x;;yi), 1 - i - n, andlist-decodes,
i.e., it outputsa list of all univariatepolynomialsp 2 Fq[x]

of dggreeat mostk sudithaty; 6 p(x;) for lessthane val-

uesofi,1- i- n.

Foraln; k + 1]; Reed-Solomormode,we usea decoder
thatrunsin polynomialtime andis dueto Guruswamiand
Sudan13, 14]. We referto this decodermsGS-Decoder

Theorem 2.1 (Guruswami-Sudan). Considera [n; k+ 1],
Reed-Solgmorode For any? > 0, givenn pointswith
e=nj + 2)kn errors, GS-Decodemutputsa list
ofsizeO(2i 1" n=k) in O(n22i 5 log? qlog®°® logq) time,
performingO(n?2i Slogq) eld opemtions.

We view 2 asa parameteiof the GS-Decoderz > 0,
anduseGSDecde (n; k; e;f(xj;yi)jl - i - ng) to de-
notethat GS-Decoderunswith paramete? having asin-
put parametershe integersn, k, e andthe points(X;;y;),
1-i-n.

In practice, codeswith constantexpansionare used,
wherek = %nfor someconstantz < 1. In particular
ourconstructiormakesuseof a[n; ¥2r+ 1], Reed-Solomon
code,with ¥2< 1, over somelarge alphabebf sizeq = 2°¢
for someconstant. FromTheorenm2.1we have thefollow-
ing.

Corollary 2.2. For any[n; ¥2n+ 1], Reed-%olomocodefor
anyconstant® > 0and%< 1lsudthat (1+ 2)%< 1,
onaninputwithe= (1j = (1 + 2)%)n errors,GS-Decoder
outputsa list of O(1) sizein O(n?) timg performingO(n?)
eld opemtions.

GS-Decodelis basedon an algorithm that solves the
polynomialreconstructiorproblem:givenk, t, andn points
f(xi;yi);1 - 1 - ng, wherex;;y; 2 Fq, nd alist that
containsall univariate polynomialsp 2 F4[x] of degree
at mostk suchthaty; = p(x;) for at leastt valuesof i,
1- i- n.PolynomialreconstructiorandReed-Solomon
list-decodingareequivalentproblemq13]. Namely thefol-
lowing corollaryis equivalentto Corollary2.2.

Corollary 2.3. For anyconstant$ > 0and¥2< 1, polyno-
mial reconstructioroninput¥zn t, andn poinﬁsin Fqf Fq
can be solved,in O(n?) time, providedt | 1+ 2)¥m,
whee O(n?) eld opemtionsare performedand the out-
putlist hasO(1) size

3. Network Model and Authentication Frame-
work

A sendeitransmitsa datastream,consistingof n pack-
etsmarked with a group identi cation tag? (GID) to a re-
ceiveroveranunderlying‘best-efort” network. No guaran-
teesaboutthe delivery of the pacletsexist in general Fur-
thermore the network is an adwersaryof great,yet not un-
limited, power. In our model,pacletsmaybe advesarially
lost, altered, delayed,or injected However, this adwersary
is not given completefreedom— if it were,thenno mes-
sageswould ever get delivered,and so our taskwould be
hopeless.

3.1. The (®; )-Network Model

We modelthe network asan advesarial entity; i.e., an
entity that can simultaneouslyin ict any possibletype of
attackto the transmitteddatastream.The repertoireof at-
tacksconsistsof paclet lossesinjections alterationsand
rearrangementsThesemodi cations of thedatastreamare
adwersariallychosersothattheadwersarycancauseheloss
of ary selecteghaclets.Theability to toleratepacletlosses
hasbeenwidely consideredinimportantpropertyof multi-
castauthenticatiorscheme$12, 19, 21, 22, 27, 28]. How-
ever, only a few previous schemeg21, 28] tolerateadver
sarial lossesi.e., the capabilityby the adwersaryto choose
which pacletsaredroppedandwhich survive.

Also, the adwersarycaninject pacletsof randomor ma-
licious structureinto the stream.This type of network fail-
ure hasnot beenstudiedaswidely in the context of mul-
ticastauthenticationIn contrast,we develop robust tech-
niguesfor dealingwith it.

Finally theadwersarycanarbitrarily modify, delayor re-
arrangepaclets.Notethatchanginga packet correspondso
destrging (losing)it andinjectinga new paclet.

An adwersarialnetwork modelledwith the above capa-
bilities in termsof how the adwersaryis actingis whatwe
call afully advesarial network

De nition 3.1(Fully adversarial network). Afully adwer
sarialnetwork is a networkthatis usedfor thetransmission
of a datastreamandis controlledby an advesary. In par-
ticular, theadvesarycan:

2 causepadketsof herchoiceto belost;

2 Corventionally and without loss of generality we consider data
streamsconsistingof n paclets, that is, at the sender the datafor
transmissioris arrangedn groupsof sizen. The GID addsno new
assumptioraboutthe transmittedstream.It corresponddo a means
for the pacletsto be groupedtogetherwhich in practicecanbe pro-
videdby ary network-layertransmissiomprotocolin use.ln ourframe-
work, theGID is usedasanabstracjuantityof constansize;in prac-
tice, it is a string of somesmall constantize,e.g.,the sizeof a hash
value(20 bytesfor SHA-1).



2 inject padkets (either randomonesor with a speci c
maliciousstructurg; and

2 arbitrarily alter, delayor rearrange padets.

It is realisticto assumethat even if an adwersarycon-
trols partof the network, therearestill somehonestrouters
andatleastafractionof thedatapacletsgoesthroughthem.
Thus,we expectsomereliability from the network; namely
the network will faithfully deliver at leasta constantfrac-
tion, ®, of all the pacletsof a given stream.This assump-
tion is alsojusti ed by the factthatif fewer thana con-
stantfraction of the pacletssurvive, thenit is unlikely that
meaningfulinformation can be extractedfrom the surviv-
ing paclets.Also, in modellingthe ability of the adwersary
to maliciously inject invalid paclets, we take the follow-
ing into considerationif the adwersaryinjects paclets at
too high arate,thiswill resultin adenial-of-servicattack.
In this casetherecever's primaryconcernis unlikely to be
authenticationThus,we assumeéhatauthenticatioris use-
ful whenthestreamis expandeddy no morethana constant
factor throughad\ersarialpacketinjections.

Our two assumptiongboutthe power of the adwersary
to modify a streamof n pacletstransmittedby the sender
areexpressedby two parametes of theadversariahetwork:
thesurvivalrate ® andthe ood rate™ . In this paper both
ratesareconsideredo be constants.

De nition 3.2 (Network parameters). Considera net-
work through which a streamof n padetsis transmitted
by thesender

2 Thesurvival rate®, 0 < ® - 1, is theminimumfrac-
tion of the padketsthat are guaranteedo read there-
ceiverunmodi ed.l.e., at least®n padetsin there-
ceivedstreamare valid.

2 The ood rate™,  , 1, is the maximumfactor by
which the sizeof the receivedstreammay exceedthe
sizeof the transmittedstream.l.e., at most n padk-
etsarein thereceivedstream.

A network with theabove characteristicen termsof ad-
versarialbehaior andreliability is whatwe call an(®; )-
network and is the basisfor our multicastauthentication
framework.

De nition 3.3 ((®;)-network). An (®;)-network is a
fully advesarial networkwith survival rate ® and ood
rate” .

3.2. Authentication Framework

We describea new multicastauthenticatiorframenork
thatis basedon the (®; )-network model. Our de nition
of amulticastauthenticatiorschemeessentiallymimicsthe
classicalde nition of securityfor signatureq11]. (Thisis

not surprisingsincein [1] it is shovn that the two prob-

lems are equivalent.) A signatureschemeconsistsof key

generationsignatureandveri cation algorithms(seeDef-

inition 2.1). Similarly, we have key generationauthentica-
tion, anddecodingalgorithms speci ed belaw.

Key Generation: The key generationalgorithm KeyGen
is a probabilistic polynomial-timealgorithm that takes as

input the securityparameterl¥, and outputsthe key pair

(PK;SK).Wewrite (PK ; SK) A KeyGer1¥).

We assumethat the senderknows both the public key
PK andthesecretkkey SK andthattherecever knowsthe
public key PK . Thefollowing two algorithms,authentica-
tor Auth anddecoderDecade, are executedby the sender
andtherecever respectiely. The senderunsAuth to pro-
cessdatapacletsandcreatethe authenticateghaclets. The
recever runs Decade to decodethe receved paclets and
recognizethevalid ones.

Authenticator: The authenticatoalgorithm Auth takesas
input:

2 (SK;PK): thesecretkey andthepublic key.
2 GID: thegroupidenti cation tag of the datastream.
2 n:thenumberof pacletsthatneedto beauthenticated.

2 ®, :thesurvival and ood rates(atleast®n paclets
arevalid andat most n pacletsclaimto belongto a
givenGID).

authenticated.

The outputof the authenticatomlgorithmis the setof au-

Auth(SK ;PK ;GID; n; ®;, ;DP).
Decoder: The decoderlgorithmDecale takesasinput:

2 PK: thepublickey

2 GID: thegroupidenti cation tag.

2 n: thenumberof the original datapaclets.
2 ®, :thesurvival and ood rates.

The decodereither rejectsthe input (when lessthan ®n
of the receved pacletsare valid, or morethan(" ;| ®)n
pacletsareinjectedby the adwersary),or produceghe out-
put packets OP = fp?;:::;plg. Someof thesepaclets
may be empty — an empty output paclet is denotedby
?, and correspondgo the event that the decoderdid not
receve the correspondingauthenticategaclet. We write:
fOP;rejecg A Decadg(PK ;GID;n; ®, ;RP).

A signatureschemehastwo requirementscorrectness
and security We have similar requirementdgor a multicast
authenticatiorscheme A multicastauthenticatiorscheme
is (®;,)-correctif, wheneer at least®n correctauthenti-
catedpacletsarereceved among n total paclets,all and



only the valid receved pacletswill be decodedcorrectly
i.e., the correspondinglatapacletswill be amongthe out-
put paclets.A multicastauthenticatiorschemes secue if,
evenif the adwersaryis allowedto querythe authenticator
onary numberof choserinputs,theadwersarycannotmalke
thedecodemutputa non-authenticatesletof paclets.

De nition 3.4 (Multicast Authentication Scheme).Prob-

abilistic polynomial-time algorithms (KeyGen Auth,

Decade) constitutean (®; )-correctand secue multicast
authenticationschemeif no probabilistic polynomial-time
advesary A can win non-ngligibly oftenin the follow-

ing game:

1. Akey pair is geneated:
(PK;SK) A KeyGerfl"):

2. TheadvesaryA is given:
2 Thepublickey PK asinput.

2 QOracle accessto the authenticator i.e., for
1. i poly(k), where poly(§ is a poly-
nomial, the advesary can specify the val-
ues (GID;j;ni;®; i;DP;) and obtain
AP; A Auth(SK;PK;GID;;n;;®; ;;DP;).
However the advewsary cannot issue more
than one query with the same group iden-
ti cation tag. Thatis to say for all i 6 j,
GID; 6 GID;.

3. Attheend,A outputsa groupidenti cation tag, GID,
thevaluesn, ® and ™, anda setof padets,RP.

Theadvesarywins the gameif one of the following viola-
tionsoccus:

Violation of the correctnesproperty: The advesary did
manajed to constructRP in sud a way that even
though it contains® n; padets of some authenti-
cated padcet set AP; for group identi cation tag
GID; = GID, the decoderstill failed at identify-
ing all thecorrectpadets.Namelytheadvesarywins
if all of thefollowing hold:

2 For somei, the advesary's queryi contained
GIDj = GID,nj = n,and® = ®. Let

thenticator
2 At least ®n of the authenticated padets

etsRP, i.e,jRP\ APj, @n.

2 The numberof receivedpadetsis at most™ n,
i.e,jRPj - "n.

2 For somel - | n, pj is thej'th padketin
the original setof data padeets DP, sud that
the correspondingauthenticatedpadet a; was
receivedj.e., 3 2 RP \ AP, andyetwasnot

decodedcorrectly Namely let (p%;:::;p%) A
Decaeg(PK ; GID; n; ®, ;RP). For p; it holds
thatp; 6 pf.

Violation of the securityproperty: The advesary did
managed to constructRP in sud a way that the de-
coder will output padkets OP =
were never authenticatedby the authenticator al-
gorithm for the group identi cation tag GID. More
precisely the advesary wins if one of the follow-
ing happens:

2 Theauthenticatorwasnever queriedwith group
identi cation tag GID andthesizen, andyetthe
decoderalgorithm doesnot reject.l.e., reject 6
OP = Decde(PK ;GID;n; ®, ;RP).

2 The authenticatorwas queried with the group
identi cation tag GID, the valuesn, ® and ,

ever, someoutput padket pjo 6 7 is different
from the correspondingdata padet p;, whee

4. Construction

In this sectionwe describea multicast authentication
schemdgKeyGenAuth; Decale) thatmeetsthe de nitions
of the previoussection.n thesequelwe denotewith 2 > 0
the tolerance parameter of the decoder which yields a
trade-of betweenthe errortoleranceability of the decoder
andits performanceBy =+, we denoteconcatenatioandby
? we appropriatelydenoteeithera paclet thatis emptyor
the empty string. We also often omit the oor andceiling
notationin orderto avoid notationaloverload.

4.1. KeyGeneration

We assumethat a signaturescheme(G(9, Signq (9,
Verify 4 (¢ §) anda collision-resistanhashfunctionH are
given (seeDe nitions 2.1 and 2.2). If (PKs,; SKs,) A
G(1%), wesetPK = (PKy;H) andSK = SK g,

4.2. Authenticator Auth

Input: The secretkey SK , the public key PK, the group
identi cation tag GID, the data streamsize n, parame-
ters® and  of the network andthe datapacletsDP =

Algorithm: For 1 - i
hi =

n, computethe hashvalue
H(p;). The concatenatiorof all the hashvalues,



togetherwith the value GID, is digitally signed: % A
Signsk (GIDxhy#:::+h,). ThestringS = hy+:::xh, %
is calledthe authenticationinformation We wantto guar
anteethat,evenif only an® fractionof the pacletssurvive,
andalargenumberof paclets(” j ®)n areinjected there-
ceiver still getsall the authenticatiorinformation. To that
end, we encodeS usinga Reed-Solomortodein a man-
nerthatis tolerantto pacletlossandinsertion;namely:

1. Let the rate of the codebe %2 = %. Recallthat
® and™~ arethe survival and ood ratesof the net-
work, respectrely, whereag is thetoleranceparame-
ter of the decoderObsenre thatsince® - 1, |, 1

and2 > 0, wehave %< 1. |
m
2. Split S into %n+ 1 substringsof size )5, where
eachsubstringis viewed as a value of Fq, with g =

Zd%e 3.IfSis notanexactmultiple of ¥zn+ 1, pad
S with * 0's,suchthatjS+0j mod %n+ 1~ 0.

3. Treattheresultingsetof %2rt- 1 eld elementsasanin-
putto the Reed-Solomomrncodei(seeDe nition 2.3).
Computethe correspondingodavord E (S) usingan
[n; ¥%en+ 1] Reed-Solomowod€. E(S) consistof n
elementsof Fq, denotedas(sy;:::;sn).

4. Let AP = fay;:::;an0, wherefor 1 - i -
havea; = GID i £p; £5;.

n, we

4.3. DecoderDecade

Our decoderDecale usesa modi cation of the GS-
Decoder(seeDe nition 2.3) asa subroutineThe standard
GS-Decoderexpectsto receve, asinput, n pairs (Xi;Vi),
and outputsa list L of all the polynomialsof degree at
most!s suchthatevery p 2 L hasthe propertythat for at
least (1 + 2)kn of thei's, p(x;) = vyi. We write L A
GSDecde (n;k; (1+ 2)kn;f(xi:;yi)jl- i - ng). The
modi ed decodeis speci edby parameterthatareslightly
different:it takesasinputupto n points(x;;y;) and nds
a list of inputsthat canbe encodeday polynomialsof de-
greeat most¥zn(with ¥2= (1+ o) —) suchthateachpolyno-
mial agreeswith atleast®n of the input points(seeCorol-
lary 2.3). Themodi ed decodeiis obtainedby adaptingthe
original GS-Decoderasfollows:

Modi ed GS-DecoderMGSDecaler:
Input: n,®, , andm points(x;;y;),1- i - m.
Algorithm:

3 Weseethatqis in facta functionof n, ® and ", thusit neednot be
transmittedo therecever. Obsere thatjS;j is afunctionof n.

4 We assumehatthe valueof 2 is known alsoto the encoderthus,in
factE (S) = Ez(S).

1. If m > " n,reject.

2. Elseif thereare fewer than®n distinct valuesof x;,
reject.

3. Else, run the GS-Decoder that is, let L A
GSDecde (m; ¥2n@n; f(xi;y;)jl - i - mg),
whereYz= i 2)7 If L is empty reject.

4. Procesd = fQ1(x);:::;Q (x)g asfollows: for each
Q() 2L, evaluateQ(l) for 1- i %n+ landlet
thestringQ; (1) £ Q; (2) + ¢¢¢+ Q; (Yan+ 1) beacan-
didateg;.

Output: List of all computedcandidates c;;:::;cg or
reject

Lemma 4.1. MGSDecdaler runs in time O(n?), where
O(n?) eld opemtionsare involved,and outputsthe con-
stantsizelist of all candidateinputsthatare consistentvith
®n of thereceivedoints.

Proof. All claimsfollow from Theorem2.1, Corollary 2.3
andthe factthat GS-Decodeoperatesven whenthe x;'s
arenot distinct (seeGuruswami and Sudan[14]). Obsenre
thatCoroIIaryZ 3holds,sincejifm= °n,®- ° - " then

t, ®n Z@®n = (1+ 2)%nm (Notethatthecorrect

inputis guaranteetb becontainedn theoutputlist, sinceit
is a polynomialof degreeat most¥znthatis consistentvith
®n points.) O

Now, we arereadyto describeour decoder:
DecoderDecale
Input: Thepublickey PK , agroupidenti cation tagGID,
n, parameters® and  and the receved paclets RP =
frl; PR rm g
AIgonthm.

1. View pacletsin RP asr; = GID; £j; £p; £5;.

2. Discardall non-conformingpaclets,i.e., all paclets
for whichGID; 6 GID or pacletswith j; 2 [1::n]. Let
(ry;:::;rmo) betheremainingpaclketsin RP . Eachof
themls viewedasri = GID £j; £ p; £5sj, suchthat
ji 2 [L:n].

3. If m%< ®n orm®> "n, thenreject.

4 Forl- i- (issi)

5. Run algorithm MGSDecdaler: with input parameters
n, ® ~ andthe m° points (xi;yi), 1 - i - mC
If MGSDecaler: rejects,reject; otherwise obtainthe
candidatecodevordsfcy;:::;cgQ.

6. Forl- i- n,seth; = ?.Letj = 1. Whilej -

2 Parsethecodeavordc; asstringh’, £:::+hi, %

2 |f Verifyp  (GID £, £:::£hi ;%) = 1, thenset
h; = h’i forl- i - nandbreakoutoftheloop;
otherwisejncrement .

mY set(xi;yi) =



hn) = (?;:::;7?), reject. Else,compute
theoutputpacletsOP asfollows

Og: foreachl - i -
n, setp? =

2 Forl- i- m°.
— viewr; asr; = GID +j +p; *s;, suchthat
j 2 [1:n].
— if H(p) = h;,setp? = p;.
8. LetOP = fpl;::"png

We postpon&heanalysmof therunningtime of theseal-
gorithmsuntil the next section.

4.4. Correctnessand Security Proofs

Letusshav thatourschemesatis esDe nition 3.4.Sup-
posethat we have an adwersaryA who managedo break
the (®; " )-correctnessr securityof our schemawith (non-
negligible) probability (k). Thenone of the following is
true:

2 With probability¥{k)=2, theadwersaryA violatesthe
(®; ) correctnesgproperty

2 With probability “{k)=2, the adwersaryA violatesthe
securityproperty

Let us shaw that a non-ngjligible probability of either
event contradictsthe security propertiesof the underlying
sighatureschemeandhashfunction.

Claim 4.2. If a polynomial-timeadvesary A violatesthe
(®; )-correctnespropertyof our scheme thenthe under
lying signhatue schemeds notsecue, or theunderlyinghash
functionis not collision-resistant.

Proof. Let us prove the claim by exhibiting a reduction
which transformsan attack that violates the correctness
of our schemejnto an attackon the underlyingsignature
scheme.

Reduction.The input to the reductionis the public key
PK s, of the signatureschemeOur reductionis alsogiven
oracleaccesgo the correspondingignerSigns . There-
duction sets up the public key PK = (PKg,;H).
Our reduction does not know the correspondingse-
cret key. Our reduction invokes the adwersary A on
input PK . It now needsto be able to answerthe ad-
versarys queriesto the authenticatorAuth. In order to
respondto a query (GID;j; nj;®; i;DP;), run the algo-
rithm Auth with the following modi cation: at the begin-
ning of thealgorithmAuth, insteadof computingthe signa-
ture %, obtainit by queryingthe signatureoracleSignsy .
Everything elseis carried out as prescribedby the algo-
rithm Auth.

It is clearthattheview of theadwersaryin this reduction
will be identicalto the view that the adversaryobtainsin
reallife. Thereforewith the sameprobabilityasin reallife,
the adwersaryviolatesthe correctnesgproperty Namely it
outputsvaluesGID, n, ® ~ andthe setof receved pack-
etsRP, suchthatall of thefollowing hold:

1. GID = GID;, n n,® = ®,and” =
somei. Let DP;
etsassociatedvith that query andlet AP bethere-
sponsdhatwe gave to the adwersary In particular let
% bethe signatureassociatedvith this query thatis,

—; for

% A Signg (GID £h(py) £:::2h(py)).
2. jRP\ APj, ®nandjRPj- "n.
3. For somej suchthatrj 2 RP, p 6 p ,where

°) A Decade(PK ;GID;n; ®, RP)

Casel. Supposethat p0 6 ?.From 3, we getthateither
h(p;) 6 h(po) oritis easyto nd a collision to the hash
function. By de nition of Decade, if ? 6 p° 2 RP, then,
in Step6, the algorithmDecade processea candldatec =
hi#: ::xh, #¥suchthatVerifyp ¢ (GID+h £ ::+h, ;%) = 1.
We mustarguethatour S|gnatureoraclewas never queried
oninput (GID £ h; +::: £ h,). Note that the only time
it wasqueriedwith th|s GID it waswhenwe obtained¥;
oninput (GID +h(py) =:::£h(p,)). Moreover, in Step?,
Decade includesp into OP if andonly if h(p’) =
Therefore,h; 6 h(p;), andso our signatureoraclewas
never queriedwith (GID £ h; +::: + h,), andyet our ad-
versaryhascausedus to computea signature¥ssuchthat
Verifyp« (GID £hy =:::£h,; % = 1. Thus,theunderly-
ing signatureschemas insecure.

Case2. So, supposethat py = ?. From 1 and 2, we
know that®n of theoriginal authenticategacletswerere-
ceved, amongthe total of ~n paclets. Then, by the prop-
ertiesof MGSDecaer (Lemma4.1), Step5 of the algo-
rithm Decadeincludesthecandidatevaluec = h(py) +:::+
h(pn) £%. Then,by constructionjt cannotbethe casethat
in Step7, (hy;:::;hy) = (?25::5;?2). 1f (he;iiihy) =
(h(p1);:::;h(pn)), thenby constructionof Decale, if (as
is the caseaccordlngto 3)r; 2 RP, then p0 6 ?, be-
causep is setto p; whenthe paclet r is conS|deredn
Step?7. Therefore(hl;::"h ) 6 (h(p1);:::;h(pn)), and
yetVerifyp « (GIDxhy:::xhy;%) = 1. Buttheonlyquery
with GID thatwe ever |ssuedo the signerwasfor themes-
sage(GID £h(p1) £:::xh(pn)) 6 (GID+hy £:::xhy).
Thus¥iis asuccessfulorgery O

Claim 4.3. If a polynomial-timeadvesary A violatesthe
securitypropertyof our schemethenthe underlyingsigna-
ture schemeis not secue, or the underlyinghashfunction
is not collision-resistant.

Proof. Considesettingupthereductionin exactlythesame
way asin the proof of Claim 4.2. Again, the adwersarys



view in the reductionis the sameasin real life. So, just
asoftenasin real life, the adversarywill violate the secu-
rity propertyof our schemepamely one of the following
will hold:

1. The authenticatorwas never queried with group
identi cation tag GID and size n, and yet
the decoder algorithm does not reject. l.e.,
reject6 OP = DecadgPK ;GID;n;®; ;RP).

2. Theauthenticatowasqueriedwith the groupidenti -
cationtag GID, with the valuesn, ® and™, anddata

paC|6tpj° 6 ? isdifferentfromthecorrespondinglata
pacletp; , whereOP = fp?;:::;plg.

Supposel holds. Then,from the descriptionof the de-
coder we know thatthe only way thatit will producesome
non-emptyset of outputpacletsis if, in Step6, it seesa
stringc anda signature¥ssuchthatVerify,  (GID+c;%) =
1. Sincethesignatureoraclewasnever queriedfor this GID
andn, %is a successfuforgery.

So, supposédhat 2 holds. Thenthis is exactly the same
situationas Casel of the proof of Claim 4.2, andwe ob-
tain eithera successfuforgery or a hashfunction collision
in thesamemanner O

5. Analysis

We now analyzeour schemeén termsof the variouscost
parametersRecallthat: ® (0 < ® - 1) is thesurvival rate
of thenetwork, (" , 1)isthe ood rateof the network,
2 (2 > Q) isthetoleranceparametenf thelist-decoderand
Yot % is therateof theencoderwhere

®?

Yo  —
& (l+2)_<

1
In the sequel by h we denotethe size of a hashvalueand
by s thesizeof adigital signature.

ComputationalCost. The senderandthe recever execute
algorithmsAuth andDecale, respectiely. Both algorithms
involve eld operationgadditionsandmultiplications)over

nite eld Fq of sizeq = ot € 2% Both operations
takeO 1 1og°® o time[13]. SettingN = ", bothoper

T/zv
ationstake O(N log°®® N) time. NotethatN is indepen-
dentof n.

Authenticator: Thecostto encoden pacletsis asfollows.
First, n hashesare computedand one signatureop-
erationis performedover the hashesThen, a Reed-
Solomoncodeis appliedon the authenticatiorinfor-
mation, which consistsof a polynomialinterpolation
on %2n+ 1 positionsand a polynomial evaluationin
ni Y“nj 1 positions.ThesetasksrequireO(nlogn)

eld operation®rO(nlogn N log°® N) time, since
bothpolynomialevaluationandinterpolationfor poly-
nomials of degree at most n can be solved using
O(nlogn) eld operationgthus, Reed-Solomoren-
coding requiresa quasi-linearO(n logn) numberof
eld operations)Obsenre thatthe useof a systematic
Reed-Solomorodeaddsno extracomputationatost.

Decoder: From Theorem 2.1, we hae that
O(?n?N) = 0O(n?) eld operationsare re-
quiredandthusO("2n2N 2 log°® N) = O(n?) time
is neededfor the decoderto run. Also, for eachof
O(1) candidatepolynomials,we perform a polyno-
mial evaluationat ¥2n+ 1 positions,thus O(n logn)
eld operationsand so O(nlognN log®® N) time,
and one signature veri cation. In total, we have
O(n2N21og°® N) = O(n?) processingtime and
O(1) signatureveri cations. Finally, O(n) hashval-
uesarecomputed.

CommunicatiorCost. The sizeof the authenticatiorinfor-
mationis ;- (nh + s). Thatis, we have constanicommu-

nicationoverheadperpaclet ILES < I + S = 1 4 o(1).

We seethat 1=Yshashvaluesare includedin eachpaclet,
with ¥2= % < 1. Thelargerthevalueof Y2the smaller
theauthenticatioroverhead.

Delay As delay, we countthe numberof pacletsthatthe
authenticatoor decodeialgorithmhasto buffer. Of course,
by de nition, ary authenticatiorschemeaccordingto our
modelneeddo process paclets.However, delayis a cost
parametetthat is useful even in our model, sinceit cap-
turesthe ability of the authenticatoor the decodetto pro-
cesyacletsin anonline fashionIn our schemehesender
processes packetsandthereceier processes n paclets
in the worst case However, the recever caninvoke an de-
codingprocedureonly after’znt+ 1 or ®n pacletshave been
receved.

In particular therecever cantry to computeheauthenti-
cationinformationexactly afterznt+ 1 pacletsarereceved:
theusedcodeis systematiandthe rst ¥2n+ 1 symbolsof
E (S) equalS (whereS is the authenticatiorinformation).
Of course,we needno paclet lossto occuramongthese
paclets. If the correctpolynomialis computed(and veri-
ed) fromthe rst %n+ 1 paclets,theauthenticatiorinfor-
mationis computedwithout ary decodingoverhead Simi-
larly, the recever cantry to computethe authenticatiorin-
formation after ®n paclets are receved: this time the de-
coderrunscompletely but computatioris alessexpensve,
andif the correctauthenticatiorinformationis computed,
no attackis in processandthe delayis ®n. Otherwise,if
no polynomialcanbe veri ed, therecever is underattack
and™ n delayis requiredin theworstcase.n otherwords,
our schemecandistinguishbetweerthe lessexpensve de-
tectionof anattackby an adwersaryfrom the more expen-



sive veri cation of the valid receved paclets. We believe
thatthis featureis desirablefor lesscomputationakffort is
spentwhenno adwersaryacts.

5.1. Tuning and Extensions

Given speci ¢ valuesof the survival rate ® and ood
rate” of the network, the parametet4; which controlsthe
communicatioroverheadcanbetunedby thetolerancepa-
rameter?. This givesonedegreeof freedomin implement-
ing theexactencoding-decodingroceduresNamely band-
width consumptiorcanbe decreasedt the costof increas-
ing by aconstanfactorthetime compleity andviseversa.
A realisticdeploymentof our schemecan consider® and
~ asanadditionaldegreeof freedom:early packet streams
(groupsof paclets)areencodedor biggervaluesof ® and
smallervaluesof ~ . Dependingon the obsered network's
behaior, the network parametergsanbe lateradjustedo a
new desiredlevel of security Table1 shavs the communi-
cationoverheadperpacletfor speci c valuesof ®, andz2.

Independentlyof the choiceof parameterspur scheme
can be further modi ed in two ways, achievzing different
trade-ofs betweencommunicatiorcostand computational
efciency. First, we candecreas¢he communicatiorover-
head,by applyingthe techniqueof [20]. Theideais that,
since (at least)®n paclets are guaranteedo be recevved
intact, a signi cant portion of the authenticatiorinforma-
tion is obtainedby the decodeffor free andwithout decod-
ing: the (atleast)®n hashvaluesof thevalid paclets.Thus,
lessauthenticationnformationcanbe usedandlessredun-
dang is addedto paclets.To implementthis idea,onehas
to encodethe n hashvaluesappropriatelyand,thus,Reed-
Solomoncodesareappliedtwice. Interestingly asopposed
to the caseof erasurecodes[20], in our casewhereReed-
Solomonerror correctingcodesare used,the decreasef
the communicationoverheadoccursonly for appropriate
rangesof valuesfor the network parameter® and .

In particularletf X; X %9 A C[n; k+ 1]4(X) denotethe
applicationof systematicReed-Solomorcode[n; k + 1],
on word X , where X ? is the addedredundanyg. Also let
H = hy £::: +h, bethe hashvaluesof the n pack-
ets.We getthe modi ed schemeby encodingf H;H % A
C[°n;n+ 1], (H) andthenf A; A% A C[n; 1/25r+ 1], (A),
whereA = HO+Signg, (H),° = 1] ®+ (1+2),

— oh 15— _@ - odAe :

q = 2", Y= T andg = 2"%-1 ~. Asin our ba-
sicschemeA + Alis splitin n equalsharesA; andpaclet
pi correspondso authenticate@acleta; = GIDi£p; £A;.
At thedecoderby thenetwork reliability (atleast®n pack-
etswill bevalid) it is guaranteedhata constansizelist of
candidatestringsfor H %+Signs« (H) is producedalsolist-
decodings transformedo unambiguousiecodingby veri-
fying a constannhumberof signaturesFurthermorethere-
ceiveris alwayscapabldo list-decodehepaclkethashed .

If in total #n pacletsreachtherecever, £ - ~,thenCorol-
lary 2.3 holds,since,t , &+ (°j 1)n (1+ 2)n.
The per paclet communicatioroverheadof this schemds
CiDh When® < 2, with this schemewe sae in commu-
nication overhead.That is, for network parameter® and

~ in appropriaterangesso that ~ < (&) * we can de-
creasethe communicationcostby the constantfactor® at

the costof increasingthe computationakostby roughly a

factorof 2, sincetwo applicationsof Reed-Solomomrodes
arerequired.

Also, by decreasinghe eld size, we canreducethe
costof performing eld operationsFor instancewe could
split theauthenticatiorinformationinto ° ¥2n+ 1 substrings
of size”, ° > 1 (e.g.,° = 10), considereachsubstring
asa eld elementin Fq, with @ = 2, encodewith a
[°n; ° %ent+ 1] Reed-Solomorode andsplittheaugmented
authenticatioinformationinto n pieceqeachof° eld ele-
ments).In thisway, thecommunicatiorcoststaysthe same,
but eld operationdecomeaster The numberof eld op-
erationsat the encoderor decoderis increasedy only a
constantfactor Dependingon the hardware architecture,
this modi cation may be useful. A dravback hereis that
one injectedpaclet by the adwersaryis now affecting the
decodingalgorithmby afactor® .

5.2. Comparisonwith other schemes

We compareour schemesgainstvariousclasse®f pro-
posedmulticastauthenticatiorschemes.

Sign-All and Merkle Tree Stemes.The sign-all and
Merkle-tree [28] authenticationschemesare resilient to

fully adwersarialnetworks. The sign-all schemeinvolves
one signature (resp. veri cation) operation per paclet

and a communicationoverheadthat is equal to the sig-

nature size. Dependingon the speci ¢ signaturescheme
in use, the parametersof our schemeor the architec-
ture, both communicationand computationalkostsof our

schemeare comparableto the correspondingcostsof the

sign-allscheme.

Very short sighatureschemeshave recently been pro-
posed[3]. While the length of a signaturecan be as low
as 160 hits, the security of this signatureschemeis only
provenin therandomoraclemodel,andonly underastrong
assumptior{Dif e-Hellman assumptionn gap-DHgroups,
see Boneh and Franklin [2] for more on thesegroups).
Signing every packet with this short signature therefore,
hasa communicatioradvantageover our constructionput
losesin provable security On the other hand,signing ev-
ery pacletwith a provably securesignaturesuchasthethe
CramefrShoup[6] signatureor its modi cation dueto Fis-
chlin [9], will addabout500bytesto eachpaclet— which
is morethanwhatwe have for reasonabl®and .



| ®] "] 2] 1=%| costc(bytes)|| ® | ~ [ 2] 1=%] costc (bytes) |
0.33| 15| 0.1 | 15.15 303 05| 1| 0.01 4.04 81
05|15 0.1 6.6 132 05| 2| 0.01 8.08 162
0.75]| 15| 0.1 2.93 59 05| 3|0.01] 12.12 243
0.33| 1.5 | 0.5 | 20.66 414 1| 05| 1 0.1 4.4 88
05| 15|05 9 180 || 0.5 | 2 0.1 8.8 176
0.75]|1 15| 05 4 80| 05| 3 0.1 13.2 264

Table 1. Communication cost c per packet for various values of the survival rate ® ood

rate — and

tolerance parameter 2. We assume the use of the SHA-1 hashing algorithm, that is, h = 20 bytes.
The comm unication cost should be compared with the size s of the signature in use (e.g., an RSA

signature with s = 256 bytes). Recall that Y= % is the rate of the code in use and that c= [ =

(1+
W™ (1+ 2)
G

=

Additionally, signingevery pacletis undesirablén prac-
tice. Indeed, by signing every paclet separatelywe lose
bothin efciency andin architecturedesignsincethe se-
cretkey operationsare computationallyexpensve andre-
quire extra needof security Invoking a signatureoperation
involvesfetchingthe privatekey andtemporarilystoringit
in the mainmemoryof the systemWhensecretkey opera-
tions are performedat high rates,the secretkey residesal-
mostexclusively in thememoryof thesystenincreasinghe
dangerf thekey beingcompromisedo otherrunningpro-
cessedn thesystem Special-purposhardwarecanbeused
to overcomethis problem,but of courseat a highercost.In
termsof securearchitecturedesigncosts,andalsofor prov-
ablesecurityor ef ciency reasonsthe sign-allapproachs
inferior to ours.

Finally, since one signatureveri cation must be per
formedfor eachreceved paclet, valid or not, the sign-all
solutionsuffersby thefollowing denial-of-servicattackat
therecever: by injecting invalid pacletsan adwersarycan
increasdéhe computatiorresourcespentat therecever for
signatureveri cations. In our schemewheresignaturedis-
persalis used,no suchattackis possible.

On the other hand,the Merkle-tree schemehas better
time compleity than our scheme.For a group of pack-
ets of sizen, only 2n hashcomputationsand one signa-
ture computation(resp. veri cation) are performedat the
sender(resp.recever’). However, the Merkle-treescheme
has communicationcost that grows with the number of
paclets, thus, this schemeis not scalable.Our schemeis
efcient in termsof communicatiorcost:packetshave con-
stantauthenticatioroverhead.

5 Notethatat the recever, by appropriatelycachinghashvalues,only
onesignatureveri®cationis neededoncethe®rst valid pacletis veri-
®ed, its (authenticatedhashesrestoredandsubsequentacletsneed
only beveri®edwith respecto thehasheshey carry Becausef that,
injectedpacletsdo not necessarilyausesignatureveri®cations.

Graph-Basedshemes.Thesescheme$12, 22, 19, 27] as-
sumethereliablereceiptof a signaturepaclet. However, a
fully adwersarialnetwork will capturethe signaturepaclet
andinvalidatethe schemeEvenif the signaturepaclet is

assumedo arrive intact, ary efcient schemein termsof

communicationoverhead(i.e., with constantoverheadfor

paclet) will have theundesirablgropertythatO(1) critical

pacletscanbe adwersariallychoserto disconnecfrom the
authenticatiorchainthe signaturenode(paclet). In thepig-

gybackingschemein [19], this numberof critical paclets
canbe O(n) at the expenseof a communicatioroverhead
of O(n) perpaclet. Our schemeadoesnot have thesedraw-

backssincethe signatureis dispersecamongall the pack-
ets.As opposedo graph-baseduthenticationvheretheau-
thenticationof a paclet crucially dependsn otherpaclets
(with pacletscloserto the signaturepaclet beingmoreim-

portant),our schemés symmetricin this contet: all pack-
etssharethe authenticationinformation.

Erasue-CodeSthemes.Thesescheme$21, 20] malke use
of erasurecodesto toleratepaclet lossesup to a constant
fraction. However, no pacletinjectionsaretolerated:a sin-
gle injectedpaclet sufces to fail the decodingprocedure.
For networks where paclets get only lost, they perform
slightly betterthanour schemen termsof communication
costandtime compleity. This is dueto the factthatera-
surecodesaremoreef cient thanerrorcorrectingcodesin
termsof time complity andspaceaequirementMoreover,
erasurecodescantoleratemore erasureghanthe theoreti-
cal limit d=2 for error correctingcodes(d is the diameter
of the code).In [15], the authorsaddressthe vulnerabil-
ity to paclet injectionsthatarny schemebasedon erasure-
codeshas,but their proposedschemehashigh communi-
cationoverheadandis not scalablepecausa Merkle hash
treeis usedto “ Iter out” theinjectedpaclets(andthusthe
communicatiorcostis O(log n)).



Other Shemes. TESLA [22] and the schemeby Xu and
Sandhu[29] have very different assumptionsfrom our
model. They areboth basedon MACs andon strongtime-
synchronizatiorrequirementsaboutthe nodesof the net-
works that do not t our model. For instance,in [29],
the routers of the networks are consideredtrusted enti-
ties.

Table 2 summarizesthe above discussion,were se-
lectedschemesare comparedwith our schemeln particu-
lar, we considertwo graph-basecuthenticatiorschemes,
one of constantdegree (expanderconstruction[27]) and
oneof O(n) degree(piggybackingschemewith parameter
ized performancg19], wherewe assumea constantnum-
berof classes)andoneerasureschemgoptimizedin terms
of communicatiorschemd20]).

6. Conclusion

In this paper we proposea nev generalframeavork for
the multicastauthenticatiorproblem,wherethe network is
controlledby anadwersarythathasgreat,yet not unlimited,
powerin modifyingthetransmittedstream Ourmodelis re-
alisticin termsthe of adwersariaimodelandthe securityas-
sumptionsThe limitations on the adwersarys power, char
acterizedby thesurvival and ood rates,excludefrom con-
siderationonly degeneratecaseswherethe authentication
problemactuallydisappears.

Our work establishes new directionin multicastau-
thenticationby going beyond erroneousetworks and ad-
dressing fully adwersarial networks. Our authentication
schemeis ef cient, lightweight and practical.lt is as se-
cure as the “sign-all” solution, but more ef cient in both
computationaeffort andcommunicatioroverheadlts con-
stantcommunicatioroverheadnakesit scalableandprefer
ableto the approachby Wong and Lam [28]. Whencom-
pared with this Merkle-tree based scheme,the O(n?)
time complity of our schemeis a shortcoming.How-
ever, it is possiblethatin practicethis maynot bea serious
concernAdditionally, our schemecanbetunedby the net-
work parameters® and =~ and distinguishesbetween
the less expensve detectionof an attack by the adwer-
saryandthe moreexpensve taskof veri cation.

Openproblemsto addressn futurework areasfollows.
First,wewouldlik eto investicatethepracticalperformance
of ourmulticastauthenticatiompproacty implementingt
andconductinganexperimentabktudy Also, anaturalques-
tion to explore is whetherotherclassef error correcting
codescanbeemployedin our framework.

Moreover, in this paperwe shaved a connectionbe-
tween coding theory and cryptograply. In particular we
employed cryptographicprimitives to unambiguouslyist-
decodean error correctingcode.It would be interestingto
studywhetherthereare otherconnectiondetweerthe two

areasFinally, we would lik e to explorethe useof ourtech-
niguein otherauthenticatiorproblems.
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