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Assembler Syntax
nEverything looks like this:

label: instruction dest,src
instruction label

nComments:
comment $

This is a comment
commend $
; Single line comment

nImmediate values:
123, 0123,0x123, 123h, ‘m’, ‘\n’
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Memory Organization
n4 Gigabytes of addressable memory
nSupport for segmentation and paging
n“Flat” memory model is a special case of

segmentation
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Data Types
nBytes, words, doublewords, quadwords
nLittle-endian
nBasically no alignment restrictions
nRecognized types
l Integer
lOrdinal
lBCD integer, packed BCD integer
lNear pointer, far pointer
lBit field, bit string, byte string
lFloating point types
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Registers
nSixteen registers for application programmers
l8 general (32-bit)
uEEX, EBX, ECX, EDX, EBP, ESP, ESI, EDI

l6 segment (16 bit): determine accessible code
l2 status and control: state of processor
uAll condition codes kept in EFLAG (32-bit)
uDF (of EFLAGS): controls string instructions

nEIP
lOffset in code segment
lNot directly accessible to programmer
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Non-32-Bit Registers
nAliases provided for registers
lEBP, ESI, EDI, and ESP
uCan access bits 0-15 as BP, SI, DI, and SP

lEAX, EBX, ECX, and EDX
uCan access bits 0-15 as AX, BX, CX, and DX
uCan access bits 0-7 as AL, BL, CL, and DL
uCan access bits 8-15 as AH, BH, CH, DH

nThese are carryovers from 80286, but are useful
31 0

AH AL

781516

EAX AX
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Stack Implementation
nSupported by three registers
lStack segment (SS): current stack
lStack pointer (ESP): offset to top of stack
lStack frame-base pointer (EBP)
uAccess data structures passed on the stack
uStandard to copy ESP to EBP on procedure entry
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Stack Layout
Stack Segment

31 0

Subroutine

Passed

Variables

Top of Stack

Bottom of Stack

EBP

ESP
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Instruction Format
nPrefixes
lSegment override
lAddress and operand size
lRepeat
lLock

nOpcode and implicit operand(s)
nRegister specifier
nAddressing mode specifier
nScale, index, base (SIB) type
nDisplacement
nImmediate operand (data)
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Instruction Examples
nXCHG EAX, EBX

nADD [EBP+8][ESI*4], 17

nMOV EAX, SS:[42H]
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Data Addressing Modes
nMOV EAX, 123h Immediate
nMOV EAX, NUMBER1 Direct

l NUMBER1 is a variable (address)

nMOV EAX,EBX Register
nMOV EAX,[EBX] Register Indirect
nMOV EAX,[EBX+8] Register Relative

l Operand is at EBX+8 (can also write 8[EBX])

nMOV [EAX+ESI],EBX Base Indexed
l Base and index registers determine the address

nMOV EAX,[EBX+EDI+2] Base Index Relative
l Base and index register plus immediate offset are added
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Instruction Addressing Modes

nOffsets calculated from start of next instruction
n JMP LABEL1 Direct

l Processor adds offset LABEL1 to EIP

n JMP EBX Register Indirect
n JMP [EBX] Memory Indirect
n JMP FAR LABEL Direct Intersegment

l Allows control to pass to another segment
l Segment and offset addresses put in command

n JMP DWORD PTR [EBX] Indirect Intersegment
l Load words pointer to by EBX into ECS and EIP
l DWORD PTR indicates the double-word at [EBX] should be used
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Segmentation: “What” & “Why”
nWhat is a segment?
lProvides an independent memory spaces
lHolds code, data, or stack
lHas address space up to 4GB
lVisible to programmer

nWhy segmentation?
lProvide separate memory spaces
lSegments can be individually controlled
lTo access large amounts of memory
uUp to 16,383 segments of size up to 4GB = 64TB
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Segmented Addressing

Operand

Segment Selector

Offset Within Segment

015

031
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Segment Registers
nDetermine the segments a program can access
nTotal of six

uCS: points to code segment
– CALL and JMP instructions

uDS: points to main data area
– Data instructions (MOV, etc.)

uSS: stack segment (often same as data segment)
– PUSH and POP instructions

uES, FS, GS: special information

nCan specify which segment an instruction uses
lExample: MOV EAX, CS:[0]
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Segmentation: Historical Note
nWe are discussing 80386 segmentation
n80286 and earlier limited segment size to 64KB
lCompatibility with the 8080 (64KB address space)
lAllowed 16 bit addressing to continue while

providing access to more memory
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How Segmentation Works
nSegment descriptor: address and size
nPhysical address = offset + base address
nPointer into a segment
lSegment selector: 16 bits to identify a segment
lOffset: 32 bit address with a segment

nCR0 register toggles between direct mapping to
physical memory and using paging
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Do We Still Need Segmenting?
nNot required for memory access purposes
nCan be used to implement memory management
nMost operating systems use a flat-memory model
lReally just one large segment
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Data Movement Instructions
nMOVdest,src
lNo segment register to segment register moves
lUse MOVS for memory to memory moves

nXCHG reg,reg
nStack manipulation
lPUSH val, PUSHA
lPOP val, POPA
lPUSHA stores ESP, but POPA does not restore it
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Arithmetic Instructions
nADD/ADC dest,src
nSUB/SUBB dest,src
nINC/DEC reg
nCMP dest,src
lRegister unchanged; flags updated

nNEG val

3
+4
7
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Arithmetic Instructions (continued)

nMUL/DIV val (AL/AX/EAX implicit)
nIMUL: 1, 2, 3 and 3 operand forms
nIDIV

Operand Size
(Divisor) Dividend Quotient Remainder

Byte AX AL AH
Word DX and AX AX DX

Doubleword EDX and EAX EAX EDX

Operands for Division
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Logical Instructions
nBoolean operations
lAND, OR, XOR, NOT
lUpdate flags and saves value in destination register

nBit test and modify

Instruction Effect on CF Flag Effect on Selected Bit

BT (Bit Test) CF Flag ←  Selected Bit No Effect

BTS (Bit Test and Set) CF Flag ←  Selected Bit Selected Bit ←  1

BTR (Bit Test and Reset) CF Flag ←  Selected Bit Selected Bit ←  0

BTC (Bit Test and
Complement)

CF Flag ←  Selected Bit Selected Bit ←  -(Selected Bit)
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Logical Instructions (continued)
nBit scan instructions
nShift and rotate instructions
nByte-set-on-condition instructions
lSETcc: sets byte to 0 or 1 based on condition code

nTEST instruction
lLogical AND without alteration to destination

operand
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Function Calling Conventions
n__cdecl
lParameters passed on stack, right to left
lCaller maintains stack
lUsed for variable arguments

n__stdcall
lParameters passed on stack, right to left
lCallee maintains stack

n__fastcall
lFirst two 32-bit values passed in ECX & EDX
lRemaining params passed on stack, right to left
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A Sample Function (__cdecl)
_x$ = 8
_y$ = 12
_z$ = 16
?sample@@YAHHHH@Z PROC NEAR ; sample
; 5    : int sample(int x,int y,int z) {
  00000 55  push  ebp
  00001 8b ec  mov  ebp, esp
; 6    : return x+y+z;
  00003 8b 45 08  mov  eax, DWORD PTR _x$[ebp]
  00006 03 45 0c  add  eax, DWORD PTR _y$[ebp]
  00009 03 45 10  add  eax, DWORD PTR _z$[ebp]
; 7    : }
  0000c 5d  pop  ebp
  0000d c3  ret  0
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A Sample Function (__stdcall)
_x$ = 8
_y$ = 12
_z$ = 16
?sample@@YGHHHH@Z PROC NEAR ; sample
; 5    : int sample(int x,int y,int z) {
  00000 55  push  ebp
  00001 8b ec  mov  ebp, esp
; 6    : return x+y+z;
  00003 8b 45 08  mov  eax, DWORD PTR _x$[ebp]
  00006 03 45 0c  add  eax, DWORD PTR _y$[ebp]
  00009 03 45 10  add  eax, DWORD PTR _z$[ebp]
; 7    : }
  0000c 5d  pop  ebp
  0000d c2 0c 00  ret  12 ; 0000000cH
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A Sample Function (__fastcall)
_x$ = -4
_y$ = -8
_z$ = 8
?sample@@YIHHHH@Z PROC NEAR ; sample
; 5    : int sample(int x,int y,int z) {
  00000 55  push  ebp
  00001 8b ec  mov  ebp, esp
  00003 83 ec 08  sub  esp, 8
  00006 89 55 f8  mov  DWORD PTR _y$[ebp], edx
  00009 89 4d fc  mov  DWORD PTR _x$[ebp], ecx
; 6    : return x+y+z;
  0000c 8b 45 fc  mov  eax, DWORD PTR _x$[ebp]
  0000f 03 45 f8  add  eax, DWORD PTR _y$[ebp]
  00012 03 45 08  add  eax, DWORD PTR _z$[ebp]
; 7    : }
  00015 8b e5  mov  esp, ebp
  00017 5d  pop  ebp
  00018 c2 04 00  ret  4
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Control Transfer Instructions
nUnconditional transfers
lCALL
uPushes EIP onto stack

lRET arg
uRetrieves return address from stack
uOptional argument specifies adjustment to ESP

lJMP

nConditional jumps
nLooping
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Miscellaneous Instructions
nLEA reg,memory: Load Effective Address
lPuts offset in register
lUseful for initializing ESI, EDI

nNOP
l1 byte
lAdvances EIP

nBSWAP: Byte Swap (Endian conversion)
lBits 7… 0 exchanged with 31… 24
lBits 15… 8 exchanged with 23… 16
lSpeeds arithmetic
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Protected Mode System Instructions

nNot all useful to applications
nNot all protected from application
nSome functions provided
lVerification of pointer parameters
l Interrupt control
lDebugging
lSystem control
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Types of Exceptions
nFault
lCS and EIP point to instruction that generated fault
l Instruction restart (processor registers restored)

nTrap
lCS and EIP: instruction after one that generated trap
lTransfers are reflected

nAbort
lNo precise location of instruction causing exception
lCannot restart program
lHardware errors, illegal values in system tables
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Interrupt Tasks and Procedures
nUse stack to preserve processor state
l Interrupt pushes EFLAGS onto stack first
lError codes can be pushed

nReturning from interrupt procedure
lUse IRET instead of RET
uIncrements ESP extra 4 bytes and restores EFLAGS
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Old EFLAGS

Stack Frame After an Exception
nExample shown with error code

ESP from TSS

New ESP

Unused
Old SS

Old ESP
Old EFLAGS

Old EIP
Error Code

Old CS

Privilege Level Change

Old EFLAGS

Old EIP
Error Code

Old CS

No Privilege Level Change

Old ESP
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Exceptions
nReturn address adjustment
lUsually return address is offending instruction
lDebug exception: check DR6

Exception Conditions
Code Name Code Name

0 Division by zero 10 Invalid TSS
1 Debug 11 Segment not present
3 Breakpoint 12 Stack exception
4 Overflow 13 General protection
5 Bounds check 14 Page fault
6 Invalid opcode 16 Floating point error
7 Device not available 17 Alignment check
8 Double fault 18 Machine check
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Interesting Exceptions
n1: Debug Exception
lFault or trap?
uInstruction address breakpoint: fault
uData address breakpoint: trap
uGeneral detect: fault
uSingle-step: trap
uTask-switch breakpoint: trap

lNo error code pushed
lDebug registers reveal condition
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Interesting Exceptions (continued)

n3: Breakpoint
l INT 3: one byte long
lSaved CS and EIP point to byte following breakpoint
uReplace INT 3 with real opcode and decrement saved EIP

n5: Bounds Check
lOperand exceeds specified limits
lCheck signed array index

n12: Stack Exception
lLimit violation
lLoad SS with segment that is marked not present
lAlways restartable
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Interesting Exceptions (continued)

n13: General Protection
lAll other protection violations
lAlways a fault
lPushes error code onto stack
uNull is pushed unless loading a descriptor caused exception

n17: Alignment Check
lAccess to unaligned operands
lOnly generated in user-mode
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Debugging Support Overview
nDebug support for memory and I/O locations
lNew for the Pentium architecture
lMain facility is debug registers
l Instruction and data breakpoints
lBased on breakpoint fields
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Debugging Support
nDebug interrupt vector
nUseful flags
lTrap bit of TSS (T-bit)
uException when switch to task with this bit set

lResume flag (RF)
uNo multiple exceptions for same instruction

lTrap flag (TF)
uException after each instruction

nBreakpoint instruction
nInterrupt vector for breakpoint exception
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Debug Registers
nBenefits

l No code patching
l Efficiency
lWorks on ROM-based software
l Reads and writes of data handled

nDebug address registers (DR0 - DR3)
l Up to four breakpoints

nDebug control register (DR7)
l Form of memory or I/O access to trigger breakpoint

nDebug status register (DR6)
l Conditions in effect at time of exception



Intel x86 Assembly & Debugging Support

Scott M. Lewandowski CS295-2: Advanced Topics in Debugging September 21, 1998

Slide 41

Debug Exceptions
nTwo interrupt vectors for debug exceptions
nInterrupt 1: Debug Exceptions
lHandler is debugger
lFlags in DR6 & DR7 tell what caused the exception
l Instruction breakpoints: faults
lOther exceptions: traps

nInterrupt 3: Breakpoint Instruction
lExecution of INT 3 (replaces first opcode)
lWhen exception handler is called return address is

first byte of instruction following the INT 3
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Interrupt 1
n Instruction-breakpoint (fault)

l Use RF flag to restart execution (may fault again!)
nData Memory and I/O Breakpoints (trap)

l Original data overwritten before exception generated
uNeed to store data before setting breakpoint

nGeneral-detect fault
l Emulators get full control to debug registers

nSingle-step trap
l First instruction after TF is set does not generate exception
l Processor clears TF before executing handler
l INT instructions clear TF flag

nTask-switch trap
l Exception occurs before first instruction in new task
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Invoking a Debugger
nTwo modes of invocation
lSeparate task
lContext of current task

nI/O addresses
l Input of byte or word
lOutput of byte, word, or doubleword

nMemory addresses
lRead or write of byte, word, or doubleword
lWrite of byte, word, or doubleword
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Invoking a Debugger (continued)
nExecution
lTask switch
lExecution of breakpoint instruction
lExecution of any instruction
lExecution at a memory address
lAttempt to change debug register
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Optimization: Alignment
nPentium: relaxed restrictions on alignment
lBut same performance consequences as 80486

nCode alignment on cache boundary
l32-byte for Pentium; 16-byte for 80486
lNo substantial effect on Pentium
lLarge benefit on 80486

nMisaligned access in data cache costs 3 cycles
l4 byte: on 4-byte boundary
l2 byte: fully contained in aligned 4-byte word
l8-byte: 8-byte boundary (double precision reals)
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Optimization: Register Usage
nUse EAX when possible
lMany instructions 1-byte shorter

nUse DS to access data segment
lOne byte shorter than using other segments

nUse ESP to reference stack
nLoad displacements into registers
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Optimization: Instruction Selection
n Integer Instruction Selection

l Use TEST to test for 0
uANDs operands (no register writing)
uCheck zero condition flag

l Put address calculations into loads and stores
uMemory reference instructions have four operands
uUsing base register (not index) saves one clock cycle

l Use XOR reg,reg to clear a register
uWatch out: sets condition codes

l Perform task switching in software
u Smaller processor state to save/restore

lMinimize segment register loads and far pointers
u Segment protection and the loading of segment registers are costly




