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What does Maintenance Involve

* Changes to the software .,...,,

* New features, capabilities, uses
* Fix bugs, scale the system, ...

* Adapting and staying ahead of the competition
e Attracting and keeping users

* Making the software self-supporting

* Changes to the environment
* New versions of the language, libraries, OS s
* New architectures
* New hardware to interact wi

* Changes to the user b
e Changes to person

Maintenance  [IISIR
Activities
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Pervasive PdM

100% - e - 100%

Maintenance Is Pervasive

80% - Preventive -80%

s0% -l P RiEEl Transformaion
oftMaintenaipce

* Throughout software development 40% - Strategies -40%
* In requirements, specifications ;;20%
* Design for maintenance — - 0%
* Coding for maintenance
* All software development is maintenance

e Much of maintenance involv
* As well as requirements
e But we have covere

* Maintenance al
* That you

-60%




How to have the user install the software
App stores
Direct downloads
Purchases
On different systems
No need: it’s a web page

Automatic upgrades
Manual upgrades

Informed
Customer
Vendor Receive Update
Repository

Deploy/Install Update

Installed
Vendor Feedback Customer
Activate Update q
Activated ‘

Customer
Possesses Update l

Reconfigure Customer




Maintenance Issues: Web-Based

How will it work with different browsers
e Older browsers, unusual browsers, new browsers
e Optional browser features (e.g., location, came

How to have it work under different use
* Lots of different hardware & software
* Enable/disable cookies, ad blocke
* Operating system perm|55| r

CROSS BROWSER

COMPATIBILTY




Maintenance Issues: Back End

 How to upgrade the server as the software evolves
* Minimizing down time
* Without affecting current users S
* How to enable porting to a new platform 'm
* New OS, language, libraries »
* Changing back end

* How to ensure stability of the

* You must upgrade (sec
* What happens wher

Our migration methodology provides a well-defined, rigorous approach to
delivery complex migration programmes

cument



Maintenance Issues: Ge

* How to bring new develog
* How to maintain otr
* Ensuring you c

- PROBLEMS

NEW DEVELOPERS
o Face




User-Facing Software Issues

* User environment differs from debugging environmer

 Jar file rather than class directories
* Binary rather than source
* Not running in the debugger

Binary files need to be architecture spe
Different compilers and shared lik
Different versions of JRE, Java

Different shells and syster

Different installatio

Any Locatio®




Resources on the User System

e Resource files
* Images (icons), text (i18n), user-settings, libraries, ...
* Options and user settings
* Program needs to read these
* Both while developing and in production

* Accessing resource files in the user’s environment
 Self-discovery (location of binary can be found)

* If resources are kept in a jar
* Need to handle resources in development as well

» Java: Based on class path (using class loader) (works with j

» Setting an environment variable (and ensuring user se
* Updating the user’s shell startup files

* Patching the binary on installation (or compili
* Part of the system (Mac applications are
* Fixed location (/System/Library/<a
* As part of installation (android

11/18/24



Handling the User Environment &

* Need to run on what the user has
Different versions of the OS, language, libraries
Different installation directories, permission
Different environment variables, shell

User might not have sudo or roo
User might not be a sophisti

e Can check prior to insta
Separate program

Thousands of unique, monolithic, managed desktops

Sarah

0os 0os 0s 0s
Sarah John Alex

Bob
=N 2 B

AppSense enables transition from traditional stack to standard,
leveraged images further reducing management costs

Decouple ALL

aspects of the

user for ALL

desktops and : “

centralize

Apply personality
on-demand to
reliably and securely
achieve seamless
user experience from
lower cost, standard
desktop assets

0os

Physical or Virtual




Installation & Upgrading

* What do you need to do to facilitate installation?

 Need to have the user install the software on their
 Need to have the user install the software in thei

* Potential problems
* Detecting the environment and ada
* Checking if the environment is
* Removing inconsistent or
* Maintaining the user’

e Potential soluti

11/18/2



Installation Solutions

 Download a package that includes and runs installation script

* app-get on Linux (fixed location install; needs sudo) DevOps Open Source Tools
* auto-run on CDs e

* Download source, configure, compile, install
* homebrew on the Mac

 Download and run a dedicated installer progran
» Typically, a single disk image or file containi
e Can just be installer and do the installation

 Commercial installers exists
* You customize them by writing “scri
* These provide access to comnr

* Open-source installers e
* Not as robust as the

11/18/24



Installation Solutions

 Mac OS/X

* Application is already bundled in a directory (*.app)
e User just moves it to the applications folder
* Directory includes binary(s), libraries, resources
» Single directory can work with different architectures

* Disk image contains app and link to applications and

* Self-Installing
* Check and install as part of system initialize

e Can be done in conjunction with any of the

* Code bubbles: download jar. Firstr

* Prompts user for any needed i

e Sets up install directory cor
* Restarts the applicatior

11/18/24



Installation Solutions

* App Stores

* Provide a standard way of installing mobile apps
* You must adhere to the protocols, licenses, inspecti
* Not convenient in early stages of developme
* Include resources, compatibility, capabiliti

* Being extended to desktops (ma
* But here they typically use no

* Marketplaces
* Marketplaces pr



The Updating Problem

* Fixing bugs, adding new features, accommodating new OSs, etc.
* What do you require from the user

* Detecting when updates are available
* Knowing when to update, integrating this into the application
* Not asking the user all the time A
 Doing it automatically 0 e .
* Detecting if update is appropriate e?xfetr?’eiecfdh;vfuems . sncate-vlsied O

after updating apps are app and devices crashes

explicit release strategy

Users have mixed feelings about frequently updated apps




How to Update

* Separate program that does the update ——

e Save state that needs to be saved wowa.dil RS 00
(Windows folder) Located in Windows
Update the software (and saved state

Launches.. folder.
Remove previous version .

/ Communicates N

Restart the software L it

Need to ensure the updz WebUpdateSvcd.exe
) DOW n Ioa d; ato m ic Service application. Located in

System32folder. No Ul —uses

. named pipe to interact with
® Se pa rate fl Ie . WuWUl.exe.

* Downloading ller.al
* Rathe




Update Issues to Consider

* Matching the installation with the update
e Anything the user had to set up before

* Updating personal resource files if they have changed
* Permissions required

* Checking for other required libraries, packages, sy
* Updating libraries, resources, registry /A Unable to update software

* Removing outdated resources Please try updating again in a minute.

)y H a n d I i n g e rro rs ;Z.rr;?j;.i:rilz:ovfits\:areupdate
* Permissions, disk space, network i R
S Bad Updates e Check network settings

e Cancel

CSCI2340 - Lecture 21



Back-End Systems

* Back-end systems are a bit eas
* You have control of the e
* You have control of

 Problems still exi




EXERCISE

* What are your projects installation and update
* Have you investigated this at all?
* Have you built it into your system?

* For web applications, what are



Virtual Machines

* Today most server code is run on virtual machines
* Some of you are already doing this
* You can’t run in production from your local machine

e Cheaper than owning specific hardware for each appli
* Your application seems to have its own dedicated
e But the physical hardware can be shared
* Someone else worries about hardware
* Can specialize the VM to the applicati
* Easy to migrate to a new VM

* |If the hardware goes down
* As your requirements

* You have control of




Virtual Machines
* Easier to upgrade as needed

* To a larger server
* To multiple servers

e Can migrate from one VM to another
* Save and restore state
* Recovery

* Can just change IP address to poin
e But then everything needs to be

* Virtual Machines provide

e |solate the software

 Compromise th
* Setting u



Most VIMs run Linux

e Standard configurations for most standard servers
e For most execution stacks
* Apache, MySQL, Php; Node, Mongo; Wordpress; dart/flutter;
* Orinstructions for setting up such a server for your sta

 Different ecosystems provide different options
 Amazon (AWS): servers, disk space, SQL & Nc
* Brown CS: servers, disk space, PostgreSQ
* Google cloud, Microsoft Azure, IB

* You should learn how to manag
* Install and upgrade soft
* Manage the database ——"
y Manage Creden . Create a new virtual machine
* Manage the

Enter your virtual machine details

Name: :Ubuntu_Guestl
Connection: localhost (QEMU/KVM)

11/18/24



GIT and the VM Server

* GIT can be useful for maintaining the

* |deally you have a developmen
* Can have a production branc

* Installing on the serve
* git pull (to get the
* Run installatic

Amazon
ECS

AWS
Fargate

GitHub Actions
Amazon

ECR




Virtual Machine Issues

* Virtual machines have considerable overhe
* Pre-allocate memory, disk, ...
 Startup, even from sleep, takes time
e Extra runtime overhead of a hype
* Migration can take time (cog
* Out of your control

* But they provide a
* One VM is unli e
> CO rru pt in Infrastructure




Analytical Analytical
Containers g —
Analytical Software Software
Software Dependencies Dependencies
Container Cantainer
Software
S CO nta i ne rS a re a Iightweight SOI utio n Dependencies Containerization Software

Operating System

* Equivalent functionality to VMs
* But with much less overhead

* Operating-system level virtuali
* Multiple isolated systems
* |solation

Hardware




Container Pros and Cons

* |solation of file system, processes, network

* Rollback

 Save and restore images, restart fromn
* Fast to start a new container fror

* Rapid deployment

* Migrate from one cor
* Save and restore
e Difficult to

AN DNATTN AT A TSN TSN TN AT

CONTAINER CONTAINER CONTAINER

Tomcat PHP

MySQL Static Binary

Ubuntu

Kernel

N A NS NN AN vvv)



Containers and Microservices

* Microservice architecture
* Divide the system in small, composable pi
 Services can invoke other services
* Front end (web/mobile?) can i
* Services can be updated o
* Good fit for some a

e Containers are
e Each mi




Managing Containers

* Managing a lot of co
* DOCKER provides

Top 7 Container Management Solutions

B Google Kubernetes Engine

Amazon ECS | DIAMANTI

4




HOMEWORK

* Sign up at DOCKER if you don’t already use it
* Download and install DOCKER desktop
* Do the tutorial that is there
* No hand in



Privacy and Security Policies

* Privacy and security were considered since requirements
e Pretty much in the abstract
* Once you have a user-facing system these become concrete

* You need a privacy policy
* What data you are storing and why
* What permissions users retain on their data

* How to meet various legal requirements
 California and GDR (Europe) have specific requir

* Might want to verify compliance with yo

* You need a security policy
* How to handle personally identi
* Your responsibility for that i
* Keep track of what yo

Privacy Rule
Think "Patient Rights"

%

Disclosures

Paper PHI

Private space

11/18/24



Usage Policies and other Legal Issues

7 benefits of an acceptable use policy

* You probably want a usage policy

* Can someone scrape your site
* To grab your data or functionality

* Can someone scrape your site for search
* Can someone scrape your site for buildi
* How much can one person use th

e Can your site be accessed from
* Other legal issues
. HIPAA(heaIth) FER



PROJECT

* Presentation Schedule

*11/26:
* 12/03:
* 12/03:
* 12/05:
* 12/05:
¢ 12/10:
* 12/10:

User Interface Generation
Speech

Sense loT
LLAMA
DJ Mix
Agentic
Accessi




